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	Agenda Item
	2.3

	Freedom of Information Status
	Open
	Reporting Committee	
	Information Governance & Cyber Security Assurance Group (IGCAG)

	Author
	Claire Parsons, Head of Information Governance/Deputy Data Protection Officer  

	Chaired by
	Matt John, Director of Digital/Senior Information Risk Owner (SIRO)

	Lead Executive Director (s)
	Matt John, Director of Digital/Senior Information Risk Owner (SIRO)

	Date of last meeting

	16 May 2024


	Summary of key matters considered by the committee and any related decisions made: 

	Information Governance Policy – A new national policy has been developed by a sub group of the Information Governance Management Advisory Group (IGMAG). The new policy incorporates four previous policies (Information Governance Policy, Information Security Policy, E-mail Policy, Internet Policy) into one Information Governance Policy, with the aim of reducing duplication across the policies. Concerns were raised by the national Operational Security Service Management Board (OSSMB) that the new policy did not adequately cover new digital developments or include the level of detail required on internet and e-mail content, therefore weakening the policy position across Wales. For this reason OSSMB would not endorse the current policy. It was agreed at a national level that further work on the policies would take place between IGMAG and OSSMB to address the issues raised. However, due to existing policies being significantly out of date, an interim policy was produced. 

An SBAR was presented outlining the options and IGCAG members agreed that the interim policy would not be adopted at this time due to the concerns raised. Existing policies will remain extant under the Health Board’s Policy on Policies. This would allow additional time for further work to be completed on the new national policy in the coming months in collaboration with all relevant parties. It was accepted that the local IG Framework and IG Procedures will be delayed until a revised national policy (or policies) are issued. 

Use of Non-Corporate Communication Channels (NCCCs), including WhatsApp – IGCAG members previously agreed the need for Health Board wide staff guidance on the use of NCCCs (including WhatsApp) and approved a number of key principles as a basis for the document.  A draft document was produced in line with these principles and presented at the January meeting for discussion. Further updates were agreed with a revised version presented to the Health Board Partnership Forum in February. The forum welcomed the guidance and felt it would offer much needed clarity to staff on the position of NCCCs within the Health Board. Members agreed, subject to some minor additions, the document be ratified for endorsement at Management Board and subsequent approval at Workforce, OD & Digital Committee. The final document is attached at Appendix A.

 
Members of Workforce, OD & Digital Committee are requested to: 
 
· APPROVE the guidance document for use within the Health Board 

Information Governance Strategic Work Plan 2023/25 – The group were presented with the updated IG Strategic Work Plan for the coming year, which was discussed and approved. Periodic progress updates will be provided to future IGCAG meetings. 

Subject Access Request (SAR) Working Group – An update on the recent meetings of the SAR working group was provided, highlighting the current progress being made on the gap analysis work to inform the action plan development. The terms of reference for the group were presented and approved. It was agreed that IGCAG terms of reference would be updated to reflect the reporting structures for the working group.  
  


	
Key risks and issues/matters of concern of which the board needs to be made aware:

	Subject Access Requests (SAR) – a report was presented by the Head of Health Records highlighting concerns over delays with the processing of subject access requests within specific services. The report outlined multiple requests where the legal timescale of one month had been exceeded. It was recognised that some of these requests are complex in nature with safeguarding and legal elements, but understood that this was not reason enough to prevent potential enforcement action from the ICO for non-compliance. It was also noted that staffing pressures were a factor in the delays, however action was being taken to try and address the back-log of requests. In addition, the report outlined organisational-wide concerns over the lack of clinical review of subject access requests before the disclosure, risking a potential data breach or inappropriate disclosure. Members noted the report and agreed that the SAR risk on the Health Board risk register should be reviewed and updated to reflect these current challenges.

Information Commissioner’s Office (ICO) Notification of Data Breaches – The group were informed that between January – April 2024, two data breaches were notified to the ICO.  The first was notified in March 2024 following an accidental telephone disclosure about a CAMHS appointment to a family member. Appropriate actions were taken at the time to minimise the risk and reduce the likelihood of re-occurrence. The ICO has since provided recommendations (which are currently being taken forward) and formally closed the incident with no further action to be taken by them at this time. The second notification was submitted in April 2024 following a potential data breach due to insufficient staff identification checks. There is no known risk to the data subjects at present, but investigations are on-going and liaison with the ICO continues. 


	Delegated action by the committee:

	No delegated action was taken by the committee at this meeting.

	Main sources of information received:

	· Information Governance Highlight Report
· Subject Access Request Report

	Highlights from sub-groups reporting into this committee:

	No sub-group reports to note

	Matters referred to other committees 

	No matters were referred to other committees at this meeting. 

	Date of next meeting
	11 July 2024
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