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SBUHB holds data relating to information governance incidents, this is defined as any incident where there is an information governance component included. This can range from a breach of confidentiality to data integrity issues to availabilty of data. Information is not held in a way that allow us to differentiate “patient confidentiality breaches” as a category. However, patient confidentiality breaches are included within the figures provided. 

To obtain this information would involve a manual trawl and search of records which we have estimated would significantly exceed the 18 hours limit set down by the FOI Act as the reasonable limit. Section 12 of the FOI Act and The Freedom of Information and Data Protection (Appropriate Limit and Fees) Regulation 2004 provides that we are not obliged to spend in excess of 18 hours in any sixty day period locating, retrieving and identifying information in order to deal with a request for information and therefore we are withholding this information at this time.

To help provide more accurate information, incidents relating to staff, visitors or other data subjects is not included within the figures provided, with the exception of ICO notified incidents and figures provided for 2020-21, where data included is not limited to patients only as the data was not collected in this way at that time. Therefore figures for these specific responses may also relate to staff, visitors or other data subjects and not solely patients.
For further context, the figures included in this response also include “near misses” and incidents that are not directly attributed to the Health Board, but may require review, input or action from the Health Board eg. Royal Mail delivering a letter to an incorrect address.
You asked:
Please provide the following information in relation to Swansea Bay health board.
1. The total number of patient confidentiality breaches (including data breaches or unauthorised disclosures of patient information) recorded in each of the last five financial years.
4305 information governance incidents

2. [bookmark: _Hlk221529202]A breakdown of these breaches by financial year.

20-21 - 591 (please note, that figures provided for 2020-21 include incidents not limited to patients only as the data was not collected in this way at that time. Therefore the figure provided may also include incidents relating to staff, visitors or other data subjects) 
21-22 – 567
22-23 – 1156
23-24 – 1322
24-25 - 1260


3. Where recorded, the general category of breach (for example: human error, lost paperwork, IT-related incident, unauthorised access).
Please note the following factors when interpreting the figures below;

· The current electronic reporting system was introduced in 2022, with the introduction of a ‘don’t know’ box when the reporter was asked if it was an IG breach. This influenced the number of reports that came through to IG where in previous years IG were likely only informed if the reporter was sure it was an IG incident;

· Mandatory training figures have improved, along with increased general knowledge about UK-GDPR, and therefore more incidents are likely to be noted as an IG incident and therefore reported, whereas in previous years recognition of an IG breach was less widespread; and

· Post-COVID19 pandemic and with adapted ways of working, the Health Records team began to consistently record all incidents of record misfiling that they found when looking through patient records. It should be noted that all such reports are reported as a ‘near miss’ rather than a breach as the misfiled information was then filed correctly without it having been inappropriately shared or used. 
[bookmark: _Hlk221092175]

Please see below for breakdowns per year. Please note the greyed-out fields for ‘misfiled electronic’ and ‘misfiled paper’ for years 20-21 and 21-22, is because the data was not differentiated during those years.

	 
	20-21
	21-22
	22-23
	23-24
	24-25
	Total

	Data Availability
	58
	64
	74
	55
	57
	 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

	Data Integrity
	0
	0
	33
	42
	51
	

	Disclosure Electronic
	145
	123
	116
	120
	101
	

	Disclosure Paper
	106
	99
	114
	134
	172
	

	Disclosure Verbal
	12
	14
	20
	21
	18
	

	Lost in Transit
	0
	2
	9
	5
	1
	

	Lost/Stolen Hardware
	5
	5
	4
	7
	5
	

	Lost/Stolen Paperwork
	37
	57
	68
	91
	74
	

	Misfiled
	131
	98
	300
	0
	16
	

	Misfiled Electronic
	 
	 
	40
	98
	141
	

	Misfiled Paper
	 
	 
	255
	642
	529
	

	Non-Secure Disposal
	7
	1
	4
	2
	4
	

	Other
	46
	73
	77
	69
	52
	

	Technical Security Failing
	4
	5
	15
	2
	3
	

	Unauthorised Access
	40
	26
	27
	34
	36
	

	Total No. of Breaches
	591
	567
	1156
	1322
	1260
	4305



4. The number of breaches in each year that were reported to the Information Commissioner’s Office (ICO).

20-21 - 5
21-22 – 6
22-23 – 7
23-24 – 5
24-25 – 7


5. The number of members of staff who were formally investigated for an alleged breach of patient confidentiality in each of the last five financial years.
	
	No. of staff formally investigated
	No further action
	Informal action
	Formal Disciplinary Action

	2026
	<5**
	<5** tbc

	2025
	43
	<5**
	22
	18

	2024
	32
	6
	11
	15

	2023
	25
	7
	11
	7

	2022
	34
	13
	13
	5


[bookmark: _Hlk221008418][bookmark: _Hlk221012991]
**Where fewer than 5 has been indicated we are unable to provide you with the exact number of staff members as due to the low numbers, there is a potential risk of identifying individuals if this was disclosed.  We are therefore withholding this detail under Section 40(2) of the Freedom of Information Act 2000.  This information is protected by the General Data Protection Regulation (GDPR) and Data Protection Act 2018 and its disclosure would be contrary to the data protection principles and constitute as unfair and unlawful processing in regard to Articles 5, 6, and 9 of GDPR.  This exemption is absolute and therefore there is no requirement to apply the public interest test.


6. Where recorded, the number of those investigations that resulted in:
· No further action
· Informal action or retraining
· Formal disciplinary action
Please see question 5
_____________________________________________________________
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We welcome correspondence in Welsh or English. Welsh language correspondence will be replied to in Welsh, and this will not lead to a delay.
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