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[bookmark: _Toc303338847]HEALTH BOARD EMERGENCY RESPONSE, COMMAND, CONTROL & CO-ORDINATION (C3)

The following will be a standard process as articulated within the Health Board (HB) Major Incident (MI) Procedures or BC/Critical incident Procedures for any Emergency Response:
		 
· C3 arrangements 
· JESIP Interoperability Principles 
· Information management
· Communication Strategy
· Service Business Continuity Procedures to be invoked alongside any Emergency Response

All Emergency Response Procedures are flexible and adaptable; this allows for a tailored response to all emergencies and any additional threats and risks that may arise at the time.





1. PURPOSE
This framework sets out how Swansea Bay University Health Board (SBUHB) will prepare for, respond to, and recover from a partial or total loss of Utilities (gas, electricity, water, disruption or contamination) affecting any SBUHB site. This could be as a result of a local, regional or national outage.
Its purpose is to:

· Protect patient safety and clinical services
· Ensure effective command, control and coordination across Estates, Emergency Preparedness, Resilience & Response (EPRR) and clinical services
· Provide clear escalation triggers and responsibilities
· Strengthen organisational resilience to partial or total loss of utilities related incidents
· Impacts on healthcare facilities, community care, vulnerable populations, and critical infrastructure

2. SCOPE
This framework applies to:
· All SBUHB-owned or managed sites including: 
· Morriston Hospital
· Singleton Hospital
· Neath Port Talbot (NPT) Hospital
· Mental Health & Learning Disabilities Facilities
· Primary & Community hospitals and health centres
· All forms of utilities disruption/contamination, including: 
· Loss of power
· Loss of water supply
· Loss of Gas
· National Grid / Distribution Network Operator (DNO) failures
· Internal distribution or substation failures
· Generator failures or unintended generator running
· Fuel supply failures
· Planned electrical works escalating into incidents
· Multi utility failure





3. RISK CONTEXT 

Loss of utilities presents a critical risk to patient safety and service delivery across Swansea Bay University Health Board (SBUHB), impacting acute hospitals, community and primary care services, mental health settings and care delivered in patients’ homes. Modern clinical services are highly dependent on reliable power, water, medical gases, digital systems and controlled environments; disruption to any of these can rapidly compromise emergency care, critical care, diagnostics, dialysis, theatres, medicines management and infection prevention. 
Utility failures may occur without warning, cascade across sites and systems, and coincide with wider infrastructure or digital disruption, significantly increasing the risk of service suspension, patient displacement and escalation to a major or critical incident. Effective clinical prioritisation, timely escalation and coordinated command and control are therefore essential to mitigate harm and maintain continuity of care.

Electrical supply underpins:
· Life sustaining clinical services and equipment
· Theatres, laboratories, mortuary fridges, decontamination and sterilisation facilities
· Telephony systems for internal and external calling, and contact centres
· Communications,  diagnostic and imaging systems
· Medical gases, lifts, ventilation and environmental controls
· Pharmaceuticals
· Digital Infrastructure (HB data centres & external providers)
· Digital Platforms, including desktops and laptops
· Renal dialysis functions would be unable to function
· HB security functions (SALTO)
Loss of power may:
· Occur without warning
· Cascade across sites or systems
· Coincide with wider infrastructure disruption (fuel, telecoms)
Loss of Water Supply risks
· Inability to maintain hygiene
· Operating theatres cannot safely function due to inability to scrub or sterilise equipment
· Laboratories analysers will be unable to function
· Impact on heating and cooling systems, boilers and sterilisation units dependent on water
· Renal dialysis functions would be unable to function
Loss of Heating, ventilation and Air Conditioning (HVAC) risks
· Patient safety, infection control and imaging equipment
· Temperature and humidity deviations which can compromise surgical environment, sterile supplies and drug stability 
· Operating theatres, Cardiac Intensive Therapies Unit (CITU), Cardiac High Dependency Unit (CHDU), General Intensive Therapies Unit  (ITU), Neonatal Units, Maternity, Wards, Minor Injuries Unit (MIU), Radiology, Enhanced Care Unit (ECU)could not safely function 
· Laboratories analysers will be unable to function
Loss of Medical Gases (Oxygen, Medical Air, Vacuum) risks
· Immediate threat to life for ventilated or oxygen dependent patients
· Inability to conduct safe surgery or anaesthesia which rely on medical air and vacuum
· Clinical deterioration across, Emergency Department (ED), Acute Medical Unit (AMU), ITU, Theatres, Neonatal Units, Maternity, Wards, Minor Injuries Unit (MIU), Radiology, Enhanced Care Unit (ECU)
Loss of Fuel (for Generators, Boilers, Emergency Transport) risks
· Failure of standby generator power
· Inability to maintain heating/hot water from dual fuel oil fired boilers
· Impacts on mortuary refrigeration, pharmacy storage and temperature-controlled laboratories
Loss of  Digital & Telecommunications systems risks Loss of access to clinical systems, including digital patient records, diagnostic systems, e-prescribing, theatre systems, pathology and radiology.
· Clinical decision-making compromised due to lack of real-time data.
· Communication breakdown (telephony and cisco phones, emergency alerting, external calling), slowing emergency response and coordination
· Loss of inter-hospital connectivity resulting in loss of access to Microsoft 365 services, national systems and internet hosted services.
Multiple Utilities Lost Together risks
· Cascading failures
· Loss of water           loss of boilers          loss of heating
· Loss of power          failure of IT, pumps, ventilation, medical gas plant
· Concurrent or sequential failures especially following extreme weather or infrastructure damage. 


These scenarios increase the likelihood of major service disruption and evacuation.
Reputational, Operational & Safety Risks beyond clinical impacts
· Need to cancel surgery and appointments, leading to backlog and patient harm
· Reduced emergency department throughput causing overcrowding risk
· Regulatory and legal consequences, breaching statutory requirements
· Reputational damage and loss of public trust
This framework builds on:
· HTM / WHTM 06‑01- Electrical Services Supply and Distribution (engineering guidance on the design, installation, operation and maintenance of electrical) supply and distribution systems in healthcare premises) (Appendix J)
· EPRR Core Standards
· Learning identified through recent SBUHB incidents and near misses
Hazard Identification
· Severe weather (storm damage, flooding, cold spells)
· Infrastructure failure
· Cyber attack
· Fuel shortages
· Supply chain
· Industrial action
· A major incident could be the result of, or a concurrency of the above points
National frameworks emphasise ongoing risk monitoring and governance structures to track threats to gas and electricity systems (Appendix K).
Consequence Assessment
Consider:
· Risks to patient harm or safety
· Loss of heating and critical equipment
· Reduced water pressure affecting clinical services
· Potential contamination
· Failure of telecommunication systems
· Increased demand on emergency services
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4. MAINTENANCE, GOVERNANCE & ACCOUNTABILITY
The framework is subject to a 3 yearly review to ensure it remains fit for purpose and that any changes in guidance or legislation are reflected in the procedure. This process also enables any lessons identified from live incidences or training and exercising to be incorporated.
Following a review, the procedure is submitted to the Emergency Preparedness, Resilience and Response, (EPRR) Oversight Group, Executive Team Board and Health Board for endorsement and approval. Once approved, the procedure is circulated appropriately within the Health Board. 

Executive Accountability:
· Executive Lead: Director of Estates
· Professional Leads: 
· Head of Estates & Facilities
· Head of Emergency Preparedness, Resilience and Response
Assurance:
· Oversight through: 
· Infrastructure / Estates Governance structures
· EPRR Oversight Group
· Escalation, endorsement and approval to: 
· Executive Team Board
· Health Board
[bookmark: _Toc63067142][bookmark: _Toc150233063][bookmark: _Toc299361627][bookmark: _Toc303338853]
5. COMMAND, CONTROL & CO-ORDINATION (C3) & JESIP INTEROPERABILTY PRINCIPLES

No matter how severe the impact of the incident the same management arrangements will be established within the Health Board as noted above. 
This will include Operational (bronze) and Tactical (Silver) meetings, and if necessary, Gold command and control. The operational response structures will be as noted within both the associated emergency response procedures and action cards. (Please note, there may be a need for some areas to reference action card sets from each of these procedures).
The JESIP Interoperability Principles should be used during all phases of an incident, whether spontaneous or pre-planned and regardless of scale (Appendix M).

They support the development of a multi-agency response and provide structure during the response to all incidents. The principles can also be applied during the recovery phase. 
To ensure commanders bring together all of the available information, reconcile potentially differing priorities and then make effective decisions, the Joint Decision Model (JDM) should be used (Appendix M).

The JDM centres around three primary considerations:

[image: A screenshot of a computer

AI-generated content may be incorrect.]


Incident Levels 

	Level
	
	Description

	Local Estates Incident
	
	Short-duration power interruption managed locally via Business Continuity Management (BCM) arrangements

	Site Incident
	
	Loss of essential supply to clinical areas, service BCMs, site overarching/tactical Business Continuity Procedures (BCPs), Silver command & control – establishment of hospital/incident co-ordination centres (H/ICC)

	HB Critical Incident
	
	Sustained outage or multiple sites affected, HB wide Silvers, overarching Silver & Gold command.

	Major Incident
	
	Widespread or prolonged loss of power requiring external support via national & regional civil contingencies & command structures







Clear escalation triggers include:
· Loss of power
· Loss of water supply
· Loss of Gas
· National Grid / Distribution Network Operator (DNO) failures
· Internal distribution or substation failures
· Generator failures or unintended generator running
· Fuel supply failures
· Planned electrical works escalating into incidents

All Incident Response Levels in the table below will be used by SBUHB to ensure consistent notification, escalation and co-ordination of emergency incidents. 

	1
	A business continuity that can be locally managed, (at a specific service level), without invocation of a declared business continuity incident. This includes the actions noted in the NHS Risk Assessment Escalation Action Plan.
Each service, inclusive of Estates will be required to adopt policies and procedures consistent with the extreme weather that is anticipated and experienced.

	2
	A business continuity/emergency incident that requires invocation of specific service(s) and Service Delivery Group Business Continuity Procedures (BCPs) to ensure tactical incident command, control and co-ordination, (SDG Silver Command). This includes 3&4; Amber/Red levels in the NHS Risk Assessment Escalation Action Plan.
The resource levels will depend on the scale of the incident and will be determined as necessary.

	3
	A business continuity/critical incident that requires invocation of more than one Service Delivery Group/specialties business continuity, requiring invocation of the SBUHB Overarching Business Continuity Procedure to provide strategic co-ordination, (HB Gold Command). This includes black level, (risk score 25) in the NHS Risk Assessment Escalation Action Plan.
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There will be three levels of Business Continuity/Critical Incident activation, and this will provide the most efficient structure for incident response and recovery. It will enable incidents to be managed at the lowest level for smaller scale incidents, whilst allowing for escalation through the levels of management for a larger more severe incident and these are noted above. All services will need to invoke their BCPs at level 1.

The Estates BCP includes the following:
· Electricity Outage Plan
· Generator start-up procedures
· Fuel management & resupply
· Prioritisation of clinical services
· Black Start / Electricity Service Restoration principles (as referenced in the London Power Supply Framework). 

Water Outage Plan
· Activation of alternative water provision (bowsers, bottled water)
· Clinical water use prioritisation matrix
· Toilet & sanitation contingency
· Coordination with the Drinking Water Inspectorate (DWI) and water utility resilience teams

Gas Supply Emergency Plan - Based on Health & Safety Executive (HSE) and International Genetically Engineered Machine 
(IGEM) guidance:
· Decision trees for safe shutdown of gas-fired equipment
· Protection of vulnerable individuals during cold weather
· Procedures for large gas consumers, including shutdown and safe restart. 

Multi Utility Failure Plan
Address interdependencies:
· Telecoms resilience (VoIP / mobile network outage)
· Information Technology (IT)/data centre continuity
· Security systems failure
· Transport impacts for staff and patients 



National Fuel Plan Considerations

In the of a major fuel supply disruption affecting the United Kingdom (UK) the National Fuel Plan (Appendix G) details a wide range of measures, both statutory and non-statutory, that can be implemented by government to support in responding to any disruption. The principal aim of the measures is to maintain fuel supplies as close to normal levels as possible.

Where fuel resilience risks are identified beyond local mitigation arrangements, escalation through Health Board command structures and, where appropriate, via SWLRF multi‑agency coordination arrangements will be undertaken to support prioritisation, mutual aid and national situational awareness.

Health Board Command Structure

· Gold: Executive / Strategic
· Silver: Tactical coordination 
· Bronze: Operational delivery
Estates retains technical authority
A nationally recognised three-tiered command and control structure known as Strategic (Gold), Tactical (Silver) and Operational (Bronze) has been adopted by the emergency services and most responding agencies. The Health Board command and control arrangements are based upon this system.

Health Board Gold command is fully detailed in section 2 of the SBUHB Overarching Business Continuity/Critical Incident Procedure. However, the level of command required will be determined by the nature of the incident and activated in accordance with the levels as noted above.

It is imperative to note that if a Level 3 Business Continuity Incident is declared that the whole Health Board must be fully aware that it responding to an emergency and non-critical Health Board activity may need to cease and on occasion’s additional staff from non-clinical areas may be required to assist.  This will be decided at a Strategic, (Executive) level.



	






Health Board Gold, (Strategic) Command Structure

Dependent upon the nature of the incident a Gold Command Team may be convened. The decision to convene a Health Board Gold Command will be made by the Executive on Call at the time of the incident and following a review of the incident details and will be in accordance with a Level 3 incident as noted above.

This level determines the co-ordinated strategy and policy for overall management of the incident. This level of management also formulates media handling and public communications strategies as required and necessary. The Strategic Lead will then delegate actions to the respective Service Delivery Group Tactical (Silver) control level for them to implement a tactical plan to achieve the Strategic aim and objectives.

The Gold Team may comprise of the following, this will depend on the incident;

•	Gold Commander
•	Medical Director
•	Chief Operating Officer
•	Nurse Director
•	Director of Finance
•	Director of Workforce & Organisational Development (WOD)
•	Director of Planning & Partnerships
•	Head of Communications
•	Loggist

There must be consideration for Strategic resilience for protracted incidences.

Tactical (Silver Command)

If a Business Continuity Incident is declared within a Service Delivery Group (SDG), Tactical, (Silver Control) will be required.  If only one SDG is affected, the incident will be managed at a Tactical level.

Silver Control within the Health Board will be convened within the on-site Co-ordination Centres.  They will be responsible for developing and implementing a tactical plan and where the incident affects more than one SDG, to achieve the strategic direction set by Gold command. Health Board Silver will oversee the operational response and will be the link between strategic and operational.

The Silver Commander should have more information available about the incident than anyone else.

The core Silver Command Team will include the Service Delivery Groups (SDG), Nurse and Medical Directors or Deputies and may comprise of the following, this will depend on the incident;

•	Silver Commander
•	Associate Service and Medical Directors
•	Clinical Directors/Deputies
•	Heads of Nursing
•	Assistant Service Directors/Managers
•	Support Services/Estates
•	Support Functions, e.g. Finance, Workforce & Organisational Development (WOD), Communications
•	Site Management
•	Loggist
•	Administrative Support

Operational (Bronze Controls)

These are the locations where resources are deployed to carry out the tasks required in responding to the incident. The operational teams will manage the physical response to achieve the tactical plan. There may be a number of Health Board operational teams included as part of the response and will be organised into groups dependent on the emergency. The operational response to a Business Continuity incident or significant emergency is articulated in the respective Service Delivery Group Business Continuity Procedures and corporate emergency response Procedures.
Multi‑Agency Command, Control & Coordination 
Where a utilities disruption is assessed to have actual or potential wider cross‑sector, geographic or population impacts, Swansea Bay University Health Board (SBUHB) will operate as a Category 1 responder within established South Wales Local Resilience Forum (SWLRF) structures.
Activation of multi‑agency arrangements may occur where:
· There is a regional or national infrastructure failure (e.g. electricity, gas, fuel, water or telecoms),
· The impact exceeds Health Board capability to manage in isolation, or
· Coordinated prioritisation across agencies is required to protect life‑critical services and vulnerable populations.
In such circumstances, SBUHB may engage with or contribute to one or more of the following multi‑agency command structures, convened through the SWLRF via the South Wales Police (SWP) Multi-Agency Co-ordination Group (MACG) Procedure (Appendix L):
· Strategic Coordinating Group (SCG) – providing strategic direction and policy coordination across agencies;
· Tactical Coordinating Group (TCG) – managing cross‑agency tactical response and resource prioritisation;
· Recovery Coordinating Group (RCG) – leading multi‑agency recovery and restoration activity where required.
· Situational Awareness Multi-Agency Meeting (SAMM) - The role of the SAMM is to gain situational awareness from our multi-agency partners for a rising tide event. The Chair of the initial SAMM will be from the organisation who has called for the multiagency meeting.
SBUHB Gold (Strategic) Command will retain responsibility for Health Board response objectives and internal prioritisation, while ensuring alignment with the multi‑agency strategy, JESIP principles and joint decision‑making arrangements.
Health Board representation to multi‑agency groups will be via the Health Board Gold or Silver Commander, supported by the EPRR function, ensuring consistent situational awareness, information sharing and coordinated decision‑making across systems.
Engagement with SWLRF arrangements will be flexed proportionately, recognising that not all utilities incidents will require formal multi‑agency escalation.

6. ROLES & RESPONSIBILITIES
This section sets out the roles and responsibilities of key Corporate, Cross Cutting Services, SDGs and Services in preparing for, responding to, and recovering from a loss of utilities or multi‑utility failure incident.
Clear accountability is essential to ensure timely decision‑making, effective command and control, and the safe continuity of patient care. The responsibilities outlined below apply across all phases of an incident, including preparedness, response, sustained outage management, and recovery, and must be delivered in accordance with established command structures and business continuity arrangements.
Estates 
· Technical management and infrastructure safety
· Technical diagnosis and restoration of utility services
· Generator and fuel management
· Contractor control and Permit to Work
Chief Operating Officer (COO)
· Executive leadership of operational response
· Operational oversight and Strategic decision making
· liaison with partners and Welsh Government
EPRR
To meet the 6 statutory duties under the Civil Contingencies Act (CCA) 2004, the EPRR team role includes the following responsibilities for planning, preparedness, response & recovery to any emergency:
· Planning & Preparedness
· Co-ordination & Communication of EPRR within the Health Board (HB)
· Response & Activation Measures
· Resilience & Recovery Processes
· Collaboration with External Agencies
· Monitoring & Evaluation
Morriston SDG
Will support with the planning, preparedness, response & recovery to any emergency by:
· Contributing to Planning & Preparedness
· Co-ordination & Communication of EPRR within your respective services
· Resilience, Escalation,  Response & Recovery Processes, (particularly in terms of business continuity management within your service) 
· Collaboration with External Agencies for your respective service workstreams
· Monitoring & Evaluation through HB & service specific debriefs
NPTSSG 
Will support with the planning, preparedness, response & recovery to any emergency by:
· Contributing to Planning & Preparedness
· Co-ordination & Communication of EPRR within your respective services
· Resilience, Escalation,  Response & Recovery Processes, (particularly in terms of business continuity management within your service) 
· Collaboration with External Agencies for your respective service workstreams
· Monitoring & Evaluation through HB & service specific debriefs
In addition:
Associate Director / Divisional Manager – Hospital Operations (BCP Lead)
· Coordinates activation of Loss of Utilities Plans and supports Estates/Kier with operational constraints and escalation.
· Supports the setup and operation of the Silver Command Centre during outages.
· Provides operational oversight of patient flow, capacity, safe staffing, and continuity of unaffected areas.
Service Group Director / Deputy (Silver Commander)
· Provides overall command and control for the Service Group during a utilities‑related Business Continuity Incident.
· Chairs Silver Command, ensuring tactical coordination across Estates/Kier, Digital, Clinical Teams, and site leadership.
· Ensures all key staff and technical specialists (Estates AP/CP, utilities engineers (including Kier), Digital) are alerted and present.
· Reports upwards to the Executive Team / Gold Command where severe or multi‑site disruption occurs.
· Maintains oversight of service prioritisation, risk management, and safe recovery once utilities are restored.
Directorate Managers (Bronze Leads)
· Identify clinical services that are vulnerable to utility failures (e.g., oxygen‑dependent units, theatres, diagnostics).
· Lead the local Bronze response, ensuring communications and immediate controls (e.g., equipment shutdown, manual workarounds, relocation) are initiated.
Service Group Medical Director
· Provides senior clinical oversight on risks related to loss of utilities (impact on theatres, critical care, diagnostics, oxygen supply etc.).
· Advises Silver Command on safety, patient prioritisation, clinical suspension, and decanting decisions.
· Ensures serious incidents arising from the outage are reported via Datix and escalated appropriately.
· Coordinates medical workforce actions and supports clinical risk mitigation plans.


Service Group Nurse Director
· Provides senior nursing leadership and ensures safe nursing staffing and patient safety throughout the incident.
· Escalates nursing‑related risks (e.g., environmental temperatures, call bell failures, infection control compromises).
· Supports Silver Command and ensures all nursing‑related decisions and actions are logged.
· Oversees nursing actions during recovery, patient relocation, and reopening of affected areas.
Site/Bed Manager 
· Takes immediate control until senior managers arrive.
· Confirms the extent and location of the outage and its impact on clinical services.
· Communicates with Estates/Kier, On‑Call Managers, and Switchboard to coordinate alerting and escalation.
· Supports the setup of Command & Control and provides essential site‑level situational intelligence.
· Coordinates real‑time actions such as service moves, patient safety checks, and staffing changes.
Business Support/Loggist
· Manages all administrative tasks within Silver Command, including attendance, documentation, and action tracking.
· Loggist to complete formal log‑keeping using national Loggist methodology.
Estates/Kier 
· Leads technical diagnosis, isolation, and restoration of utilities.
· Manages generators, fuel supply, temporary power, and safety of electrical systems.
· Liaises directly with external utilities providers (electricity operator, Welsh Water, Gas Networks).
· Provides restoration timescales and risk assessments to Silver.
PCTSG
Will support with the planning, preparedness, response & recovery to any emergency by:
· Contributing to Planning & Preparedness
· Co-ordination & Communication of EPRR within your respective services
· Resilience, Escalation,  Response & Recovery Processes, (particularly in terms of business continuity management within your service) 
· Collaboration with External Agencies for your respective service workstreams
· Monitoring & Evaluation through HB & service specific debriefs

MH&LD SDG
Will support with the planning, preparedness, response & recovery to any emergency by:
· Contributing to Planning & Preparedness
· Co-ordination & Communication of EPRR within your respective services
· Resilience, Escalation,  Response & Recovery Processes, (particularly in terms of business continuity management within your service) 
· Collaboration with External Agencies for your respective service workstreams
· Monitoring & Evaluation through HB & service specific debriefs

Clinical Leads 
Maintain clinical safety and continuity of patient care by undertaking the following:
· Making patient safety decisions
· Determine service prioritisation or suspension
· Coordination of all clinical communications
Clinical Leads (Bronze) - Roles and Responsibilities
 
Patient Safety Decisions 
 
· Assess and manage immediate patient safety risks within the clinical areas arising from the loss of utilities, prioritising high‑risk and dependent patients.
· Escalate time‑critical risks and safety thresholds to SDG Silver Command with clear clinical advice.
 
Service Prioritisation or Suspension 
 
· Maintain oversight of local service activity, capacity, and pressures during the incident.
· Identify and report areas where services are no longer safe to continue at current levels.
· Provide real‑time clinical intelligence and recommendations to Silver Command to inform organisational decisions.
 
Clinical Communications 
 
· Ensure frontline teams receive and understand agreed clinical instructions and changes to practice.
· Ensure relevant clinical information and emerging issues at ward and service level are communicated promptly to Silver Command.
· Promptly report emerging risks, deterioration, or incidents through the command structure.

Digital 
The same core principles apply as noted above for each SDG, in addition:
· Work to maintain and/or restore affected systems, networks, and clinical applications.
Support Services
The same core principles apply as noted above for each SDG

Paediatrics
The same core principles apply as noted above for each SDG, in addition:
· Confirm continuity of specialist equipment (incubators, paediatric ventilators).


IP&C
The same core principles apply as noted above for each SDG, in addition:
· Assess risks posed by utility loss to hygiene, isolation, air handling, and clinical environment integrity.
· Advise on safe operation of theatres, wards, and procedures.






Procurement
The same core principles apply as noted above for each SDG, in addition:
· Expedite emergency purchasing for generators, bottled water, medical gases, UPS battery units, or specialist engineering supplies.
· Liaise with suppliers for urgent delivery or alternative supply chains.
· Support financial approvals and invoicing during the incident.

Medical Physics & Clinical Engineering
The same core principles apply as noted above for each SDG, in addition:
· Ensure safety and continuity of clinical equipment, particularly life‑critical devices.
· Support rapid redeployment, testing, and repair of affected medical devices.

Pathology (Laboratory Medicine, Cellular Pathology, Microbiology, Mortuary)
The same core principles apply as noted above for each SDG, in addition:
· Assess impact of utilities on analysers, refrigeration, blood storage, and sample processing.
· Prioritise urgent testing and communicate any service constraints.
· Assess the impact on mortuary capacity and refrigeration.

Radiology
The same core principles apply as noted above for each SDG, in addition:
· Assess imaging equipment safety, shutdown procedures, and restart capability.
· Prioritise urgent/emergency imaging pathways.
· Escalate risks related to cooling loss, power stabilisation, or digital imaging system failures.








Volunteer Services
The same core principles apply as noted above for each SDG, in addition:
· Support non‑clinical duties such as patient support, wayfinding, welfare tasks, and logistical help (where safe).

Care After Death Service
The same core principles apply as noted above for each SDG, in addition:
· Support bereavement processes during operational disruption.


ED, AMU & Old Persons Assessment Unit (OPAU)
The same core principles apply as noted above for each SDG

Directorate of Information, Communication & Engagement (DICE) 
The same core principles apply as noted above for each SDG, in addition:
· Coordinate all staff, partner and public messaging
· Ensure consistent lines of communication across digital, intranet, media and social platforms

Medical Electronics (MEMS)
The same core principles apply as noted above for each SDG, in addition:
· Perform rapid assessment of patient monitoring and bedside equipment.
· Provide device repair and replacement support.

Renal Technical Services
The same core principles apply as noted above for each SDG, in addition:
· Ensure continuity of dialysis plant, RO units, water purification systems.
· Monitor any risks that may threaten dialysis provision.
· Support patient transfer or regional escalation if needed.

Nursing / Clinical Director representative, in addition:
The same core principles apply as noted above for each SDG
· Provide senior clinical governance advice to Gold Command.
· Coordinate nursing impact assessments across sites/services.
· Support safe staffing decisions.


7. DETECTION & ALERTING
Effective early warning is critical for preserving patient safety, protecting essential infrastructure, and supporting coordinated command‑and‑control activation.             SBUHB will maintain mechanisms to ensure timely awareness of utilities or power disruption, including:
· Generator status monitoring via Building Management System (BMS), local control panels. Immediate escalation triggers for any generator start failure or significant performance anomalies.
· Local alert arrangements via local alarms and panels for electrical switchgear, water treatment plant alerts, medical gas plant and lift alarms monitored. Ward and department escalation routes ensuring frontline staff report unusual system behaviours at the earliest stage.
· Defined inspection and logbook checks via daily, weekly and monthly pre-planned maintenance (PPM) checks of critical plant including water quality checks, electrical switchgear visual inspections and air handling unit checks.
· Clear reporting routes into Site Management to ensure rapid situational awareness and coordinated responses. All alerts technical or operational must be reported immediately to the Site Manager so that they will assess and escalate based on the escalation frameworks; Estates on-call; Clinical leads; Silver/Gold on-call or EPRR as required.
8. IMMEDIATE RESPONSE
The immediate response phase focuses on rapid situational awareness, protection of life‑critical services, and prompt escalation to ensure patient safety while technical investigations and restoration commence.


First 0–15 minutes
Objective: Establish control, protect life, and initiate escalation.
· Confirm extent and cause of outage
· Protect life‑critical services
· Notify as per escalation routes 
Confirm Extent and Cause of Outage
· Estates to rapidly assess: 
· Whether the outage is localised or site‑wide
· Affected utilities (power, water, medical gases, HVAC, IT)
· Likely cause (network failure, plant failure, external supply disruption, planned outage escalation)
· Verification through: 
· BMS alarms / local panels
· Generator and plant control interfaces
· Reports from wards/departments and Security/Site Management
· Initial findings communicated immediately to Site Management.
Protect Life-Critical Services
· Ensure emergency power systems have engaged and are performing as expected.
· Confirm continuity of supply to: 
· Critical Care, ED, Theatres, Neonatal & Paediatrics
· Dialysis, Medical Gases, Imaging, Laboratories
· Fire systems, emergency lighting, communications
· Implement immediate load-shedding if required to preserve generator capacity.
· Clinical Leads to assess any immediate patient risk and initiate contingency actions.
Notify as per Escalation Routes
· Immediate notification to: 
· Site Manager
· Estates Senior On‑Call
· Silver On‑Call / Gold On‑Call (as appropriate)
· Initial incident logged within Silver/Gold Command or Datix (where applicable).
· EPRR notified if a BC/Critical incident is declared or a prolonged disruption.
Where a loss, degradation or contamination of water supply is suspected or confirmed, managers and response teams should refer to the Bitesize Water and Sanitation Response Scripts (Appendix H) to support immediate actions, staff briefing, patient safety messaging and the implementation of hygiene and sanitation control measures.
15 minutes – 4 hours
Objective: Stabilise services, confirm endurance, and prepare for escalation or recovery.
· Confirm generator load and fuel endurance
· Prioritise clinical services
· Prepare for escalation if restoration is delayed
Confirm Generator Load and Fuel Endurance
· Estates to: 
· Verify generator loading against rated capacity
· Identify non‑essential circuits for disconnection
· Confirm fuel volumes, burn rate, and projected endurance
· Fuel endurance estimates to be shared with: 
· Respective SDG/Site Management
· Silver Command
· Immediate actions taken if endurance is insufficient (e.g. fuel resupply requests).

Prioritise Clinical Services
· Clinical Leads and Nursing Directors to: 
· Prioritise emergency, urgent, and life‑saving activity
· Defer elective or non‑urgent services where appropriate
· SDGs to activate Business Continuity Procedures for affected services.
· IP&C to advise on infection control and environmental safety risks.

Prepare for Escalation if Restoration Is Delayed
· Establish recovery timelines with utility providers or contractors.
· Silver Command to consider: 
· Stand‑up of Tactical Command
· Formal BC/Critical incident declaration (if thresholds met)
· Communications team to: 
· Prepare staff briefings and holding statements
· Support internal staff awareness and reassurance
· Resource planning initiated for staffing, welfare, and equipment resilience.

9. SUSTAINED OUTAGE MANAGEMENT
For incidents extending beyond initial response windows, SBUHB will adopt a structured, endurance‑based management approach, focused on resilience, staff welfare, and safe continuity of care.
For extended incidents:
· Fuel supply resilience and re‑supply
· Temporary generator options
· Staff welfare and fatigue
· Consideration of patient decant or service suspension
· Ongoing Command, Review and Recovery
Fuel Supply Resilience and Re‑Supply
· Estates to: 
· Secure priority fuel deliveries via framework suppliers
· Confirm delivery routes, access arrangements, and pump compatibility
· Maintain minimum fuel thresholds for critical sites
· Procurement to support emergency purchasing and contractual escalation.
· Silver Command to receive regular fuel endurance SITREPs.


Temporary Generator and Technical Mitigation Options
· Assess feasibility of: 
· Mobile or trailer‑mounted generators
· Temporary power feeds or bypass arrangements
· Ensure: 
· Compliance with electrical safety and HTM requirements
· Controlled connection via Estates with Permit to Work
· Prioritise deployment to: 
· Critical clinical areas
· Medical gas plant
· Digital and communications systems

Staff Welfare and Fatigue Management
· Operational leads to: 
· Monitor staff fatigue arising from prolonged disruption
· Implement rest rotations, breaks, and welfare provisions
· Support Services to: 
· Provide catering, hydration, and rest areas
· Support transport arrangements if required
· Workforce & OD to support redeployment and wellbeing measures.


Consideration of Patient Decant or Service Suspension
· Clinical and Executive Leads to assess: 
· Ongoing risk to patient safety
· Environmental integrity (power, water, ventilation)
· Ability to sustain care safely
· Options may include: 
· Internal decant of patients to unaffected areas
· Inter‑site transfers within Health Board or region
· Temporary service suspension or diversion
· All decisions to be: 
· Clinically led
· Clearly documented
· Communicated to staff, patients, partners, and Welsh Government
· EPRR to coordinate regional and national liaison where required.

Ongoing Command, Review and Recovery
· Maintain Silver / Gold Command as required.
· Regular review of: 
· Utility restoration progress
· Clinical risks
· Operational sustainability
· Formal de‑escalation only once services are stable and risks mitigated.
· Recovery phase to include: 
· Equipment checks
· Deferred activity planning
· Post‑incident debrief 


The Bitesize Water and Sanitation Response Scripts (Appendix H) should be used to inform consistent internal messaging to staff and clinical teams during water‑related incidents.

Public communications arising from utilities failures will be coordinated in line with Health Board Crisis Communications arrangements. Where appropriate, escalation to PAWS mechanisms, as set out in (Appendix I), will be considered to support timely, clear and consistent public safety messaging

10. VULNERABLE POPULATION, CRITICAL SERVICES & CLINICAL       PRIORITISATION
Clinical services will be categorised to inform decision‑making during the response phase (see above Clinical Leads roles & responsibilities):
1. Life-sustaining services
2. Critical but deferrable services
3. Elective / non‑urgent services
In addition, clinical decisions will remain clinically led, supported by command structures in relation to the below:
· Identification of vulnerable patients, home oxygen users, dialysis patients etc.
· Mapping of critical infrastructure requiring uninterrupted power/water.
· Align with guidance that emphasises heightened risk for elderly and clinically vulnerable populations during outages. 
In incidents involving water supply interruption or contamination, clinical decision‑making and infection prevention measures will be supported by the Bitesize Water and Sanitation Response Scripts (Appendix H), which provide practical prompts to maintain patient safety, hygiene standards and continuity of care, particularly for vulnerable and high‑risk patient groups.
11. CONTRACTOR CONTROL & SAFETY
Swansea Bay University Health Board (SBUHB) will ensure that all contractor activities undertaken during utility disruptions, emergency works, or recovery phases are strictly controlled, safely managed, and fully compliant with statutory requirements, Welsh Health Technical Memoranda (WHTMs), and local electrical safety procedures.
Contractor control is critical during emergency conditions, where increased risk exists due to live systems, temporary connections, abnormal operating states, and time‑critical pressures. All electrical works must follow: 
· Formal Permit to Work (PTW) processes. 
PTWs must clearly define: 
· Scope of work
· Isolation points and earthing arrangements
· Status of supplies (normal, essential, generator‑fed)
· Identified hazards and control measures
· Start and completion times
· 
· Authorised Person oversight - All contractor electrical works must be carried out under the direct control and supervision of an appropriately appointed Authorised Person (AP) in accordance with HTM electrical safety management arrangements.
SBUHB maintains a clear and absolute authority to stop works where safety, isolation integrity, or service continuity is compromised.
Emergency conditions do not override PTW requirements; however, expedited processes may be used where formally approved by Estates leadership.

Contractor Competency and Induction

All contractors must: 
· Demonstrate appropriate competence, qualifications, and authorisation for the task
· Provide method statements and risk assessments relevant to the emergency works
Contractors must receive: 
· Site‑specific induction (including emergency arrangements, escape routes, and escalation routes)
· Briefing on the current operational status (e.g. generator operation, partial supplies, load shedding)
Contractors unfamiliar with healthcare environments must be closely supervised at all times.

Control of Emergency and Temporary Works
Where emergency or temporary solutions are required:
· Temporary power arrangements must: 
· Be formally designed or agreed by Estates
· Meet electrical safety and HTM standards
· Be clearly labelled and documented
· No temporary arrangement may: 
· Bypass safety systems
· Introduce unacceptable risk to patients, staff, or infrastructure
· Temporary installations must be reviewed regularly and removed once permanent restoration is achieved.

12. RECOVERY & STAND-DOWN 
The recovery phase of an incident needs to be considered at the onset of an emergency. The recovery phase continues until disruption has been rectified, demands on services have returned to normal and the needs of the affected population have been met. 
Recovery management should encompass the physical, social, psychological, political and financial consequences of an emergency. 

It is the responsibility of the Strategic/Tactical Commander to anticipate consequences and appropriate recovery planning right from the beginning of any response and a recovery team should be convened to manage the recovery of an incident.
Consideration will also be required for sustainability in the event of a protracted incident.  People who are acting in roles designated in emergency response plans should consider handing over the role to a colleague of similar seniority and experience either at the time they have to leave the Health Board due to other commitments, or at the time when they feel that their effectiveness may become impaired. During these circumstances a rolling rota will be required.
The Chief Operating Officer (COO) will refer to their respective recovery action card and will also consider the below:
· Utility system restoration timelines
· Recommissioning clinical equipment
· Water system flushing & validation
· Gas safe reconnection procedures (aligned with IGEM/GL/9 and HSE principles).
· Confirmation of stable utility supplies
· Generator inspection and reset (including any other utility inspections that may be required)
· Clinical restoration
· Stand‑down advised by Silver & agreed by Gold
Confirmation of Stable Mains Supply (Estates Lead)
Before any stand‑down from emergency arrangements:
· Estates will formally confirm that: 
· Normal mains utility supply has been restored, is stable, and operating within design parameters.
· There is no ongoing reliance on emergency or temporary systems, unless explicitly agreed and risk‑assessed.
· Utility providers have confirmed restoration is secure and not subject to further planned interruption.
· Verification will include: 
· Physical inspection of incoming supplies and plant
· Review of BMS trends and alarms
· Confirmation that no abnormal switching arrangements remain in place
· No transition out of incident response will occur until stability is verified, not merely supply reinstated.
Generator Inspection, Load Removal and Reset (Estates Lead)
Following restoration of normal supply:
· Estates will: 
· Safely transfer loads back to mains power in a controlled and sequenced manner.
· Inspect all generators that have operated during the incident for: 
· Mechanical integrity
· Alarms, faults, or abnormal performance
· Fuel levels and contamination risks
· Conduct post‑run checks in line with manufacturer guidance and HTM requirements.
· Generators will not be returned to “available” status until: 
· All faults are cleared or managed
· Fuel tanks are replenished to resilience levels
· Any temporary connections are removed
· Any defects or performance issues will be: 
· Logged
· Risk‑assessed
· Scheduled for remedial action as part of recovery works.
Clinical Restoration and Service Normalisation (COO & Clinical Leads)
· The COO, supported by Clinical Directors, Nursing leadership, and Service Delivery Groups, will: 
· Confirm when it is clinically safe to return services to normal operation.
· Authorise phased restoration of: 
· Elective activity
· Diagnostics and investigations
· Outpatient and procedural services
· Clinical areas must confirm: 
· Equipment functionality following power restoration
· Environmental safety (temperature, ventilation, water, medical gases)
· Digital and diagnostic system integrity
· Any service that was suspended, decanted, or diverted will not restart automatically; restoration must be explicitly agreed and documented.
13. LEARNING & ASSURANCE 
These processes will be aligned to the following SBUHB EPRR, Estates and Digital documents:
· HB & EPRR Lessons Identified (LID) Process Policy 
· EPRR & Recovery Operating Framework
· EPRR Training & Exercise Operating Framework
· Estates Black Start Exercises
· Estates/Digital Maintenance Programmes
14. TRAINING & EXERCISING 
SBUHB recognises that effective response to utility failure and power disruption depends on regular training, exercising, and organisational learning. This framework will therefore be supported by a structured programme of testing, multi‑disciplinary exercises, and formal review to ensure staff remain competent, confident, and prepared This will include:
Annual Black Start Testing (Estates Lead)
SBUHB will undertake formal annual black start testing at all acute hospital sites, led by Estates and overseen through established compliance and governance arrangements.
· Tests will: 
· Simulate total loss of mains supply
· Confirm generator auto‑start, load acceptance, and system resilience
· Test switching arrangements, essential systems prioritisation, and recovery processes
· Testing will be: 
· Pre‑planned and risk‑assessed
· Conducted in line with HTM requirements and manufacturer guidance
· Communicated in advance to Site Management and clinical leadership
· Outcomes will be: 
· Documented in Estates records and compliance systems
· Reviewed for lessons learned and remedial actions
· Used to inform capital, maintenance, and resilience investment planning
· Significant failures or risks identified will be escalated immediately through Estates governance and executive routes.
Multi‑disciplinary loss of utilities exercises
Exercises will:
· Involve Estates, Site Management, Clinical Leads, COO, EPRR, Digital, Communications, and Support Services
· Test: 
· Detection and alerting processes
· Escalation routes and command structures (Bronze/Silver/Gold)
· Clinical prioritisation and patient safety decisions
· Communications and partner liaison
· Be delivered through a mix of: 
· Tabletop exercises
· Command post simulations
· Live or semi‑live technical scenarios (where safe)
· Include participation from external partners where appropriate (e.g. Welsh Government, LRF representatives, utility providers).
Training for Key Roles
Targeted training will be provided for staff with defined responsibilities under this framework, including:
· Estates Authorised Persons and engineers
· Site Managers
· On‑call executives and senior managers
· Clinical Leads and Nursing leadership
· EPRR and Communications staff
Training for Key Roles
Targeted training will be provided for staff with defined responsibilities under this framework, including:
· Estates Authorised Persons and engineers
· Site Managers
· On‑call executives and senior managers
Training will focus on:
· Roles and responsibilities during utility failure
· Use of escalation frameworks and command structures
· Decision‑making under emergency and endurance conditions
· [bookmark: _Toc63067141][bookmark: _Toc150233062][bookmark: _Toc299361626]Patient safety and risk‑based prioritisation
15.DOCUMENT REFERENCES 
This document should be read in conjunction with the following documents:

· SBUHB Major Incident Procedures
· SBUHB Business Continuity Procedures
· SBUHB Infection Prevention and Control Policies
· SBUHB Contaminated Casualties Procedure
· SBUHB Water Safety Plans
· UK Government Guidance: Preparing for and Responding to Energy Emergencies (Appendix F)
· National Fuel Plan (Appendix G)
· Public Health Advice – Water & Sanitation during a national power outage (Appendix H)
· UK Government Guidance: Written Science Annex - National Power Outage (Appendix I)
· HTM / WHTM 06‑01 Electrical Services Supply and Distribution (Appendix J)
· National Emergency Plan – Downstream Gas and Electricity (Appendix K)
· South Wales Police MACG (Appendix L)




16. Glossary of Terms
AMU – Acute Medical Admissions Unit
AP – Authorised Person
BC – Business Continuity
BCM – Business Continuity Management
BCP – Business Continuity Procedure
BMS - Building Management System
C3 - Command, Control & Co-ordination
CHDU – Cardiac High Dependency Unit
CITU – Cardiac Intensive Therapies Unit
COO - Chief Operating Officer
DICE - Directorate of Information, Communication & Engagement 
DNO - Distribution Network Operator
DWI - Drinking Water Inspectorate
ECU - Enhanced Care Unit 
ED – Emergency Department
EPRR - Emergency Preparedness, Resilience & Response
HB – Health Board
H/ICC – Hospital/Incident Co-ordination Centre
HSE – Health & Safety Executive
HTM - Health Technical Memorandum
HVAC - Heating, ventilation and Air Conditioning 
IGEM - International Genetically Engineered Machine 
IP&C – Infection Prevention & Control
IT – Information Technology
ITU - Intensive Therapies Unit 
JDM - Joint Decision-Making Model 
JESIP – Interoperability Principles
LID – Lessons Identified 
MACG - Multi-Agency Co-ordination Group 
MEMS – Medical Electronics 
MH&LD - Mental Health & Learning Disabilities
MIU – Minor Injuries Unit 
NHS – National Health Organisation
NPO - National Power Outage 
NPTSSG – Neath Port Talbot & Singleton Service Delivery Group
OPAU - Old Persons Assessment Unit 
PAWS - Pre-Agreed Written Science
PCTSG – Primary Care & Therapies Service Delivery Group
PPM - Pre-planned maintenance 
PTW – Permit to Work
RCG - Recovery Coordinating Group
RO units - Reverse Osmosis units
SALTO - Electronic locks that enables users to unlock doors with a range of secure credentials and mobile technologies
SAMM - Situational Awareness Multi-Agency Meeting
SBUHB - Swansea Bay University Health Board 
SCG - Strategic Coordinating Group
SDG – Service Delivery Group
SWLRF - South Wales Local Resilience Forum 
SWP - South Wales Police 
TCG - Tactical Coordinating Group 
UK – United Kingdom
UPS - Uninterruptible Power System
VoIP - Voice over Internet Protocol
WOD - Workforce & Organisational Development



17. APPENDICES

[bookmark: _Hlk219892673][bookmark: _Hlk219890388]APPENDIX A – Loss of Utilities Decision Log



[bookmark: _Hlk219890406]APPENDIX B - Generator Status Checklist


APPENDIX C - Contractor Permit to Work template


APPENDIX D - Crisis Communications Plan


[bookmark: _Hlk219892723]APPENDIX E - Fuel monitoring log


APPENDIX F – Preparing for and Responding to Energy Emergencies
Preparing for and responding to energy emergencies - GOV.UK

APPENDIX G – National Fuel Plan
National Emergency Plan for Fuel: summary of response tools - GOV.UK

APPENDIX H – Public Health Advice – Water & Sanitation during a national power outage 


APPENDIX I – UK Government Guidance: Written Science Annex - National Power Outage


APPENDIX J - Health Technical Memorandum 06-01: Electrical services supply and distribution
Health Technical Memorandum 06-01: Electrical services supply and distribution (2017 edition)

APPENDIX K – National Emergency Plan – Downstream Gas & Electricity
National Emergency Plan 2023: Downstream gas and electricity

APPENDIX L – South Wales Police MACG 



[bookmark: _Hlk219892846]APPENDIX M – JESIP Interoperability Principles & Joint Decision-Making Model
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LOSS OF UTILITIES OUTAGE – DECISION LOG SHEET

Incident Details

		Field

		Information



		Site / Hospital

		



		Incident Type

		



		Date

		



		Time Incident Detected

		



		Reported By

		



		Command Level

		



		Log Started By

		



		Log Location

		





Decision Log

		Ref

		Date

		Time

		Decision / Action Taken

		Reason / Risk Considered

		Clinical Impact

		Alternatives Considered

		Decision Made By (Name & Role)

		Escalation / Approval

		Outcome / Status



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		





Key Operational Decisions

Power & Estates

		Item

		Confirmation / Notes



		Mains supply confirmed lost

		



		Generators running correctly

		



		Load shedding implemented

		



		Fuel endurance confirmed

		



		Temporary power required

		





Clinical Services

		Item

		Confirmation / Notes



		Life-critical services protected

		



		Elective activity suspended

		



		ED / ICU / Theatres prioritised

		



		Patient decant considered

		





Escalation & Communications

		Item

		Confirmation / Notes



		Site Management notified

		



		Estates Senior On-Call notified

		



		Silver Command activated

		



		Gold Command activated

		



		Welsh Government informed

		





Safety & Risk Controls

		Area

		Notes



		Patient Safety Risks Identified

		



		IP&C Advice

		



		Staff Welfare / Fatigue

		



		Contractor Activity / PTW

		





Stand-Down & Recovery

		Item

		Confirmation



		Stable mains power restored

		



		Generator load safely removed

		



		Generators inspected and reset

		



		Clinical services restored

		



		Command stand-down agreed

		



		Stand-down authorised by

		





Post-Incident Actions

		Action Required

		Owner

		Target Date



		

		

		



		

		

		



		

		

		





Log Closure

Log Completed By: __________________________
Role: __________________________
Date / Time: __________________________
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Appendix B Generator status checklist or Blank Generator test sheet.pdf
GENERATOR TEST SHEET — GT1

MAINS ISOLATED (secs)

| GENERATOR:

DATE: .. i

_ [ Time: e
MAINS REINSTATED (time)

GENERATOR ON LINE (sec)
Incoming Voltage Supply @

Start-Up
RPM

GENERATOR OFFLINE (sec) |

Incom_irig Voltage Supply @
Shut-Down

Smoke Emission from Exhaust
After 10min

_OIL PRESSURE (Kpa/ Bar) C

. 1. Following Start Up
| 2. After 15 mins

3. After 30 mins

Yes/No

| COOLING WATER TEMP (-C)

4. After 45 mins

:5. After 60mins
 FREQUENCY (Hz)

VOLTAGE OUTPUT (V)

RED

YELLOW

1. Following Start Up
| 2. After 15 mins

(3. After 30 mins
4 After 45 mins

L 5. After 60 mins )

LOAD OUTPUT (amps)

1. Following Start Up
2. After 15 mins
3. After 30 mins

4. After 45 mins
5. After 60 mins

"WATER LEVEL CHECKED

FUEL TANK CHECKED

BATTERY VOLTAGE READING |

T BATTERY LEVEL CHECKED

Yes/No
Yes / No

OIL LEVEL CHECKED

FULL., %, %, Y4, EMPTY

(Circle as necessary)

DAY TANK
FUEL LEVEL

(0.95 — 0.99 pf Optimal)
ANY COMMENTS & OBSERVATIONS

BULK TANK RECORD FUEL LEVEL |
POWER FACTOR TEST CHECKED

Litres

uf

GENERATOR TEST: SATISFACTORY / UNSATISFACTORY
(Delete as necessary)

All sections must have data recorded or deleted where appropriate.

Version 3 November 202
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Appendix C   Electrical Contractor Permit to Work template.pdf
Safety documentation and model forms

SerialNo | QG/ Location

— Permit-to-work
Front — original (Complete precisely and legibly in BLOCK CAPITALS)

Part 1: Issue

X =Y I (o ST PPPPPPP
| hereby declare that it is safe to work on the following electrical equipment which has been made
dead, isolated from all live conductors and, in the case of high voltage equipment, is connected to
earth:

All other electrical equipment is dangerous to work on

The system is
isolated and
safety locks and
caution signs
fitted at

The equipment is
earthed and
safety locks fitted
at

Danger signs
are posted

Other precautions
taken are

The following
work shall be

carried out
Authorised Person Received by
Signed...oeeeersmierssesnnnens Date......c.occveeeenne SiIgNEd. e ———

Original (blue) copy to HTM 06-02/03 PW1 Ver 1.0
White copy to
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Welsh Health Technical Memorandum 06-02: Electrical safety guidance for low voltage systems

Serial No |06/

Location

Permit-to-work

Front — copy (Complete precisely and legibly in BLOCK CAPITALS)

Part 1: Issue

earth:

3= LY« o PPN
| hereby declare that it is safe to work on the following electrical equipment which has been made
dead, isolated from all live conductors and, in the case of high voltage equipment, is connected to

All other electrical equipment is dangerous to work on

The system is
isolated and
safety locks and
caution signs
fitted at

The equipment is
earthed and
safety locks fitted
at

Danger signs
are posted

Other precautions
taken are

The following
work shall be
carried out

Authorised Person Received by
Signed......cocceeiiiiiiie, Date.....c.ccovvernns SIGNEA.... e
Original (blue) copy to HTM 06-02/03 PW1 Ver 1.0

White copy to

104





A2 Safety documentation and model forms

Back — copy

Part 2: Receipt

I hereby declare that | accept responsibility for carrying out work on the electrical equipment as
detailed on this permit-to-work and that no attempt will be made by me or by persons under my
control to work on any other electrical equipment | have been shown and have initialled arrangements
on the isolation and earthing diagram.

Part 3: Clearance

I hereby declare that the work for which this permit-to-work was issued is now suspended/completed*
and that all persons under my charge have been withdrawn and warned that it is no longer safe to
work on the electrical equipment specified on this permit-to-work and that all gear, tools etc have been
removed.

* Delete as appropriate

Part 4: Cancellation

This permit-to-work is hereby cancelled. The original has been returned to me and cancelled in the
presence of the signatory to Part 3.
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Background

This plan outlines the approach to communications during any rising tide incident or any emergency under the definition of a major/business continuity/critical incident by Swansea Bay University Health Board. During normal Monday to Friday office hours Communications will be managed by the Communications Team working with senior teams. Details of Communications support outside of office hours is also explained on page 4.



This plan should be read alongside and is aligned to the health boards Major Incident (MI) Procedures and Business Continuity (BC)/Critical Incident Procedures before, during and after an emergency has occurred. 



Communications during a regional or national emergency will follow the regional or national communications protocols.	

Aim

The aim of this communications plan is to maintain public and staff confidence by establishing an effective capability to communicate with our staff, the public and other stakeholders in the event of a significant disruptive event, critical or major incident that requires a response from the health board. 

Objectives 

· To ensure an effective, coordinated approach to communications before, during and after incidents or emergency situations

· To ensure a joined-up approach with partner agencies involved in any response, to avoid confusion that can result from different agencies sending mixed messages 

· To establish the roles that are needed to deliver the plan and outline their responsibilities 

· To describe the crisis communications process and provide tools to assist its utilisation 

· To communicate accurately, clearly, and timely with all stakeholders before, during and after an emergency

· To ensure a robust sign off process as appropriate. 



Declaring an incident 



[bookmark: _Hlk221796180]Declaration of an emergency incident will be in line with the health board’s MI & BC/Critical Incident Procedures 



The Crises Communication Plan could be proactively invoked by the Directorate of Insight Communications and Engagement (DICE) or as part of Command & Control structures aligned to current MI & BC/Critical Incident Procedures



Stakeholders 



The health board has many stakeholders which may need to be communicated with before, during and after an incident, as appropriate. These are identified as: 

· Staff, including those from shared services and partnership working

· Senior Leadership Team (SLT)

· Board members (through Executive Team, as appropriate)

· Services affected 

· EPRR (Emergency Preparedness, Resilience and Response) (EPRR)

· Cross cutting services: Digital, facilities, estates, security, communications

· PALS (Patient Avice and Liaison Service) team and Switchboard 

· Staff side representatives 

· All staff (for information).  

· Patients, families, and carers, both in the community and acute settings. 

· Members of the public, even if they are not in direct receipt of services - potentially through engagement with press and media, and social media

· Associated organisations / services:

· GPs (via health board primary care team)

· Primary care: pharmacies, dentists, opticians (via health board primary care team)

· Other health boards as appropriate (e.g. neighbouring health boards, or health boards who use our services)

· Welsh Government

· Llais

· Local authorities 

· Voluntary sector community 

· Public Health teams 

· Public Health Wales (PHW)

· Social Care services 

· Mid and West & South Wales Fire and Rescue Service 

· South Wales Police (SWP)

· Welsh Ambulance Service Trust (WAST)

· Neighbouring hospitals (communications and operational) 

· Some of the above will be conducted via the South Wales Local Resilience Forum (SWLRF) structures



· Associated groups / boards such as: 

· MPs / MSs / Council leaders 

· Service user support groups 

· Carer support groups 

· Advocacy groups 

· Local Medical Committees



The DICE Team has access to a full stakeholder distribution list in the event of the Crises Communication Plan being activated. Contact lists can be requested from DICE.



Depending on the nature of the incident, a targeted communications stakeholder list will be created by the Communications Team. 



When an emergency has been declared (MI or BC/Critical) the initial stages are often chaotic and depending upon the location and the time of day, it is likely that the media will hear of the incident at the same time as those agencies responding to it. It is therefore important that there is early activation of this plan. 





Roles and Responsibilities

Support from the Communications Team

Office hours (9am to 5pm, Monday to Friday) 



During office hours this plan would be activated by DICE. 



The Communications Team will proactively horizon scan for any potential rising tide incidents but may also learn of an incident or event internally or via an external source, however, once notified of an incident, the Director of DICE, the Head of Communications or Deputy Head of Communications will liaise with the Chief Operating Officer and relevant Executive and will be part of the Health Board command and control structures.



Out of hours (evenings, weekends, and Bank Holidays) 



An incident may occur out of hours which requires the implementation of the MI or BC/Critical Incident Procedures (or any associated specific emergency response arrangements). In this instance the Gold On Call will be responsible for determining any operational communications response required in conjunction with other partners. Any public statements or internal staff messages will need to be agreed with the Gold On Call Communications is a standing agenda item within the Gold command structure. 



In the event of an emergency incident or a media enquiry relating to a significant reputational issue the Director of DICE should be contacted for advice and if appropriate to establish a volunteer out of hours Communications Team.  Communications should be handed over to the health board’s Communications Team during working hours.



In line with the above, the following structure will be established within the health board’s Communications Team 



Communications Senior Lead 



Role: 

In line with the health board’s Category 1 statutory duties, a senior Communications Manager will lead the communications response for the health board. 



Responsibilities: 

· To provide a communications professional. This role will usually fall to the Head of Communications or the Deputy Head of Communications, but could be delegated as appropriate, and with agreement from the Director of DICE or Head of Communications    

· To develop and implement the Communications approach for the incident

· To liaise with the Gold & lead Silver Commanders and ensure that communications needs are effectively addressed

· To ensure close liaison/coordination/briefing with communications professionals from other partner agencies as appropriate

· To link with communication cells which may be stood up as part of the Local Resilience Forum/ Strategic Co-ordination Group (LRF/SCG) or Tactical Co-ordination Group (TCG) be it in virtual or physical form 

· To oversee the establishment of a media briefing centre as required

· To advise the H/ICCs on communications related matters 

· To establish a regular briefing schedule if required for Gold/SLT. The schedule for these briefings will vary depending on the incident

· To develop key media lines and stakeholder communications ensuring all are signed off with the Gold Commander before release

· To develop key social media lines in agreement with the Gold Commander

· To prepare, support and brief the media spokesperson. 



Communications Manager/Specialist



Role: 

To provide senior operational support to the Communications Lead, including drafting stakeholder responses, managing media enquiries and operational requests. 



Responsibilities: 

· Draft stakeholder communications for sign off by the Communications Lead and Gold Commander

· Manage the Communications Officer, delegating tasks as appropriate

· Monitoring media and social media coverage, providing regular media and social media monitoring reports 

· Supporting the Communications Officer with monitoring and ensuring the logging of any requests for communications support 

· To feed into the command structures, the Director of DICE/ Head of Communications will be part of this process 

· Update internal channels (intranet, e-bulletins) to warn, inform and reassure staff

· Update all digital channels (corporate website and social media) to warn, inform and reassure staff, the public and other stakeholders. 



Communications Specialist/Officer  

Depending on the nature of the incident, and the level of activity required, this role may or may not be required in addition to the above.

Role: 

Providing operational support to the Communications Manager and/or Communications Lead. Responsible for distributing approved communications, monitoring channels and ensuring all activity is logged. 



Responsibilities:

· Take and log all media enquiries and responses regarding the incident 

· Log all activity undertaken by the Communications Team 

· Provide regular media and social media monitoring reports 

· To feed into the Command & Control structures 

· Update internal channels (intranet, e-bulletins) to warn, inform and reassure staff

· Update all digital channels (corporate website and social media) to warn, inform and reassure staff, the public and other stakeholders. 



Communications Manager 

A designated Communications Manager may be appointed, by the Head of Communications, to ensure business continuity alongside the emergency response. Recognising there may be limited activity due to the ongoing incident management. 

Sign off process 

All communications must be signed off by the Chief Operating Officer (in-hours) and out of hours by the Gold On Call. The approval of any messages will be recorded in the communications log. 

Where appropriate a designated lead may be nominated to sign off messages/ and/or the Head of Communications may be given delegated authority to sign off messages. 



Stakeholder communications 

It is important that staff and stakeholders are updated as soon as possible, using the most appropriate method, including out of hours communications. More than one method may be used, but it is important that the message remains consistent. 



Depending upon the nature of the emergency, some methods of communication will be more suitable than others. 



Internal communications approach

The health board has staff working across multiple sites, and some will have home working arrangements, they will need to be kept informed during any emergency incident. This approach will be tailored, depending on the severity, scale and reputational impact. The following channels should be considered: 



Priority

· Targeted messages in affected teams

· Email message 

· Mandatory briefings – through command structures



In addition, and as required: 

· Intranet bulletins

· Ticker-tape messages

· Posters with key messages printed and distributed to all wards

· Floorwalkers – by site managers, and as appropriate other on-call/communication leads to disseminate verbal information

· Make use of existing staff social media groups, external and Viva Engage

· Dedicated Teams meetings for briefings – at agreed, regular points in the day (this could be an extension to existing site meetings)

· Recorded answerphone messages for staff to ring for latest information.

· Updates on staff section of website 





To avoid the risk of misinforming staff with incorrect information, all communication to staff must be approved by the Gold Commander. 



Media liaison 

There will inevitably be newspaper, radio and/or television interest in an incident where there are casualties, or which could be described as a human-interest story. To ensure factual messages are disseminated through the media, the Communications Team will follow an agreed approval process. In the event of a multi-agency incident, communications should be co-ordinated across agencies to ensure consistency of information. 



All communications will need to be signed off by the Gold Commander or agreed deputies. 



The Director of DICE/Head of Communications will work with the Gold Commander to identify media spokespeople within the organisation. These will be Executive level professionals, unless delegated spokespeople are agreed by DICE. They should all receive media training to support their ability to respond. Key individuals include: 



· Medical Director 

· Director of Nursing and Patient Experience

· Chief Operating Officer

· Director of Planning and Partnerships

· Director of Insight, Communications and Engagement. 



Depending on the nature of the incident

· Chief Executive

· Director of Finance 

· Director of Workforce and Organisational Development

· Director of Public Health

· Director of Allied Health Professions and Health Sciences



Depending upon the location and the size of the incident, the Communications Team may set up a Media Briefing Centre or establish regular live media briefings. 



The Communications Team will ensure the timely and effective dissemination of key messages to the media and all organisations involved. 

Consideration will need to be given to ensure there are sufficient resources to cater for the following: 

· Incoming media enquiries 

· Dissemination of media statements and logging

· Regular contact with control centres of the emergency services, local authorities, and other organisations involved. 

· Monitoring of social media channels/updating website. 



Media protocol 

The Communications Team holds a list of local and regional contacts for issuing information and press releases as appropriate. This can be found in the stakeholder distribution list and can be accessed by contacting the Communications Team. 



Any media statements will be sent out by the Communication Manager or specialist responsible for media once they have been approved. If appropriate, they will also be added to the health board’s intranet, website and shared via social media. 



After the initial holding statement has been issued, confirming an emergency incident, there will be numerous press enquiries asking for further information. 



The Communications Team will agree with Gold command an appropriate frequency for updated statements (usually minimum daily update), which will help manage the demand for information from the media. 


See the toolkit (appendix one) for more advice on dealing with the media and templates for holding statements. 



Social Media Policy and Monitoring 

The all-Wales Social Media Policy is included on the intranet. In line with workforce guidance to using social media, the incident Communications Lead will re-emphasise the social media guidance to all staff, in particular highlighting guidance to senior staff on effective usage whilst the organisation is in incident response. 



Social media monitoring will be enhanced as part our communications handling to identify and track information relating to incidents.



The Communications Team can schedule targeted social media content throughout any emergency, agreed by the Gold Commander and in conjunction with multi agency command & control arrangements. Our key call to action will be to signpost people to the website for more detailed information.  In circumstances where the website is unavailable, we would revert to social media and communicating messages via traditional media, e.g. news and radio organisations. 



Communications during a power failure or cyber attack

In the event the usual channels are not available, for example intranet, emails or phones, alternative methods of communications will be prioritised, for example: 

· Face to face briefings for staff to cascade information – at agreed times 

· Written briefings/posters on wards and entrances 

· Ward to ward walkarounds by site managers – to cascade information

· Recorded phone message on helpline, if available

· Media briefings face to face – to cascade key information. 





Media Briefing Centre 

Depending on the nature of the major incident a Media Briefing Centre might need to be established.



In the event of a multi-agency response, South Wales Police (SWP) will be responsible for setting up a Media Briefing Centre. In the event of a health specific incident, it is likely that this would involve other health agencies. Therefore, the health board’s Communications Lead will work with Public Health Wales (PHW) or Wales Ambulance Service Trust (WAST) Communications Leads on assessing whether a Media Briefing Centre is required, lead responsibility for it and arrangements to implement this.



In the event of a major incident where the main focus switches to the role that the health board plays, there may be a need to establish a local health board media briefing centre. 



An example could be a major industrial accident, where SWP might lead the initial major incident response, but the media’s attention would then switch to Morriston Hospital and efforts to save the lives of severely injured casualties.



If a media briefing centre was needed, the following points should be considered, in alignment with the Major Incident Plan.



The location of this ideally should be close to the incident site but not where it would jeopardise safety, patient confidentiality or impact operationally. 



In the event of the need for a media briefing centre, the key criteria will include: 

· Space to accommodate journalists (including a significant number of large HGVs, satellite vans and other vehicles and equipment) 

· Easy access to key road networks

· Suitable parking facilities

· Good power and Wi-Fi connections that can accommodate access for large numbers.



It is possible for media briefings to be held remotely and consideration should be given to whether a regular media live Microsoft Teams session would be the best approach.



The media briefing centre will be managed by the Communications Manager/Specialist responsible for media and will take the main burden of dealing with the media. The centre will provide a regular flow of information to alleviate media speculation.



Once the centre has been established, the Communications Manager/Specialist responsible for media will ensure notification is given to the media officers of other organisation(s) involved. Other media officers may be asked to attend the centre.



The media briefing centre will require the following areas:

· An area for media representatives to prepare their reports and receive information from media briefing centre staff

· Briefing area for formal press updates and / or conferences

· Room for internal staff



Liaison with Central Government 

An emergency incident could result in requests for ministerial briefing and statements. DICE will be responsible for handling any ministerial briefings. Depending on the nature of the incident there may also be a requirement to participate in Strategic and Tactical Co-ordination Group Communication Cells as well as specific health focused communication cells. 



Communications debriefing 

It will be important to identify lessons following any emergency incident. The EPRR team will arrange a debrief (may require external facilitation if EPRR were part of the incident) and a report will be collated to identify lessons. In addition, the EPRR team will coordinate HB participation in any external/multi agency debriefs. 



Post incident reports for communications must be completed within four weeks of the incident being stood down.



Websites 

The health board’s website will be the central point for information for the public during the incident (unless the website is unavailable, in which case we would revert to social media and communications via traditional media). 



The Communications Team will post any information on the website, providing regular updates about the major incident. Any press releases and additional information given to the media will also be updated on the website. 



Social media 

The Communications Team will post any information onto the social media accounts providing regular updates about the emergency (to warn and inform). Any press releases and additional information given to the media will also be updated on to these channels. 



Wider partners 

The Communications Team will support with the dissemination of any toolkits provided by the SWLRF in the event of a multi-agency response



Telephony 

The Communications Team will produce toolkits of information including example messages for switchboard, or services. 









Resources 

· Appendix One - DICE Communications Toolkit for On Call Managers









· Appendix Two – warning and informing templates – to be used or amended based on comms judgements around specific circumstances
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1 Introduction


1.1 Purpose


[bookmark: _Int_6vwTpSNk]The purpose of this procedure is to provide a bank of pre-prepared statements that can be utilised in the event of anticipated incidents such as adverse weather, public health/community emergencies, cyber incidents, and outbreaks of infectious diseases. A review of the current methods has identified areas for improvement in the efficiency of relaying information received from internal/ external partners and communications issued by Swansea Bay University Health Board (SBUHB) with regard to warning and informing in preparedness for a rising tide event, during an emergency incident and recovery from an emergency incident.


These templates for anticipated events can be used by the SBUHB Communications Team to autonomously disseminate information to staff and the public upon receipt from external/ internal partners and can be used in proactive communication and mitigation efforts through horizon scanning.


This developed process is aligned with the Health Board's business continuity management and escalation procedures. It can also be available for reference by out-of-hours staff, as the SBUHB Communications Department operates during standard business hours (9am-5pm, Monday to Friday).


1.2 Civil Contingencies Act 2004


SBUHB is a category 1 responder under the Civil Contingencies Act 2004 (‘The Act’). The Act makes provisions about civil contingencies and governs local authorities and organisations to be prepared and able to respond to emergencies. As a Category 1 responder, SBUHB has a duty as per The Act (Part 1, Section 2, Subsections 1(a) to 1(g)) to publish all assessments made and plans maintained for the purpose of:


· Preventing an emergency


· Reducing, controlling, or mitigating the effects of an emergency


· Enabling other action to be taken in connection with an emergency


· Maintaining arrangements to warn the public, and to provide information and advice to the public, if an emergency is likely to occur or has occurred.


Part 1 of the Act and supporting Regulations and statutory guidance ‘Emergency preparedness’ is to establish a clear set of roles and responsibilities for those involved in emergency preparation and response at the local level and this includes warning and informing measures.


 As a Category 1 responder, SBUHB is subjected to the full set of statutory civil protection duties. They are required to:


· assess the risk of emergencies occurring and use this to inform contingency planning


· put in place emergency plans


· put in place business continuity management arrangements


· put in place arrangements to make information available to the public about civil protection matters and maintain arrangements to warn, inform and advise the public in the event of an emergency


· share information with other local responders to enhance co-ordination


· co-operate with other local responders to enhance co-ordination and efficiency


Whilst the requirement to be resilient and able to respond is crucial for any category 1 responding organisation. Emergency, Preparedness, Resilience, Response and Recovery can be a lot more than just response. As per the 4th bullet point above, SBUHB has a statutory duty to warn and inform in terms of preparedness, mitigation measures and post incident communications.


1.3 Why is Warning and informing important?


Public: A well-informed public is better equipped to respond to emergencies and minimise impacts on the community. By providing comprehensive and accurate information, organisations can build and maintain public trust. It is also crucial to avoid causing unnecessary alarm while communicating with the public.


Staff: While staff are public and keeping them well informed is vital for their own safety. It is crucial to inform staff about emergencies to mitigate their impact on services. Well-informed staff will ensure the correct business continuity procedures are implemented, thereby minimising service disruption. Emergency Preparedness, Resilience, and Response (EPRR) and communications planning activities must be coordinated to ensure alignment with organisational requirements during incidents. This coordination includes providing senior leaders with access to trained communications support during such events.


This updated process for warning and informing with the bank of ready prepared statements ensure that the health board is adhering to the warning and informing statutory duty and its principles and can be deemed as good business continuity management. This will be required for implementation by DICE.


[bookmark: _Hlk188955063]1.4 Principles for Warning and Informing - Category 1 Responder Organisation


To ensure the appropriate use of the templates, parameters will be established and agreed upon by communications and EPRR directives (adhering to principle 1, (noted below) of warning and informing; timeliness and accuracy). In the context of adverse weather, amber warnings, red warnings, and named storms issued by the Met Office will warrant automatic use of the templates by DICE. For outbreaks of infectious diseases and public health incidents, the use of the templates can be triggered by communications from internal or external partners or through horizon scanning.


Existing Health Board frameworks can be leveraged to effectively disseminate information to hard-to-reach populations, thereby reducing communication inequities (adhering to principle 8 of warning and informing). For instance, strategies employed to reach travelling communities or incarcerated individuals can be used to convey critical information during emergencies. 


During response to emergencies, the templates may be referenced, but it is also possible that there will be an organisation assigned as the lead for warning and informing and the information will then be shared by each responding organisation. Examples include; pan Wales/regional organisations such as Police or Public Health Wales or a specific local organisation such as SBUHB.


[bookmark: _Int_9TWgdbLI]The following will focus on the warning and informing statutory duty as one of the six duties outlined in the aforementioned Civil Contingencies Act. There are 10 warning and informing principles involved with this duty:


1. Timeliness and Accuracy


· Ensure that all warnings and information are issued promptly, based on reliable data from authoritative sources such as the Met Office or relevant emergency services/organisations/specialties.


· [bookmark: _Int_FKdbf3pX][bookmark: _Int_PALAC3dp]Provide updates as soon as new information is available and make adjustments to any prior warnings or instructions, as necessary. Templates are provided for common scenarios


· Always communicate with precision and clarity to avoid misunderstandings or confusion during high-pressure situations.


2. Clear and Accessible Messaging


· Use simple, straightforward language in all communication to ensure that information is easily understood by all audiences, including those with limited literacy or language proficiency.


· Tailor messaging for different audiences (e.g., the public, specific vulnerable groups, internal responders, etc.) and use accessible formats (e.g., online, radio, text, visual aids) to ensure broad accessibility.


· Include specific instructions where applicable, such as evacuation routes, safety measures, or precautionary actions.


3. Consistency


· Maintain consistency in all messaging across different platforms, and among all responders, to prevent mixed or contradictory information.


· Ensure that all internal staff and partner organisations are using the same information, so that the public and other responders receive a unified message.


4. Collaboration and Partnership


· Work in close collaboration with other Category 1 responders, to share information, resources, and updates.


· Ensure that all partners involved in the response are informed simultaneously to avoid communication delays or gaps in the response effort.


· Coordinate across different agencies to ensure consistent messaging and a unified approach in emergency situations.


5. Proactive Communication


· Anticipate the needs of the community and internal responders and proactively provide key information and updates before issues arise (e.g., potential hazards, preparedness actions, potential disruptions).


· Issue early warnings for impending threats, allowing time for communities, businesses, and responders to take necessary precautions.


6. Transparency and Trust


· Be transparent about the situation, the risks involved, and any uncertainties or challenges faced during the response.


· Establish trust with the public by providing accurate and reliable information, demonstrating competence in managing the situation, and being honest about limitations.


7. Monitoring and Feedback


· Continuously monitor the impact of warnings and information and assess their effectiveness through feedback loops from the public, responders, and other partners.


· Be prepared to adjust messaging or the communication strategy based on feedback, new developments, or changing circumstances.


8. Inclusivity


· Ensure that all communities, including vulnerable and hard to reach groups have access to critical information and updates.


· Use a variety of communication channels and tailored approaches to meet the needs of diverse audiences (e.g., social media, telephone hotlines, accessible websites, community radio).


9. Confidentiality and Sensitivity


· Protect sensitive information from unauthorised disclosure, particularly in relation to vulnerable populations, ongoing investigations, or security-related concerns.


· Ensure that any personal or confidential data is handled in accordance with legal and ethical standards.





10. Post-Event Communication


· Following the event, continue to communicate with affected communities and responders to provide updates on recovery efforts, safety advice, and support services.


· After the situation has stabilised, provide clear guidance on next steps, ongoing risks, and the availability of resources or assistance.


[bookmark: _Hlk190694157]1.5 Received communications


Upon receiving communications from internal/external partners and when horizon scanning, key information can be extracted and incorporated into the prepared statements. Below is an example from the Met Office illustrating their communication structure:


The Met office have detailed their method of distributing communications regarding a risk of disruption to the National Severe Weather Warning Service (NSWWS). Communications from the NSWWS warning emails will include the following:


The banner: [image: ]





PDF link:


The email will contain a link to the PDF at the top of the message. Previously the PDF was sent as a direct attachment on the email. If you have any automated processes relying on a direct attachment, update these to download the PDF using the link in the email.


If you have any questions regarding NSWWS emails and SMS text messages, please contact the Met Office Weather Desk: enquiries@metoffice.gov.uk





1.6 Conclusion


The 10 Principles for Warning and Informing offer a structured approach for SBUHB to effectively communicate with both the public and internal responders during emergencies. By adhering to these principles, the Health Board can ensure that critical information is shared in a timely, clear, and inclusive manner, fostering a sense of trust and preparedness within the community. The use of templates based on these principles can also streamline the process, ensuring rapid and consistent responses during high-pressure situations. These principles can be referenced by the Health Board Communications Team to warn and inform as appropriate proactively and autonomously without prompts from EPRR


[bookmark: _Hlk188954711]The following are common consequence prepared statements for further tailoring to the incident.





2. The Statements


The statements can be modified as deemed appropriate by the SBUHB communications team. Additionally, this bank of statements can be adjusted and tailored to suit specific events, as necessary.


This collection of statements can be expanded and modified as needed to align with the relevance of the anticipated events. Prior to issuing, these can be agreed internally within the Directorate of Information, Communication and Engagement, (DICE).








			[bookmark: _Hlk190872365]Overarching Title


			Adverse Weather





			Subtitle


			Heavy Snow





			[bookmark: _Hlk190076695]Time and Date


			[INSERT TIME AND DATE OF WHEN WEATHER EVENT WILL BE IN EFFECT]





			Overview


			The warning is due to [INSERT WEATHER DESCRIPTION, E.G., "heavy snowfall"] expected to impact [INSERT AREA/REGION IF APPLICABLE]. [BRIEFLY DESCRIBE ANY POTENTIAL HAZARDS, E.G., "These conditions may lead to travel disruptions, increased risk of slips and falls, and potential power outages."] It is important to stay updated and take appropriate action as the weather event unfolds.








			Public Guidance


			· Snowy, wintry weather can cause delays and make driving conditions dangerous. Keep yourself and others safe by planning your route, giving yourself extra time for your journey. Check for road closures or delays to public transport and amend plans if necessary.


· If driving, make sure you have some essentials in your car in the event of any delays (e.g., warm clothing, food, water, a blanket, a torch, ice scraper/de icer, a warning triangle, high visibility vest and an in-car phone charger).


· Be prepared for weather warnings to change quickly: when a weather warning is issued, the Met Office recommends staying up to date with the weather forecast in your area.








			Staff Action Plan 





			The Emergency Preparedness Resilience and Response (EPRR) team requests that all service delivery groups review their business continuity procedures and assess potential risks in the following key areas:


· Staffing


· Premises


· Utilities


· Supplies


· Service delivery


Severe weather disruptions may affect all these areas, and proactive planning is essential to minimise service interruptions.





Further Information and Resources:
Please familiarise yourself with the attached Business Continuity information and Severe Weather Procedure documents. For additional guidance and updates, you can visit the Emergency Preparedness, Resilience, and Response (EPRR) SharePoint site.: Emergency Preparedness, Resilience and Response (EPRR) - Home.








			External Partners


			Please use the Met Office advise on how to remain safe in this weather event. Stay alert for further updates from the Met Office and Local Emergency Services.





· Safety advice during this weather event can be found here:
5 tips for staying safe in snow - Met Office


· The full MET Office Briefing for this event is available here:
[PROVIDE FULL MET OFFICE BRIEFING LINK]








			Contact Info


			[Provide relevant contact information for this event]















			Overarching Title


			Adverse Weather





			Subtitle


			Heavy Rainfall





			Time and Date


			[INSERT TIME AND DATE OF WHEN WEATHER EVENT WILL BE IN EFFECT]





			Overview


			The warning is due to [INSERT WEATHER DESCRIPTION, E.G., "heavy Rainfall"] expected to impact [INSERT AREA/REGION IF APPLICABLE]. [BRIEFLY DESCRIBE ANY POTENTIAL HAZARDS, E.G., "These conditions may lead to travel disruptions, increased risk of slips and falls, and potential power outages."] It is important to stay updated and take appropriate action as the weather event unfolds.








			Public Guidance


			· Check if your property could be at risk of flooding. If so, consider preparing a flood plan and an emergency flood kit.


· Give yourself the best chance of avoiding delays by checking road conditions if driving, or bus and train timetables, amending your travel plans if necessary.


· People cope better with power cuts when they have prepared for them in advance. It is easy to do; consider gathering torches and batteries, a mobile phone power pack and other essential items.


· Be prepared for weather warnings to change quickly: when a weather warning is issued, the Met Office recommends staying up to date with the weather forecast in your area.





			Staff Action Plan 





			The Emergency Preparedness Resilience and Response (EPRR) team requests that all service delivery groups review their business continuity procedures and assess potential risks in the following key areas:


· Staffing


· Premises


· Utilities


· Supplies


· Service delivery


Severe weather disruptions may affect all these areas, and proactive planning is essential to minimise service interruptions.


Further Information and Resources:
Please familiarise yourself with the attached Business Continuity information and Severe Weather Procedure documents. For additional guidance and updates, you can visit the Emergency Preparedness, Resilience, and Response (EPRR) SharePoint site.: Emergency Preparedness, Resilience and Response (EPRR) - Home.








			External Partners


			Please use the Met Office advise on how to remain safe in this weather event. Stay alert for further updates from the Met Office and Local Emergency Services.





· Safety advice during this weather event can be found here:
5 tips for staying safe in heavy rain - Met Office


· The full MET Office Briefing for this event is available here:
[PROVIDE FULL MET OFFICE BRIEFING LINK]








			Contact Info


			[Provide relevant contact information for this event]












			Overarching Title


			Adverse Weather





			Subtitle


			Strong Winds





			Time and Date


			[INSERT TIME AND DATE OF WHEN WEATHER EVENT WILL BE IN EFFECT]





			Overview


			The warning is due to [INSERT WEATHER DESCRIPTION, E.G., "Strong winds"] expected to impact [INSERT AREA/REGION IF APPLICABLE]. [BRIEFLY DESCRIBE ANY POTENTIAL HAZARDS, E.G., "These conditions may lead to travel disruptions, increased risk of slips and falls, and potential power outages."] It is important to stay updated and take appropriate action as the weather event unfolds.








			Public Guidance


			· Give yourself the best chance of avoiding delays by checking road conditions if driving, or bus and train timetables, amending your travel plans if necessary. 


· People cope better with power cuts when they have prepared for them in advance. It is easy to do; consider gathering torches and batteries, a mobile phone power pack and other essential items. 


· If you are on the coast, stay safe during stormy weather by being aware of large waves. Even from the shore large breaking waves can sweep you off your feet and out to sea. Take care if walking near cliffs; know your route and keep dogs on a lead. In an emergency, call 999 and ask for the Coastguard. 


· Be prepared for weather warnings to change quickly: when a weather warning is issued, the Met Office recommends staying up to date with the weather forecast in your area.





			Staff Action Plan 





			The Emergency Preparedness Resilience and Response (EPRR) team requests that all service delivery groups review their business continuity procedures and assess potential risks in the following key areas:


· Staffing


· Premises


· Utilities


· Supplies


· Service delivery


Severe weather disruptions may affect all these areas, and proactive planning is essential to minimise service interruptions.


Further Information and Resources:
Please familiarise yourself with the attached Business Continuity information and Severe Weather Procedure documents. For additional guidance and updates, you can visit the Emergency Preparedness, Resilience, and Response (EPRR) SharePoint site.: Emergency Preparedness, Resilience and Response (EPRR) - Home.








			External Partners


			Please use the Met Office advise on how to remain safe in this weather event. Stay alert for further updates from the Met Office and Local Emergency Services.





· Safety advice during this weather event can be found here:
5 tips for staying safe in strong wind - Met Office


· The full MET Office Briefing for this event is available here:
[PROVIDE FULL MET OFFICE BRIEFING LINK]








			Contact Info


			[Provide relevant contact information for this event]












			Overarching Title


			Adverse Weather





			Subtitle


			Ice





			Time and Date


			[INSERT TIME AND DATE OF WHEN WEATHER EVENT WILL BE IN EFFECT]





			Overview


			The warning is due to [INSERT WEATHER DESCRIPTION, E.G., "ice"] expected to impact [INSERT AREA/REGION IF APPLICABLE]. [BRIEFLY DESCRIBE ANY POTENTIAL HAZARDS, E.G., "These conditions may lead to travel disruptions, increased risk of slips and falls, and potential power outages."] It is important to stay updated and take appropriate action as the weather event unfolds.








			Public Guidance


			· Keep yourself and your family safe when it is icy. Plan to leave the house at least five minutes earlier than normal. Not needing to rush, reduces your risk of accidents, slips, and falls.


· If you need to make a journey on foot, try to use pavements along main roads which are likely to be less slippery. Similarly, if cycling, try and stick to main roads which are more likely to have been treated.


· Give yourself the best chance of avoiding delays by checking road conditions if driving, or bus and train timetables, amending your travel plans if necessary.


· Be prepared for weather warnings to change when a weather warning is issued, the Met Office recommends staying up to date with the weather forecast in your area.





			Staff Action Plan 





			The Emergency Preparedness Resilience and Response (EPRR) team requests that all service delivery groups review their business continuity procedures and assess potential risks in the following key areas:


· Staffing


· Premises


· Utilities


· Supplies


· Service delivery


Severe weather disruptions may affect all these areas, and proactive planning is essential to minimise service interruptions.


Further Information and Resources:
Please familiarise yourself with the attached Business Continuity information and Severe Weather Procedure documents. For additional guidance and updates, you can visit the Emergency Preparedness, Resilience, and Response (EPRR) SharePoint site.: Emergency Preparedness, Resilience and Response (EPRR) - Home.








			External Partners


			Please use the Met Office advise on how to remain safe in this weather event. Stay alert for further updates from the Met Office and Local Emergency Services.





· Safety advice during this weather event can be found here:
4 tips for staying safe in ice - Met Office


· The full MET Office Briefing for this event is available here:
[PROVIDE FULL MET OFFICE BRIEFING LINK]








			Contact Info


			[Provide relevant contact information for this event]












			Overarching Title


			Adverse Weather





			Subtitle


			Fog





			Time and Date


			[INSERT TIME AND DATE OF WHEN WEATHER EVENT WILL BE IN EFFECT]





			Overview


			The warning is due to [INSERT WEATHER DESCRIPTION, E.G., "Fog"] expected to impact [INSERT AREA/REGION IF APPLICABLE]. [BRIEFLY DESCRIBE ANY POTENTIAL HAZARDS, E.G., "These conditions may lead to travel disruptions, increased risk of slips and falls, and potential power outages."] It is important to stay updated and take appropriate action as the weather event unfolds.








			Public Guidance


			· Give yourself the best chance of avoiding delays by checking road conditions if driving, leaving extra journey time, or amending plans if necessary. Make sure you know how to switch on your fog lights, and check they are working before setting off on your journey. Bus and train services, as well as flights and ferry travel, may also be affected; check for updates from your travel company, and follow their advice.


· Be prepared for weather warnings to change when a weather warning is issued, the Met Office recommends staying up to date with the weather forecast in your area.





			Staff Action Plan 





			The Emergency Preparedness Resilience and Response (EPRR) team requests that all service delivery groups review their business continuity procedures and assess potential risks in the following key areas:


· Staffing


· Premises


· Utilities


· Supplies


· Service delivery


Severe weather disruptions may affect all these areas, and proactive planning is essential to minimise service interruptions.


Further Information and Resources:
Please familiarise yourself with the attached Business Continuity information and Severe Weather Procedure documents. For additional guidance and updates, you can visit the Emergency Preparedness, Resilience, and Response (EPRR) SharePoint site.: Emergency Preparedness, Resilience and Response (EPRR) - Home.








			External Partners


			Please use the Met Office advise on how to remain safe in this weather event. Stay alert for further updates from the Met Office and Local Emergency Services.


· Safety advice during this weather event can be found here:
 Advice for travelling in fog - Met Office


· The full MET Office Briefing for this event is available here:
[PROVIDE FULL MET OFFICE BRIEFING LINK]








			Contact Info


			[Provide relevant contact information for this event]















			Overarching Title


			Adverse Weather





			Subtitle


			Thunderstorms





			Time and Date


			[INSERT TIME AND DATE OF WHEN WEATHER EVENT WILL BE IN EFFECT]





			Overview


			The warning is due to [INSERT WEATHER DESCRIPTION, E.G., "Thunderstorms"] expected to impact [INSERT AREA/REGION IF APPLICABLE]. [BRIEFLY DESCRIBE ANY POTENTIAL HAZARDS, E.G., "These conditions may lead to travel disruptions, increased risk of slips and falls, and potential power outages."] It is important to stay updated and take appropriate action as the weather event unfolds.








			Public Guidance


			· Consider if your location is at risk of flash flooding. If so, consider preparing a flood plan and an emergency flood kit. 


· Give yourself the best chance of avoiding delays by checking road conditions if driving, or bus and train timetables, amending your travel plans if necessary. 


· People cope better with power cuts when they have prepared for them in advance. It is easy to do; consider gathering torches and batteries, a mobile phone power pack and other essential items. 


· If you find yourself outside and hear thunder, protect yourself by finding a safe enclosed shelter (such as a car). Do not shelter under or near trees, or other structures which may be struck by lightning. If you are on an elevated area move to lower ground. 


· Be prepared for weather warnings to change quickly: when a weather warning is issued, the Met Office recommends staying up to date with the weather forecast in your area.





			Staff Action Plan 





			The Emergency Preparedness Resilience and Response (EPRR) team requests that all service delivery groups review their business continuity procedures and assess potential risks in the following key areas:


· Staffing


· Premises


· Utilities


· Supplies


· Service delivery


Severe weather disruptions may affect all these areas, and proactive planning is essential to minimise service interruptions.


Further Information and Resources:
Please familiarise yourself with the attached Business Continuity information and Severe Weather Procedure documents. For additional guidance and updates, you can visit the Emergency Preparedness, Resilience, and Response (EPRR) SharePoint site.: Emergency Preparedness, Resilience and Response (EPRR) - Home.





			External Partners


			Please use the Met Office advise on how to remain safe in this weather event. Stay alert for further updates from the Met Office and Local Emergency Services.





· Safety advice during this weather event can be found here:
 Travelling in storms, rain and strong wind - Met Office


               Stay safe in thunder and lightning - Met Office


· The full MET Office Briefing for this event is available here:
[PROVIDE FULL MET OFFICE BRIEFING LINK]








			Contact Info


			[Provide relevant contact information for this event]















			Overarching Title


			Adverse Weather





			Subtitle


			Lightning





			Time and Date


			[INSERT TIME AND DATE OF WHEN WEATHER EVENT WILL BE IN EFFECT]





			Overview


			The warning is due to [INSERT WEATHER DESCRIPTION, E.G., "Lightning"] expected to impact [INSERT AREA/REGION IF APPLICABLE]. [BRIEFLY DESCRIBE ANY POTENTIAL HAZARDS, E.G., "These conditions may lead to travel disruptions, increased risk of slips and falls, and potential power outages."] It is important to stay updated and take appropriate action as the weather event unfolds.








			Public Guidance


			· People cope better with power cuts when they have prepared for them in advance. It is easy to do; consider gathering torches and batteries, a mobile phone power pack and other essential items.


· If you find yourself outside during a lightning event, protect yourself by finding a safe enclosed shelter (such as a car). Do not shelter under or near trees, or other structures which may be struck by lightning. If you are on an elevated area move to lower ground.


· Be prepared for weather warnings to change quickly: when a weather warning is issued, the Met Office recommends staying up to date with the weather forecast in your area.








			Staff Action Plan 





			The Emergency Preparedness Resilience and Response (EPRR) team requests that all service delivery groups review their business continuity procedures and assess potential risks in the following key areas:


· Staffing


· Premises


· Utilities


· Supplies


· Service delivery


Severe weather disruptions may affect all these areas, and proactive planning is essential to minimise service interruptions.


Further Information and Resources:
Please familiarise yourself with the attached Business Continuity information and Severe Weather Procedure documents. For additional guidance and updates, you can visit the Emergency Preparedness, Resilience, and Response (EPRR) SharePoint site.: Emergency Preparedness, Resilience and Response (EPRR) - Home.








			External Partners


			Please use the Met Office advise on how to remain safe in this weather event. Stay alert for further updates from the Met Office and Local Emergency Services.





· Safety advice during this weather event can be found here:
 Travelling in storms, rain and strong wind - Met Office


               Stay safe in thunder and lightning - Met Office


· The full MET Office Briefing for this event is available here:
[PROVIDE FULL MET OFFICE BRIEFING LINK]








			Contact Info


			[Provide relevant contact information for this event]












			Overarching Title


			Adverse Weather





			Subtitle


			Extreme Heat





			Time and Date


			[INSERT TIME AND DATE OF WHEN WEATHER EVENT WILL BE IN EFFECT]





			Overview


			The warning is due to [INSERT WEATHER DESCRIPTION, E.G., "Extreme Heat"] expected to impact [INSERT AREA/REGION IF APPLICABLE]. [BRIEFLY DESCRIBE ANY POTENTIAL HAZARDS, E.G., "These conditions may lead to travel disruptions, increased risk of slips and falls, and potential power outages."] It is important to stay updated and take appropriate action as the weather event unfolds.








			Public Guidance


			· Keep yourself safe by following these simple steps to reduce the likelihood of the heat making you feel unwell; drink plenty of fluids, keep out of the sun and avoid any exercise between 11am-3pm when the sun is strongest and close curtains in rooms that face the sun. If you are going out take water with you, stay in the shade, wear sunscreen and a wide brimmed hat.


· Give yourself the best chance of avoiding delays by checking road conditions if driving, or bus and train timetables, amending your travel plans if necessary. If using public transport, there are many simple things you can do to keep yourself safe; carry water with you, take a small hand-held battery powered fan, if you feel unwell get off at next stop for some fresh air, dress in light fabrics in light colours to help stay cooler, keep an eye on fellow passengers for signs they may be struggling.


· Help to protect vulnerable people that you know including older people, those with underlying conditions and those who live alone; they may need support to keep cool and stay hydrated. If you are worried about your health, or that of somebody you know, ring NHS 111 


· Keep yourself safe whilst enjoying the water in this weather by following these simple steps: enter the water gradually, avoiding jumping or diving straight in, to reduce your risk of cold water sock, go to a lifeguarded beach or a supervised swimming area, and, if you, or anyone else, get into difficulty in the water, float on your back.


· People cope better with power cuts when they have prepared for them in advance. It is easy to do; consider gathering torches and batteries, a mobile phone power pack and other essential items.


· Stay up to date with the weather forecast for your area and follow any advice from emergency services and local authorities.








			Staff Action Plan 





			The Emergency Preparedness Resilience and Response (EPRR) team requests that all service delivery groups review their business continuity procedures and assess potential risks in the following key areas:


· Staffing


· Premises


· Utilities


· Supplies


· Service delivery


Severe weather disruptions may affect all these areas, and proactive planning is essential to minimise service interruptions.


Further Information and Resources:
Please familiarise yourself with the attached Business Continuity information and Severe Weather Procedure documents. For additional guidance and updates, you can visit the Emergency Preparedness, Resilience, and Response (EPRR) SharePoint site.: Emergency Preparedness, Resilience and Response (EPRR) - Home.








			External Partners


			Please use the Met Office advise on how to remain safe in this weather event. Stay alert for further updates from the Met Office and Local Emergency Services.





· Safety advice during this weather event can be found here:
 4 tips for staying safe in extreme heat - Met Office


· The full MET Office Briefing for this event is available here:
[PROVIDE FULL MET OFFICE BRIEFING LINK]








			Contact Info


			[Provide relevant contact information for this event]















			Overarching Title


			Adverse Weather





			Subtitle


			Storms





			Time and Date


			[INSERT TIME AND DATE OF WHEN WEATHER EVENT WILL BE IN EFFECT]





			Overview


			The warning is due to [INSERT WEATHER DESCRIPTION, E.G., "Storm, named storm"] expected to impact [INSERT AREA/REGION IF APPLICABLE]. [BRIEFLY DESCRIBE ANY POTENTIAL HAZARDS, E.G., "These conditions may lead to travel disruptions, increased risk of slips and falls, and potential power outages."] It is important to stay updated and take appropriate action as the weather event unfolds.








			Public Guidance


			· Secure loose objects such as ladders, garden furniture or anything else that could be blown into windows and other glazing and break them


· Close and securely fasten doors and windows, particularly those on the windward side of the house, and especially large doors such as those on garages


· Stay indoors as much as possible


· If you do go out, try not to walk, or shelter close to buildings and trees


· Keep away from the sheltered side of boundary walls and fences - if these structures fail, they will collapse on this side


· Do not go outside to repair damage while the storm is in progress


· If possible, enter and leave your house through doors in the sheltered side, closing them behind you


· Open internal doors only as needed, and close them behind you


· Take care when driving on exposed routes such as bridges, or high open roads, delay your journey or find alternative routes if possible


· Slow down and be aware of side winds, particular care should be taken if you are towing or are a high sided vehicle


· Do not drive unless your journey is really necessary








			Staff Action Plan 





			The Emergency Preparedness Resilience and Response (EPRR) team requests that all service delivery groups review their business continuity procedures and assess potential risks in the following key areas:


· Staffing


· Premises


· Utilities


· Supplies


· Service delivery


Severe weather disruptions may affect all these areas, and proactive planning is essential to minimise service interruptions.


Further Information and Resources:
Please familiarise yourself with the attached Business Continuity information and Severe Weather Procedure documents. For additional guidance and updates, you can visit the Emergency Preparedness, Resilience, and Response (EPRR) SharePoint site.: Emergency Preparedness, Resilience and Response (EPRR) - Home.








			External Partners


			Please use the Met Office advise on how to remain safe in this weather event. Stay alert for further updates from the Met Office and Local Emergency Services.





· Safety advice during this weather event can be found here:
Stay safe in a storm - Met Office


· The full MET Office Briefing for this event is available here:
[PROVIDE FULL MET OFFICE BRIEFING LINK]








			Contact Info


			[Provide relevant contact information for this event]















			Overarching Title


			Cyber Incident





			Subtitle


			[bookmark: _Hlk221804646]Cyber Security Incident





			Time and Date


			[INSERT TIME DATE OF WHEN INCIDENT TOOK PLACE AND (IF APPLICABLE) HOW LONG SYSTEMS WILL BE DOWN]





			Overview


			[INSERT CYBER SECURITY INCIDENT] which commenced [INSERT TIME OF WHEN INCIDENT TOOK PLACE] affecting areas [INSERT AREAS WHERE THE INCIDENT HAS AFFECTED].





			Public Guidance


			[Provide any information on how public services may be disrupted if applicable along with any guidance on how to mitigate circumstances]





			Staff Action Plan 





			Stay Alert


We all need to be extra cautious of any emails we receive and take care to improve and maintain our NHS accounts security. 


The Cyber Security Team is working with colleagues in SBU, Nationally and with the National Cyber Security Centre to detect and prevent any cyber incidents. But we need staff to be aware of the threats that may make it through the layers of protection we have, and how to identify and report them. 





Do not click on any links or attachments you were not expecting. Please wait for verification from Cyber Security if you want to check the attachment. Please report any phishing emails you receive using the Report Phish button in Outlook, or to SBU.Cyber@wales.nhs.uk


Once reported, please delete the email.





Be Prepared


Familiarise yourself with your local incident response and/or business continuity plans. Know the chain of command for reporting and responding to an attack/incident and the methods of communication you will use such as Teams/ WhatsApp/ Radio (in an emergency). Ask yourself:


· How would I continue my work if digital systems were unavailable?


· Can you perform your essential tasks without digital tools? 


· What manual processes have been established for emergencies?


· What are the other ways of working? 


· How would you communicate to colleagues and patients if digital systems you usually use (email/Teams etc) become unavailable?





			External Partners


			Guidance from the National Cyber Security Centre can be found here:


All topics - NCSC.GOV.UK





			Contact Info


			[Provide relevant contact information for this event I.E IT support]












			Overarching Title


			[bookmark: _Hlk221804660]Public Health Incident





			Subtitle


			Hot Weather





			Time and Date


			[INSERT PERIOD OF WHEN HOT WEATHER WILL BE IN EFFECT E.G., JUNE -AUGUST/ SUMMER]





			Overview


			Going into this period of hot weather, it is important to be aware of potential health risks and possible exacerbations of prior health problems.


[bookmark: _Int_pUVk99xa]Weather can affect health especially for older people, very young people, and people with pre-existing health conditions. However, weather can have detrimental effects on anyone, and it is important to familiarise yourself with the risks associated with this weather and how to prepare. 








			Public Guidance


			Anyone can become unwell when the weather is hot.


The most vulnerable are:


· Older people – especially those over 65


· Those who live on their own or in a care home.


· People who have pre-existing health conditions or some mental health conditions.


· [bookmark: _Int_PkvB0KdZ]People who are on medicine that may make them more likely to be badly affected by hot weather.


· Those who may find it hard to keep cool – babies and young children, the bed bound or those with drug and alcohol addictions.


· People who spend a lot of time outside or in hot places. For example, those who live in a top-floor flat, the homeless or those who have jobs that are outside.


Advice for the public:


· Stay out of the heat, especially between 11am and 3pm


· Keep your home cool


· Look out for others


· If you have a health problem continue taking all of your prescribed medicines, store them below 25°C or in the fridge.


· If you or others feel unwell, tell someone, move to a cool place, have cold food and drinks. If you are concerned about yours or someone else’s symptoms get medical advice by contacting NHS 111. In an emergency dial 999.





			Staff Action Plan 





			[bookmark: _Int_atupG6YL]Staff can also be at risk during high temperatures. Encourage and enable staff to carry water and stay hydrated. Ensure staff are aware of the high-risk factors that might affect them, and to report concerns about their own health promptly.





The Emergency Preparedness Resilience and Response (EPRR) team requests that all service delivery groups review their business continuity procedures and assess potential risks in the following key areas:


· Staffing


· Premises


· Utilities


· Supplies


· Service delivery


Severe weather disruptions may affect all these areas, and proactive planning is essential to minimise service interruptions.


Further Information and Resources:
Please familiarise yourself with the attached Business Continuity information and Severe Weather Procedure documents. For additional guidance and updates, you can visit the Emergency Preparedness, Resilience, and Response (EPRR) SharePoint site.: Emergency Preparedness, Resilience and Response (EPRR) - Home.





			External Partners


			Please follow advice from Public Health Wales:


Extreme Hot Weather - Public Health Wales


phw.nhs.wales/services-and-teams/environmental-public-health/weather-and-health1/extreme-hot-weather/supporting-vulnerable-people-before-and-during-hot-weather-public-health-advice-for-healthcare-professionals/


Further advice from UKHSA:


Beat the heat: staying safe in hot weather - GOV.UK





			Contact Info


			[Provide relevant contact information for this event I.E Public Health Wales]















			Overarching Title


			Public Health Incident





			Subtitle


			Cold Weather





			Time and Date


			[INSERT PERIOD OF WHEN COLD WEATHER WILL BE IN EFFECT E.G., DECEMBER – JANUARY/ WINTER]





			Overview


			Going into this period of Cold weather, it is important to be aware of potential health risks and possible exacerbations of prior health problems.


[bookmark: _Int_Ujx0e3aB]Weather can affect health especially for older people, very young people, and people with pre-existing health conditions. However, weather can have detrimental effects on anyone, and it is important to familiarise yourself with the risks associated with this weather and how to prepare. 








			Public Guidance


			[bookmark: _Int_PQRXd8aH]Cold weather can pose serious health risks including hypothermia (where body temperature falls below normal and the body fails to cope), falls and injuries, heart attacks, strokes, respiratory diseases, and flu. Indirect effects of cold include mental health illnesses such as depression, and carbon monoxide poisoning from poorly maintained or poorly ventilated boilers, cooking, and heating appliances. 





[bookmark: _Int_cknavQK0][bookmark: _Int_Ve8ktUeC]Those most at risk of suffering impacts from cold weather include older people, very young children, and people with pre-existing medical conditions.








			Staff Action Plan 





			Health and social care colleagues are reminded to implement relevant escalation plans and take appropriate business continuity actions to ensure services are able to cope as best they can with any associated increased demand.





The Emergency Preparedness Resilience and Response (EPRR) team requests that all service delivery groups review their business continuity procedures and assess potential risks in the following key areas:


· Staffing


· Premises


· Utilities


· Supplies


· Service delivery


Severe weather disruptions may affect all these areas, and proactive planning is essential to minimise service interruptions.


Further Information and Resources:
Please familiarise yourself with the attached Business Continuity information and Severe Weather Procedure documents. For additional guidance and updates, you can visit the Emergency Preparedness, Resilience, and Response (EPRR) SharePoint site.: Emergency Preparedness, Resilience and Response (EPRR) - Home.








			External Partners


			Please follow advice from Public Health Wales:


Cold Weather - Public Health Wales


 phw.nhs.wales/services-and-teams/environmental-public-health/weather-and-health1/cold-weather1/extreme-cold-weather-for-care-professionals/


Further advice from UKHSA:


Cold weather and health: guidance and advice - GOV.UK





			Contact Info


			[Provide relevant contact information for this event I.E Public Health Wales]












			Overarching Title


			Public Health Incident





			Subtitle


			High UV index





			Time and Date


			[INSERT PERIOD OF WHEN HIGH UV INDEX WILL BE IN EFFECT]





			Overview


			Going into this period of high UV Index, it is important to be aware of potential health risks and possible exacerbations of prior health problems.


Sunburn increases your risk of skin cancer. Sunburn does not just happen on holiday or only when it is hot. You can burn in the UK, even when it is cloudy and cool.








			Public Guidance


			In the UK, the sun is hottest and strongest between 11am and 3pm from March to October. Make sure you:


· Try to stay indoors or in the shade.


· Avoid outdoor activities such as sport, DIY, or gardening. If this is not possible, do it early in the morning or later in the evening.


· Use at least sun protection factor (SPF) 30 sunscreen with at least 4-star UVA protection.


· Wear clothes that provide sun protection such as long-sleeved tops or other light-coloured, loose-fitting clothes.


· Wear a wide-brimmed hat to protect your face, eyes, head and ears and sunglasses to protect your eyes.


· Most importantly, try to avoid burning at all.








			Staff Action Plan 





			[Any relevant staff action plans please insert here]





			External Partners


			Please use this link for Public Health Wales advice:


Sun Safety - Public Health Wales


Please use this link for NHS advice on sun safety:


NHS 111 Wales - Health A-Z : Sun safety





			Contact Info


			[Provide relevant contact information for this event I.E Public Health Wales]












			Overarching Title


			Public Health Incident





			Subtitle


			High Pollen





			Time and Date


			[INSERT PERIOD OF WHEN HIGH POLLEN WILL BE IN EFFECT]





			Overview


			Pollen can trigger allergic reactions, including hay fever and can make conditions such as asthma worse.


The amount and type of pollen in the air depends on the time of year and place. Hay fever is usually caused by grass pollens during late spring and early summer.


The UK Met Office provides updates on the pollen count with a pollen forecast. It is good to get to know what levels may affect you.





			Public Guidance


			Hay fever symptoms can include:


· Sneezing,


· A runny or blocked nose,


· Itchy eyes, throat, mouth, nose, and ears.


· Less common symptoms include a loss of sense of smell, facial pain, and headaches.


Asthma sufferers may find that their symptoms get worse when suffering from hay fever and may experience a tight chest, shortness of breath, coughing and wheezing.





Please see advice on how to manage symptoms.





			Staff Action Plan 





			[Any relevant staff action plans please insert here]





			External Partners


			Please use this link for Public Health Wales advice:


High Pollen - Public Health Wales


Met office Pollen Forecast:


Pollen forecast - Met Office





			Contact Info


			[Provide relevant contact information for this event I.E Public Health Wales]















			Overarching Title


			Public Health Incident





			Subtitle


			Flooding





			Time and Date


			[INSERT TIME AND DATE OF WHEN FLOODING WILL BE IN EFFECT]





			Overview


			Recent weather warnings pose a risk of flooding. 





[bookmark: _Int_xAMd7fjr]Floods can happen when there is a lot of rainfall over a short space of time and the ground, rivers and streams cannot cope to drain away the extra water fast enough. During a storm, coastal areas may experience coastal floods from a rise in the sea level and the bad weather conditions. 


[bookmark: _Int_gHyAW4j6]Drowning is the most immediate health risk. Serious injury can be caused by falling into fast-flowing water or from hidden dangers under the water, such as missing sewer hole covers. 





Floods can pose secondary risks to health such as contamination to water supplies.








			Public Guidance


			Flood water may be polluted by sewage, chemicals and animal poo that can cause a wide range of disease.


Other risks include being stranded, having no power or clean water, stress, and anxiety. 


There is a serious danger of carbon monoxide poisoning from fumes from petrol or diesel heaters and generators. These should not be used indoors to dry out homes and buildings.





Please follow links for further advice.





			Staff Action Plan 





			The Emergency Preparedness Resilience and Response (EPRR) team requests that all service delivery groups review their business continuity procedures and assess potential risks in the following key areas:





· Staffing


· Premises


· Utilities


· Supplies


· Service delivery





Further Information and Resources:





Please familiarise yourself with the attached Business Continuity information and Severe Weather Procedure documents. For additional guidance and updates, you can visit the Emergency Preparedness, Resilience, and Response (EPRR) SharePoint site. Emergency Preparedness, Resilience and Response (EPRR) - Home.





			External Partners


			Please follow advice from Public Health Wales:


Flooding - Public Health Wales


National Flood Forum:


 National Flood Forum


National Resources Wales:


Natural Resources Wales / Flooding


Mid and West Wales Fire and Rescue:


Flooding Advice





			Contact Info


			[Provide relevant contact information for this event I.E Public Health Wales]















			Overarching Title


			Public Health Incident





			Subtitle


			Fire Hazard





			Time and Date


			[INSERT TIME AND DATE OF WHEN RISK OF FIRE HAZARD WILL BE IN EFFECT]





			Overview


			During the summer, grass and mountains can become very dry, which means if you deliberately or accidentally start a fire outdoors it will spread very quickly, destroying everything in its path.  The damage to the surrounding landscape and the effect on historic features, habitats and wildlife largely goes unrecognised.





			Public Guidance


			In the countryside, please make sure you:





· Extinguish cigarettes and other smoking materials properly. 


· Only use barbeques in suitable and safe areas, never leave them unattended and always extinguish properly. 


· Never start open fires in the countryside





			Staff Action Plan 





			The Emergency Preparedness Resilience and Response (EPRR) team requests that all service delivery groups review their business continuity procedures and assess potential risks in the following key areas:





· Staffing


· Premises


· Utilities


· Supplies


· Service delivery





Further Information and Resources:


Please familiarise yourself with the attached Business Continuity information and Severe Weather Procedure documents. For additional guidance and updates, you can visit the Emergency Preparedness, Resilience, and Response (EPRR) SharePoint site. Emergency Preparedness, Resilience and Response (EPRR) - Home.








			External Partners


			For further safety advice around fires please use the following links from Mid and West Wales Fire and Rescue Service:


Wildfires / Open Fires


stay_safe_this_summer_booklet_2019.pdf





			Contact Info


			[Provide relevant contact information for this event I.E Mid and West Wales Fire and Rescue Service]












			Overarching Title


			Infectious Disease Outbreak





			Subtitle


			[bookmark: _Hlk221804785]Acute Respiratory Infection





			Time and Date


			[INSERT DATE/ TIME WHEN WARNING WILL BE IN EFFECT (I.E. WINTER 2024/25)]





			Overview


			It is anticipated that a seasonal rise in respiratory viruses, alongside further cyclical waves of COVID-19 infection, will cause increased demand on the health board over the winter.


Testing for COVID-19 and other respiratory viruses should focus on supporting the clinical management of patients and identification of vulnerable individuals who would benefit from specific anti-viral treatment for COVID-19 or influenza, plus supporting infection prevention and control activities such as managing incidents or outbreaks of infection (Winter respiratory framework 2024 to 2025 (gov.wales)) . 








			Public Guidance


			[bookmark: _Int_WaVzibAN]Flu can make you very ill, especially if you already have a serious illness like asthma or heart problems. You can have an injection to stop you getting the flu sometimes called a flu jab. You can have the flu jab in the winter. Go to the doctor and ask them if you can have the flu jab.





People at higher risk of becoming seriously unwell from a respiratory infection, including COVID-19


People who are at higher risk from COVID-19 and other respiratory infections include:


· older people


· those who are pregnant


· those who are unvaccinated


· people of any age whose immune system means they are at higher risk of serious illness


· people of any age with certain long-term conditions





Symptoms of an ARI





Symptoms of COVID-19, influenza and common respiratory infections include:


· Cough


· [bookmark: _Int_GGcQCTVg]High temperature, fever, or chills


· Shortness of breath


· unexplained tiredness, lack of energy


· Loss of, or change in, your normal sense of taste or smell


· Muscle aches or pains that are not due to exercise


· Not wanting to eat or not feeling hungry


· Headache that is unusual or longer lasting than usual


· Sore throat, stuffy or runny nose 


· diarrhoea, feeling sick or being sick





Test to Diagnose (Individuals with clinical suspicion of an acute respiratory infection or related syndrome): 


The primary reason for testing symptomatic individuals is to support clinical decisions around management, the prescribing of specific antiviral treatment and to Inform Infection Prevention and control procedures. There are specific antiviral treatments available for at risk/vulnerable individuals infected with COVID-19 (a list of high-risk groups can be found in the latest guidance COVID-19 treatments | GOV.WALES ) or Influenza. Treatment Guidance for COVID 19 can be found COVID-19 guidelines | Eolas Medical and for Influenza, Influenza | Eolas Medical





Patients with clinical suspicion of an ARI or related syndrome





			Patient cohort


			Reason for testing 


			Test





			Emergency admissions 


			Specific antiviral treatment and IPC management


			Routine PCR 





			Inpatients


			Specific antiviral treatment and IPC management


			Routine PCR





			Symptomatic Haem/Oncology Admissions


			Manage individual patient COVID risk 


Infectivity exclusion 


			Rapid PCR & Routine PCR











Asymptomatic Testing





Test to safeguard: to protect individuals and services who are most vulnerable (see Test to Diagnose above).


[bookmark: _Int_ANYLi6XX]Pre-admission screening to hospital is not recommended unless there is clear evidence that the there is an identified risk to an individual associated with concurrent planned treatment (such as chemotherapy) and infection with COVID-19.



			Patient cohort


			Reason for testing 


			Test





			Asymptomatic Haematology Chemotherapy


			Manage individual patient COVID risk 


Infectivity exclusion 


			POCT

















			Staff Action Plan 





			Staff testing


The testing of symptomatic health and social care staff is not recommended (unless they are personally vulnerable and anti-viral therapy would be appropriate). Symptomatic staff are advised to stay away from work based on symptoms and follow the guidance Advice for health and care staff on respiratory viruses including COVID-19: guidance | GOV.WALES. Testing may be deployed as part of management of specific incidents





Health and social care colleagues are reminded to implement relevant escalation plans and take appropriate business continuity actions to ensure services are able to cope as best they can with any associated increased demand. It is particularly important to closely monitor staffing levels in times of anticipated higher levels of staff sickness.





			External Partners


			Please see advice from UKHSA:


People with symptoms of a respiratory infection including COVID-19 - GOV.UK





			Contact Info


			[Provide relevant contact information for this event]












			Overarching Title


			Infectious Disease Outbreak





			Subtitle


			Norovirus





			Time and Date


			[INSERT DATE/ TIME WHEN WARNING WILL BE IN EFFECT (I.E. WINTER 2024/25)]





			Overview


			Norovirus, a virus which causes diarrhoea and vomiting, is circulating in the community, leading to symptomatic patients being admitted. The virus most commonly circulates during the winter months however, we are currently seeing incidents and outbreaks in some of our hospital sites as a result of patients admitted with symptoms. 





			Public Guidance


			The symptoms of Norovirus may take a few days to appear (around 2-3 days) after you become infected, and symptoms can typically last for up to two or three days. Symptoms include diarrhoea and/or vomiting, aching muscles and joints, headache and occasionally a temperature. You may also still be infectious for a few days after your symptoms get better.


The tummy bug is unpleasant for everyone but usually does not cause any long-lasting harm. However, for vulnerable hospital patients whose immune systems might not be as strong, it can be more serious. Outbreaks of Norovirus in hospital can also affect patient flow, increasing pressure at our front doors. 


Protect yourself, your patients, and your family against Norovirus by;


· Always washing your hands with soap and water after caring for patients with diarrhoea or vomiting symptoms. Alcohol gels are not always effective against Norovirus because they cannot penetrate the virus’s protective outer shell. 


· Assisting patients to perform hand hygiene at key opportunities such as after using the toilet and before eating and drinking, by taking them to the sink or offering hand wipes and supporting them to use them. 


· Risk assessing patients on admission - any patients with a history of diarrhoea or vomiting symptoms or contact with a symptomatic individual should be isolated in a single room and have a stool sample sent if symptomatic. 


· Regularly cleaning & disinfecting frequently touched surfaces and equipment.


· Reporting any symptoms of Norovirus to your manager as soon as possible. 








			Staff Action Plan 





			The IPC team are urging all staff to report any patients with symptoms to them as soon as possible.


This IPC Sharepoint page has more information on Norovirus, including steps for prevention and policy.





Health and social care colleagues are reminded to implement relevant escalation plans and take appropriate business continuity actions to ensure services are able to cope as best they can with any associated increased demand. It is particularly important to closely monitor staffing levels in times of anticipated higher levels of staff sickness.





			External Partners


			Please see this leaflet from Public Health Wales:


Layout 1





			Contact Info


			[Provide relevant contact information for this event]


Contact IPC on ex 33690 or, if non urgent, email SBU.InfectionPreventionandControlTeam@wales.nhs.uk 





















			Overarching Title


			Infectious Disease Outbreak





			Subtitle


			C. difficile (or C. diff)





			Time and Date


			[INSERT DATE/ TIME WHEN WARNING WILL BE IN EFFECT (I.E. WINTER 2024/25)]





			Overview


			C. difficile (or C. diff) is a bacterium that can infect the bowel and cause diarrhoea. It most commonly affects people who have recently been treated with antibiotics but can spread easily to others.





			Public Guidance


			You are more likely to get a 


C. diff infection if you:


· Are taking, or have recently taken, antibiotics;


· Are in hospital or a care home, particularly if you have been in hospital a long time;


· Are over 65;


· Are being treated for cancer;


· Are taking medication to reduce the acid in your stomach;


· Have an inflammatory gut condition;


· Have had stomach or gut surgery; or


· Have an illness or are taking medicines that lower your immunity (the way your body fights infections).





You can also get a C. diff infection without any of these risk factors. People can come into contact with C. diff germs and not get sick but still spread them to others.





Symptoms





[bookmark: _Int_Qdw4ENkK]C. diff can damage the lining of the gut wall, causing symptoms including diarrhoea, loss of appetite, feeling sick, tummy pain and fever (high temperature). Sometimes C. diff can cause more serious complications which need to be treated in hospital.





[bookmark: _Int_AR3AVm3r]When someone has C. diff, these germs are found in their poo. If their poo is very runny (diarrhoea), C. diff is more likely to spread to other people. Germs can survive on skin (for example, your hands), fabrics, toilets, commodes, bed frames and other surfaces. Without thorough cleaning, the germs can survive for a very long time, spread, and infect other people. If you have diarrhoea, you, and anyone you come into direct contact with, or share space with, while you are poorly, must always wash their hands with soap and water and dry them thoroughly.





			Staff Action Plan 





			C.difficile guidelines


· [bookmark: _Int_6av5SZQK]Help patients to wash their hands with soap and water after using the bathroom and before eating. C. difficile is difficult to kill and spores can live in the environment for months but thorough handwashing, or helping a patient use hand wipes if confined to bed, can make a huge difference. C.diff spores are not killed by Alcohol-based hand rub! 


· Where possible, always take patients to a bathroom rather than offering a commode at the bedside. After use, wipe down frequent touch points and level surfaces. More than 30 percent of patient bathrooms have C.diff present, so wiping down surfaces is vital.


· If a commode is necessary, dismantle and disinfect thoroughly after each use. Always use sporicidal products such as ChlorClean or Clinell Paracetic Acid (Red) wipes to clean commodes, sluices, and bathrooms. 


· Inform patients and relatives about the risk of food items being contaminated if left uncovered. Suggest the use of containers with lids and regularly dispose of items left uncovered.


· Bag and seal all continence and hygiene waste products at the bedside – do not place these items directly into bins in bays or cubicles.


· Restrict bed movement between wards. There may be occasions when this is necessary but, if at all possible, transfer patients on chairs or take the clean/empty bed to collect the patient.


· Air mattresses must be returned to Arjo for decontamination after a patient has been transferred or discharged. Refer to the attached slides for detailed guidance on how to do this and additional steps to take.


· Do not wear gloves routinely. Please risk assess. Refer to the attached slides for further guidance on when the use of gloves is appropriate. 


· Do not hesitate to send a sample the first time a patient has a type 5, 6 or 7 stool. This is extremely important as early sampling is key. Again, please refer to the attached slides for more information.


· C.difficile rapid testing is available in Morriston and Singleton hospitals. Collect type 5-7 faecal sample from the patient and put it into a labelled blue top container in a sealed plastic bag (see slides for more information). 








			External Partners


			The IPC team are urging all staff to report any patients with symptoms to them as soon as possible.








			Contact Info


			[Provide relevant contact information for this event]


Contact IPC on ex 33690 or, if non urgent, email SBU.InfectionPreventionandControlTeam@wales.nhs.uk
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Appendix One to the DICE Crises Communications Plan


SBUHB Crises Communication Plan Toolkit for 


DICE & Health Board Gold





Communications checklist 


Communicating during an incident is not the same as in normal business, and the following is essential to good handling:


· Speed of response – ensure a short and robust sign off process. Gold Commander to approve all messaging (unless a deputy is agreed)


· In an emergency response DICE will be included within the command structures


· Be clear on the level of the regional & national sign-off process for communications


· Stakeholder management – understand who is affected and what do they need to think, feel and do


· Gather the facts and prepare a holding statement (fill the vacuum) 


· Understand if this is a police investigation 


· Agree messaging for staff – who, what, how and when


· Confirm the Health Board’s spokesperson(s)


· Agree the frequency of messages (regular – minimum daily). This will need to be agreed within the Health Board command structures.


· Establish social listening – what is being said in the media and social media


· Log all communications activity and ensure Gold command are sighted on all communications requests. 





Top tips for messages 


· Keep messages short and clear


· Communicate facts (especially in early stages – better to say less, but be accurate)


· Demonstrate proactive action and commitment to resolving the issue


· Be clear on what services are affected/not affected for example Emergency Department


· Do not use the phrase crisis


· Do not comment on individual cases 


· It is ok to show we are sorry – “We are sorry for the disruption for patients…” this is not a legal admission


· Show care and empathy for those affected 


· Signpost people to where they can get more information


· Thank staff/partners that are supporting the response 


· Be clear on any call to action for staff/patients/public


· Give a clear time, date for the next briefing. 





Stakeholder management (order of communications)


Once your communications have been agreed by the Gold Commander, the below order of communications is usually appropriate in most incidents: 


· Ensure staff are notified of key messages/actions and agreed public messaging (remember when sending to 7,000+ staff, messages are likely to get into public domain)


· Ensure public facing staff are notified of agreed public messaging 


· Share messaging with multi agency partners 


· Share messaging in line with Welsh Government protocols 


· Add to the website


· Issue to the media and other stakeholders with a link to website


· Add to social media channels 





Toolkit for working with the media 


When taking a call from the media: 


· In office hours: Thank the journalist for their enquiry and ask them to email it to communications.department@wales.nhs.uk  and then take a note of the reporter’s name, email address and contact the Communications Team. 


· Out of office hours: Take the reporter’s name, contact details, background to the detail, deadline and if they are speaking to anyone else about this enquiry


· Confirm receipt of the enquiry and that someone will get back to you


· Do not confirm any details/acknowledge any incident unless you are the HBs agreed spokesperson


· Avoid saying – no comment, ask the reporter to contact the Communications Team


· If the enquiry can wait, signpost them to the Communications Team during office hours. 





The following information should only be released to the media after full consultation between all organisations involved in the incident. To note, if this is related to a regional or national incident, Guidance will be via the Strategic Co-ordination Group (SCG)


· Casualties – number and types of injuries 


· Incident cause 


· Persons involved – may have criminal / security implications – to note no specific names should be given until the HB is confident that families have been informed


· Specific advice to public 


· Specialist assistance / personnel 


· Security issues. 





Working with the media


The media will welcome any factual statements, particularly from eye-witnesses – it is essential that all staff from all organisations involved are aware of their individual media protocols when dealing with journalists. 





There will be great pressure from journalists to obtain interviews with staff involved with the incident and perhaps survivors/relatives. All interviews should be managed through the media briefing centre and interviewees should be supported and advised on how to prepare a statement. 





It is important to develop good relationships with media personnel and set out how they will be updated from the outset of any emergency incident. 





All media enquiries will be recorded by the media briefing centre. 





In the first instance the Health Board will issue a written media statement, to enable officers to focus on the issue at hand. Depending on the severity of the incident, the Communications Lead will work with the Gold Commander to agree the approach to interview requests and creating a short video from the Health Board. Press conferences will be only for the most serious of incidents, and likely to require a multi-agency response. 





Logging media enquiries 


All statements released must be recorded with date/time/issued to, so the Communications Team can monitor what has been issued. A specific issues log will be set up to keep this record, following the template of the generic Issues log already kept by the Communications Team.





The media will welcome any factual statements, particularly from eye-witnesses – it is essential that all staff from all organisations involved are aware of their individual media protocols when dealing with journalists.





Managing the media onsite as noted in the Health Board major incident procedures.


Security should be informed of any planned media visits on site. All requests for onsite interviews from the media should be made via the Communications Team or oncall lead (out of hours) prior to the media attending. The media cannot enter hospital grounds for recording or interviewing purposes, without the permission of the Health Board. 





Example holding statements


Initial response


A spokesperson for the Health Board said: 





“We can confirm that a fire broke out in [location], [time]. Our priority is the safety and wellbeing of our patients, staff and visitors.





“We are working with emergency services to evacuate patients, visitors and colleagues from X [be clear on what services are affected]. No one has been injured in this incident [if known/otherwise remove until further information is known]. [Add any specific call to action for public e.g. is ED open/ any number for patients to call]. 





“We will provide a further update as soon as we can. We would like to thank people for their support as our teams work to fully restore services as quickly possible.” 





More detailed statement (when information is known) 


A spokesperson for the Health Board, said: “We would like to reassure people that our teams are working to restore services as quickly as possible.” 





Explanation of the issue: for example, 


“We continue to face issues with our generator, in an area of the Women and Children’s Unit. As a precaution, we are temporarily closed to admissions for maternity, neonates and children’s services. 





“Contingency plans are in place to minimise any disruption and ensure the safety of service users. Other services at the X Hospital, including the Emergency Department, remain fully open.





“We are sorry for any inconvenience this is causing and would like to thank patients and visitors/ women and their families for their continued support. We would also like to thank our staff/neighbouring partners who are working hard to resolve the issues and offer advice and care to our service users in these challenging circumstances. Further updates will continue to be provided on our website as more information becomes available.”





Advice and support: 


Specific guidance for patients – an example below is given for maternity: 


· If you are in labour, have symptoms of labour, or you need to speak to someone in maternity services, please ring maternity triage on [insert number] for advice.


· If you have an unwell baby or child, please go to the Emergency Department, call 111 or 999 in an emergency. Our Emergency Department is operating as normal. 








Further information: 


· Add any specific actions (or repeat messages from previous messaging)


Further updates will be added to https://www.sbuhb.nhs.wales as more information becomes available. 





Date and time of this update (give this so people are clear on what is the latest briefing when it is added to the website).
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Appendix E Fuel monitoring log.pdf
Cost to fill at 66p per Ltr

Site Fill % Capacity Litres current level Litres |(+VAT) Fuel
£0.66)

Morriston

Main Boiler House 1 72% 132,000 95,298 £24,223.32|35 Sec. Oil

Main Boiler House 2 132,000 93,738 £25,252.92(35 Sec. Oil

Sub 4 (fed via main Boiler House Tanks) 35 Sec. Qil

SUB 6 GEN A (fed via main Boiler Tanks) 2024

- dya tank 4,716 4,744 35 Sec. Qil

SUB 6 GEN B (fed via main Boiler Tanks) 2024

- day tank 4,716 4,509 35 Sec. Oil
62,000 51,298 £7,063.32|35 Sec. Oil
26,500 19,812 £4,414.08|35 Sec. Oil
26,500 20,110 £4,217.40|35 Sec. Oil
41,400 35,752 £3,727.68|35 Sec. Oil
14,000 11,952 £1,351.68|35 Sec. Oil
30,000 27,466 £1,672.44|35 Sec. Oil

Singleton [ |

Boiler house 116,000 100,000 £10,560.00|35 Sec. Oil

Feeder tank (boiler House) 1,500 600 £594.00(35 Sec. Oil
10,000 3,700 £4,158.00|35 Sec. Oil

Cefn Coed Hospital | |
12,000 11,500 £330.00(35 Sec. Oil

Old CCH 2,500 1,650 £561.00(35 Sec. Oil

Education Centre 2,000 2,500 -£330.00|35 Sec. Oil

1,000 700 £198.00(35 Sec. Oil

Hafod Y Wennol:

Tank 1 100% 5,000 5,000 £0.00|Kerosene

Tank 2 100% 5,000 5,000 £0.00(Kerosene

Gorseinon

Main tank 5,000 2,000 £1,980.00|35 Sec. Oil

liwyneryr

Main tank (DECOMMISSIONED) - - £0.00|35 Sec. Oil

Tempoary Tank 1,000 1,000

Tonna

Main Tank 5,000 3,750 £825.00(35 Sec. Oil
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FINAL Bitesize Water and sanitation script.pdf
PUBLIC HEALTH ADVICE FROM UK CHIEF MEDICAL OFFICERS

WATER AND SANITATION DURING A NATIONAL POWER OUTAGE

Key headlines

e While water supplies are limited use water only for drinking, washing your hands, and
preparing food.

e Trytodrink at least 2 litres of fluid a day, which is around 8 cups. This fluid can be water
or other liquids.

e Make sure babies, children, women who are pregnant or breastfeeding, and elderly
household members get as much of the recommended fluid per day as possible, as they
are at higher risk of becoming unwell if they do not have enough to drink. This is around
4 cups of fluid a day for children under 2, unless they are being breastfed, and 8 cups of
fluid a day for everyone else.

e If anyone in your house has diarrhoea, it is very important they keep hydrated. Make
sure you wash your hands after using the toilet and before preparing or eating food. If
you have diarrhoea, use a separate bow! of water and soap from the rest of the
household.
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PAWS Annex V3.0 20-08-2025.pdf
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This document is an Annex for the Pre-Agreed Written Science (PAWS) document for a National Power
Outage (NPO). The information contained within this document has been deemed to be operational advice
or background information on the sector that may be useful when interpreting science advice within PAWS.

Page 2 of 36





OFFICIAL - SENSITIVE

1. Food & Nutrition

What is the reasonable worst-case scenario?

All food production and purchasing would cease, and food deliveries would encounter major disruption
immediately following an NPO. From 48 hours onwards, food quality deteriorates through both inadequate
storage (e.g., from fridges and freezers not working) and inadequate preparations (e.g., inability to use
electricity or gas stoves). Major public health concerns rise across the UK from 48 hours post-NPO, with
illness increasing each day and some fatalities linked to food safety.

From day 2, there would be significant animal welfare issues, extensive livestock suffering and substantial
mortalities. Food production and purchasing is expected to resume within a month following the NPO, but
deliveries remain disrupted until normal transport resumes and supply chains established to normal levels.

Most appliances for heating food and water will rely on electricity and will not operate during an NPO. Some
gas appliances will continue to function if not dependant on electric supply (e.g., no electric ignition).
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2. Water & Sanitation

What is the reasonable worst-case scenario?

Most mains water supplies and sewage systems are expected to be non-operational for the duration of the
NPO, with significant disruption to water supply and wastewater services for most customers. There is a
risk of untreated water entering networks that are broken, empty or depressurised. In those few areas
where tap water continues to be flow, it is reasonable to assume it is treated and safe to drink. Disruption to
supply will gradually increase over the first 48 hours and will vary across locations, depending on provision
of back-up power. Properties or areas supplied by gravity-fed distribution networks may maintain supply for
slightly longer whilst there is water in the network. There is a risk that in some localised areas wastewater
may build up enough to back up into streets, homes, and businesses (depending on the duration of the
NPO, groundwater infiltration rates etc).

There will be insufficient supply of alternative water to provide for all key infrastructure and vulnerable
customers. Opportunities for the public to purchase alternative water will be limited as it is expected that
supermarkets and other retailers will be closed during the power outage. Once power returns then supplies
will be disrupted due to the cascading impacts of the NPO on fuel supply, transport networks and
workforce.

Water companies are unlikely to be able to communicate with central government or customers until some
power is restored. National messaging will need to support communications developed by water
companies, regarding water quality, demand reduction and alternative water. Water treatment and sewage
treatment systems will only return to normal operations once continual and stable power is restored. Water
quality issues may be experienced as distribution networks fill. It could take a number of weeks, and up to
one month for pre-NPO levels of a resilient supply to return and full sewage treatment may take longer.

o Supply - Some water will continue to be supplied to customers served by treatment works and
distribution networks with backup generation.

¢ Regulations - Water companies who encounter supply issues must provide an alternative supply of
10L of water per person, per day (increasing to 20L post day 5). They would fail to meet this obligation
during an NPO due to the inability to provide this level of supply across a large population.

o Bottled Water - Water companies will make some alternative supplies available, but this will be
insufficient to meet demand. Supermarkets may begin to reopen as power is restored, providing
customers with a supply of water. With support from local responders, retailers may also be able to
ensure equal distribution of stocks and additional support for vulnerable groups. Supermarket stocks
will be limited and will not mitigate the shortfall.

How are water companies likely to respond?

Under the Water Industry Act 1991 and the underpinning Security Emergencies Measures Direction
(SEMD) (2022) water companies must ensure continuation of their water distribution functions during an
emergency. They are required to plan to provide alternative supplies in the event of a loss of normal supply.
While these capabilities are generally effective for local disruptions, these would not be able to scale up to
meet the impact from an NPO and demand for alternative water would far outstrip their stocks.

From April 2025, water companies are required to plan to have enough alternative water available to supply
1.5% of their population with 10 litres per person per day. However, not all of this will be made up of bottled
water, as companies may use water tankers, static tanks and re-zoning their networks to cover this amount.
The methods used vary by company and are designed for local or short water disruption.
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Based on previous incidents and data we have on companies’ alternative water stocks, we expect that
during an NPO, water companies will be unable to fulfil SEMD requirements to supply alternative water to
all customers affected for a prolonged period. Water companies are unlikely to be able to distribute any
alternative water during the power outage period.

Water companies will request assistance/direction from government, which may include: reduction of the
SEMD minimum water requirements (to 2 litres in line with science advice), enacting the Civil
Contingencies Act to allow Local Resilience Forums to access supermarkets supplies of bottled

drinks, military aid to the civilian authorities (MACA), and/or the relaxation of water quality standards that
would allow the supply of untreated water.

As there is a very limited stock of bottled water in the UK, its use needs to be managed wisely across water
company areas. Work is being undertaken by Water UK (the trade association for the water industry) to
coordinate alternative water supplies in incidents and Defra are in the early stages of engaging with the
food/drink manufacturing and retail sectors to plan coordination of bottled water in a large-scale incident.

What are the considerations for drinking water from a fire engine?

This advice is not intended for public communications but could be useful to local decision-makers e.g. fire
services, in a situation where access to water has become severely limited. Please see section 2.1 of the
main document of PAWS for health advice on hierarchy of water sources in the first instance.

. Water source: Fire engines typically use municipal water supplies that is either sourced from a
fire station (during non-active service) or using a road-side fire hydrant when responding to an
incident. The water would likely be safe for consumption if an onboard fire engine water tank is
filled up shortly before an NPO.

. Length of storage: Water stagnation within a confined tank space can result in higher
concentrations of waterborne microorganisms emerging over time. The replenishment rate of
fire engine tank water will dictate its drinking suitability.

. Storage materials: Differing tank materials offer varying protection against corrosion. Materials
such as stainless or galvanised steel minimise corrosion and therefore lowers the oxygen
availability for microbes to thrive (caused by corroding tank wall leaks) and limits rust deposits in

the water.

. Temperature: Increased temperatures encourage microbial growth. Water that is hot but not
boiling should not be consumed.

. Water hardness: The concentration of calcium-based compounds in water varies across the

UK. Low calcium concentration “soft” water is more acidic (i.e., lower pH) than “hard water”,
which, if regularly used in fire engine tanks, may result in heighted natural tank corrosion.

. Quality: Water should not be consumed if it appears abnormally discoloured, emits strong and
pungent odours, and if there is a visible presence of particulate matter and sedimentation.

How will drainage systems be affected?

Most drainage systems would continue to operate in an NPO as they are gravity-based systems but would
spill into local watercourses via storm overflows, rather than widespread flooding of properties. Flooding
may occur in some low-lying areas, electric-pumped drainage systems will stop working and instead
overflow via Emergency Overflows, but more substantial blockages and system failures will require
tankering or ‘over-pumping’ using petrol pumps directly to water courses to avoid wastewater backing up
into homes (these should be very rare and geographically isolated). This will have public health implications
and will require an extensive clean-up programme.
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3. Emergency Services

What is the reasonable worst-case scenario?

Immediately following the NPO, citizens would be unable to alert or contact the emergency services to
report incidents from the impacts of the NPO (e.g., fires in homes as people try to warm themselves, road
collisions, etc.) leading to a delay in responding and an increase in fatalities. The coordination of the
emergency services is dependent on resilient comms such as the emergency services network (ESN) and
Airwave as described in the Communications RWCS Planning Assumption. From day 0, water availability
would impact the response to fighting fires. Normal operations would resume when road and water impacts
reduce in the months following an NPO.

999 Services: Citizens would be unable to contact emergency services causing delays in responses and
increases in fatalities. Coordination of emergency services is dependent on resilient communications
including ESN and Airwave.

Ambulance Resilience: Standard UK panel van ambulances have eight 12V power connections typically
used for incubator and balloon pump units but other small devices with low power requirements like
phones, laptops and radios could be safely connected too.

Page 6 of 36





OFFICIAL - SENSITIVE
4. Healthcare

What is the reasonable worst-case scenario?

From the start of the NPO, there will be excess demand on health services which is exacerbated by
increased accidents and ill health (i.e., due to carbon monoxide poisoning, cold weather, food safety, and
the inability to access clean drinking water). Hospital and Adult Social Care staff will be severely restricted
in their travel to work across the NPO leading to increased pressure on services and increases in isolated,
vulnerable people in the community, and fatalities. All health care services (hospitals, care homes, GP
surgeries, dentists, and pharmacies) will be severely impacted immediately, including the closure of some
hospitals and other primary care facilities, including GP surgeries, and very limited operations on the rest.
Despite this, many people will attempt to access healthcare services which will become overwhelmed.
There will also be a lack of medicines and other critical health care items (i.e., blood and tissue products,
etc), leading to fatalities. Recovery of normal operations across the health service will take many months
post-NPO.

Do healthcare providers have access to backup power?

All health and social care organisations have business continuity plans to operate critical services without
power. For the NHS, hospitals’ critical services should operate for a period of 10-12 hours on backup
generation. Some hospitals run a dual system of essential and non-essential supply to protect essential
services. Decisions around critical services will be made at the local level. The duration generators can be
run using bunkered fuel varies between sites; some rely on daily deliveries whilst some can run for several
days.

What will be the impacts on the Adult Social Care (ASC) sector?

The care sector is not eligible to be prioritised for electricity under the Electricity Supply Emergency Code.
ASC sites do not meet the technical eligibility criteria for inclusion on the Priority Services List (PSL) due to
their size and location downstream on the network. A minimal number of ASC providers, mainly larger
providers, will have access to a back-up generator. Local systems should ensure sufficient capacity for care
provision. Whilst some providers and local authorities will have comprehensive business continuity plans in
place, this is unlikely to be the case for the whole sector and although they are more experienced with short
term outages, they are unlikely to be prepared for a sustained outage lasting more than a few days. Local
Authorities are required, under the Care Act, to ensure continuity of care where providers cannot carry on,
including through energy disruption. However, in the event of widespread power outages, there is a risk
that local authorities’ capacity to support providers may not be assured. Users of telecare are likely to be at
a higher risk of danger during an NPO, especially as analogue telecare devices are phased to digital under
the digital switchover. Users of telecare may be unable to alert response centres if they have an emergency
or an incident, the risk of which (e.g., a fall) might be increased in an NPO.

Individuals receiving care at home should be known to the Local Authorities, who should co-ordinate locally
to ensure the most vulnerable people receive critical care. During later stages of restoration, individuals
receiving care at home may be able to be added to the Priority Services Register. If possible, they will
receive notice of scheduled power cuts, priority support in an emergency and when calling their network
operator.

What is the impact of an NPO on accessing medication?

Access will be severely restricted given that wholesalers will likely be unable to deliver to pharmacies. If
local pharmacies do not have stock and the medicine is critical to life-maintaining care, individuals should
check with their local GP or travel to hospital immediately if alternative treatment is unavailable.

What about control testing of medicines and vaccines?
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Control testing is still a requirement for urgently needed medicines and vaccines. The independent batch
assessment and certification (‘control testing’) is a legal requirement for all batches of vaccines and blood
products, occurring prior to release of batches. Products stored by pharmacies and hospitals have already

undergone control testing and can be distributed to the public. It does not add significant delays to the
supply of biological medicines.
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5. Electricity

Electricity is generated from a range of sources, and this fluctuates daily based on factors such as the
weather. The electricity network covers Great Britain only and consists of a range of interconnected
substations linking through to customers. This includes a transmission network, operated by the National
Energy System Operator (NESO), and distribution network operated by 6 regional operators. The voltage
and frequency of the network must be carefully managed to prevent system damages and blackouts. The
frequency is required to be kept within one percent (0.5Hz) of 50Hz and voltage within 5% of the stated level
for each part of the network (e.g. 400kV or 275kV).

What is the demand for electricity?

Domestic customers makeup just under a third of electricity demand, followed by industry (26.5%) and
commercial sectors (20%). Electricity demand fluctuates according to the time of the day and time of year. In
winter, current demand varies between 20GW (overnight on a weekend) to 45GW (on a weekday evening).
In summer, it is lower, between 15GW and 28GW. Demand tends to fluctuate over the course of the day,
determined by human activity, see the figure below.
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Figure 1 Electricity Demand Profiles in 2022/23, Summer vs Winter

How is the supply and demand for electricity managed?

The NESO is responsible for balancing the grid to ensure supply meets demand every second. To do this
effectively, properties such as voltage and frequency must be carefully regulated across the whole network.
The NESO is required to hold operating margins in reserve above and below forecast demand. This reserve
includes additional generation as well as the ability to reduce output from power sources. This ensures that
supply and demand can be matched and avoid the frequency becoming unstable, putting supply at risk.

¢ Frequency: If there’s more demand for electricity than supply then frequency will fall, but if supply is
higher than demand, frequency will rise. The frequency is required to be kept within one percent
(0.5Hz) of 50Hz, but in aiming to meet that requirement, NESO generally aims to maintain frequency
within 0.2Hz of 50Hz in normal conditions. Large frequency deviations correspond to large power
imbalances, which threaten system stability and may lead to large-scale blackouts. Anything just 1%
above or below the standard 50Hz risks damage to infrastructure and connected equipment.

e Voltage: A deviation as small as 5% above or below can lead to increased wear and tear of
equipment, additional maintenance costs, or large-scale blackouts. Voltage levels across the
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electricity system can fluctuate and may vary across different points of the electricity system. The
voltage profile will change depending on the nature of the generation and load on the system and is
determined by the reactive power (background energy movement in an alternating current (AC)
system). Unlike system frequency, voltages are managed at a local level to meet the varying needs
of the system. To keep voltage stable, the NESO can increase it by injecting reactive power and
decrease it through absorption of reactive power which can be achieved using the generators.

¢ Inertia: Inertia is also important to the stable operation of the electricity system. Many generators
producing electricity for the grid have spinning parts — they rotate at the right frequency to help balance
supply and demand and can spin faster or slower if needed. The kinetic energy ‘stored’ in these
spinning parts is the system inertia. If there’s a sudden change in system frequency, these parts will
carry on spinning — even if the generator itself has lost power — and slows down that change while
the control room restores balance.

How will the system be restored?

In the event of a total shutdown of the system, a number of self-starting generators are used to restore local
demand, to energise networks in line with a pre-agreed plan and create a small power island (outside of the
grid). These can generate electricity without reliance on external supplies, including to supply a large amount
of power to start up other generators in the region. Not all power stations have, or are required to have, the
capability to provide restoration services.

In turn, these generators can then power more generators, creating a chain. The grid is restarted gradually
by connecting these generators to the power islands, which can then power homes and businesses. As the
system starts to progressively restore, multiple power islands are joined together to restart the whole system.
The regions chosen to energise first are initially driven by where the Electricity System Restoration (ESR)
stations are located, and which ones are successful in re-starting. Later the focus shifts from the number of
parties within a geographical region, to the impact that a provider (or combination of providers) has on
Restoration Time within a region and on GB. If the system is restored too quickly power stations could trip
and electricity supplies could be lost locally and/or regionally during restoration.

What is the protected sites list?

The protected sites list provides an indication of the priority sites across GB to be protected should demand
need to be reduced:
o Gas generators, terminals and other sites required for the functioning of the gas network
Electricity generators and network operators
Oil refineries and pumping stations
Certain manufacturing processes that could incur damages
Major airports and control facilities
Significant railway operations
Ports and docks with a national infrastructure significance
Essential water and sewage installations
Major food manufacturing, processing, or storage sites
Hospitals
Nationally significant digital and telecommunications services
Emergency services
Armed forces sites that provide civil protection
Nationally significant financial services

What impact will the cause of the NPO have on recovery?

The time taken to restore power is highly dependent on what has caused the failure of the National Electricity
Transmission System (NETS) and the extent of the damage to the network. The NETS includes system
redundancy (N-1) to ensure there is no impact with the loss of individual assets. Where assets are damaged
(e.g. collapse of transmission lines as a result of severe weather), these will be isolated to a small fraction of
the network and due to the distributed nature of the restoration process, the undamaged parts of the network

Page 10 of 36





OFFICIAL - SENSITIVE
should restore without being affected. Similarly, where threats such as cyber-attacks are detected, parts of
the system can be isolated and reset ahead of restoration to avoid damage to the wider system.

What are the alternative sources of electricity generation?

Alternative sources of electricity include generators, battery storage and renewables (e.g. solar panels):

Backup Generators: Studies have frequently shown households to use backup generators during previous
power outages. These can be used to power an entire house or specific appliances, such as a refrigerator.
It is unclear how many households in the UK have backup generation, but it is expected to be very low with
far higher figures for commercial businesses. This assessment is based on US studies. 85% of backup
generators used by commercial buildings and critical facilities in the US use diesel and 10% use natural
gas (which can be delivered through the pipeline), with most of the remainder powered by propane. Smaller
generators can also be powered by petrol or solar. Typical capacities range from 5-50kW for homes and
small businesses up to around 3000kW for larger offices, businesses and industry. As a rough estimate of
how much fuel (litres) a diesel generator uses per hour on full load, you can multiply the size of the
generator in kW by 0.25.

Residual Battery Storage Systems: In 2021, it was estimated that 37,000 residential battery storage
systems had been installed in the UK, representing 0.1% of households. However, this is growing each
year with estimates of 11,000 installed in 2020 alone. These provide power directly to the household mains
circuitry and typically store around 4kWh, though can reach up to around 20kWh. For context, the typical
household uses around 8kWh per day so it is unlikely the typical system could provide power for the
duration of an NPO unless it is paired with some generation.

Solar Panels: Designed not to generate power during an outage to protect engineers working to repair the
grid from harm. The exception is where they are integrated with battery storage systems, with estimates
that around 80% of new solar installations now include storage. Most domestic solar PV arrays are
between 1.5kW and 4kW. With about 1 hour of peak sunlight in the winter across most of the UK and 4-
5hours in the summer, as a rough estimate you could expect between 1.13-3kWh and 5.63-15kWh of
generation per day (considering 25% losses) depending on the time of year.

Uninterruptible powers supplies (UPS): Commonly deployed at businesses and occasionally homes to

protect from power outages. However, these serve mainly to prevent interruption of the power supply until
backup generation kicks in and last for minutes/hours rather than days.
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6. Fuel

In 2023 39% of UK energy consumption was met by petroleum products. Almost three-quarters of petroleum
products consumed in the UK are used to fuel the transportation of people and goods. This includes 97% of
UK road vehicles which are powered by petrol or diesel. Diesel also fuels generators which will likely see
increased use during an NPO, as well as other forms of transport including some trains and small boats.
Larger ships rely on fuel oil and planes use kerosene which is also used to heat 5% of UK homes. While UK
refineries produce the maijority of petrol needed in the UK, this is not the case for diesel and kerosene. Around
50% of the typical UK consumption of diesel and 75% of kerosene is imported.

What are the planning assumptions for an NPO?

Downstream oil infrastructure and systems will shut down or be non-operational following loss of power. This
includes refineries, terminals, pipelines, forecourts and fuel hauliers. These systems will not restart operations
until power is restored. Refineries will go into a safe shutdown state and rely on backup generation to ensure
safety, however there is an increased risk of damage during shutdown and startup. Additionally, it can take
up to 8 weeks to restore full capacity which will impact fuel production in the UK. Fuel will not be accessible
during an NPO unless contingency plans have been made e.g. bunkered fuel for emergency services, or the
military. When electricity is restored, category 1 responders (i.e. emergency services, health, local authorities)
will receive priority access, with the public having limited to no access for weeks while supply and demand is
stabilised. This may include increasing imports during this period.

Can fuel be accessed without electricity?

During normal operating conditions, fuel can be accessed from up to 5 types of locations: directly from the 6
UK refineries, from one of the 55 UK terminals or from fuel tankers (i.e. trucks). Additionally, petrol and diesel
can be accessed from forecourts and aviation fuel can be accessed from storage facilities in or near airports.
For each of these, electrical motor pumps are required to access fuel. While there are manual processes,
these will be less efficient. Fuel already in the system should be accessible from 1-2 days after electricity is
restored, whereas access to fuel longer term will be delayed while refineries restart production. Therefore,
fuel losses early on in an NPO due to inefficient access of fuel without electricity could impact long term fuel
supply. A DESNZ survey found that the average forecourt is 43% full which typically represents c.3-4 days’
worth of fuel. However, busier forecourts (e.g. supermarkets) may refuel several times a day. Forecourts
store the fuel underground which makes it challenging to access without electrical pumps. An alternative
could be to use portable generators; however, this equipment may be prioritised elsewhere. Siphoning fuel
will not work where the fuel needs to move to a higher location as this process relies on gravity. Storage
tanks in refineries and terminals store fuel above ground. In case of emergency, fuel could be moved
manually to road loading racks using gravity where systems allow for manual operation of valves and stops;
however, many will rely on electrical equipment. While these sites may have backup generation, this will likely
be prioritised for safety systems rather than accessing fuel.

What is the risk of incident or damage during shutdown or startup?

Emergency systems are in place to ensure refineries shutdown and startup safely, and the likelihood of an
incident occurring is relatively low. Risks are lower for shutdown than in startup. Refineries are complex
systems, but common failures include overheating which can damage pipes and overpressures which can
result in leaks, spills and fires. High temperature and high pressurised processes, hydrotreaters and
hydrocrackers are among the highest risks of failure with such failures potentially resulting in explosions and
severe damage to the unit and those surrounding it. Given the presence of relatively high concentrations of
hydrogen, there is high risk for combustion as well as significant damage to metal components such as
fissures and cracking caused by a high temperature hydrogen attack. Damage to these vessels is likely to
require replacement rather than repair, and the possible impacts on surrounding units and pipework can also
take a long time to repair and/or replace.
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What is the process for returning to operation?

The startup process is sequential and if an issue is identified the entire startup sequence may need to be
restarted, which is particularly likely in the event of unplanned shutdowns. It may also be necessary to import
and export intermediate products in order to manage inventories and bring a certain unit online; these could
take as little as a few days up to weeks to arrange. It is not possible to speed up the restart process or relax
requirements for quicker startup. Liability is held with the refineries who would not take these risks.
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7.Gas

A significant proportion of UK gas supply (31%) is used for electricity generation. Gas is also directly used by
22 million customers, including 85% of households that use gas for heat, and for industrial processes such
as steel and glass. The key components of the network are gas terminals where gas is brought onshore and
processed, compressors which ensure the gas can be transported around the network, pipelines, offtakes
which facilitate gas being put onto local distribution zones or into power stations and lastly multi-junctions
which are used to interconnect pipeline systems and control the flow of gas through the main pipelines in the
National Gas Transmission Network (NTS).

What are the planning assumptions for an NPO?

Gas production will be reduced during the initial phases of an NPO. With reduced demand, the line pack
(residual gas stored in the network) in the system should be sufficient to maintain pressure while the gas
terminals come back online during the initial phases of electricity system restoration. These terminals will
be prioritised as gas power generation is required to support restoration. As the gas network is a
mechanical system it should continue to operate throughout the NPO (subject to pressure being maintained
in the pipelines). Key risks include not being able to cook or heat homes during winter months and an
increased risk of gas explosions.

What is the demand for gas?

Demand for gas fluctuates seasonally and over the course of the day; a high demand day in winter can be
up to 465 million cubic metres (mcm) while the lowest demand day can be 117mcm. However, daily variation
is not mirrored by gas supply which remains steady throughout. Instead, the gas system relies on residual
gas stored in the network, the linepack, to provide a buffer. Linepack starts at a maximum capacity in the
early morning and is steadily reduced over the day before topping back up to a maximum overnight.

What would happen during an NPO?

Gas terminals would immediately go into safe shutdown, apart from parts of St Fergus, Bacton and Easington
terminals who would be able to export at a reduced capacity using their backup power capability. The gas
that is already in the network would continue being able to flow to customers for at least the next few hours.
However, domestic and industrial customers wouldn’t be able to use this supply without electricity presence
(unless they have back-up generation or older appliances). This means that gas demand would drop to
around 50mcm. It would be possible to meet this with available gas that is already in the network, known as
linepack.

What is the process for restarting?

During restart, the National Energy System Operator (NESO) will prioritise restoration of electricity supply to
impacted gas terminals ensuring continued supply to the network. The NESO will also phase subsequent
restoration of gas network infrastructure to ensure sufficient gas supply will be available to meet increased
electricity-contingent demand in areas with electricity supplies restored. There should be no regional impacts
to gas supply during an NPO beyond where this is influenced by the geographic basis for electricity
restoration.
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8.Pets

No reasonable worst-case scenario has been produced by Defra. However, this risk would impact on our
ability to control a disease outbreak (NSRA: R80a, b, ¢ and d) through lack of Disposal, Depopulation and
Disinfection capacity and lack of traceability of movements of animals.

An estimated 62% (17.4 million) of households keep pets, with cats and dogs being the most commonly
kept animals (~12 million dogs and 11 million cats). Household pets also include ferrets, rabbits, birds,
rodents, reptiles, amphibians, insects, and equids.

Companion animal ownership in England is supported by animal welfare organisations and companion
animal related businesses such as licenced activities and associated industries such as Pet Food
Manufacturing.

The animal welfare sector includes organisations such as the RSPCA, Battersea, Cats Protection, as well
as many small-scale and/or breed or species-specific rescue organisations. For example, in 2023, the
Association of Dogs and Cats Homes reported representing 159 individual members who employ >6500
staff to care for ~15000 animals at any one time. There will be many more local, small rescue operations.

Companion animal businesses include those who breed or board dogs, board cats, hire out horses, sell
animals as pets, or keep animals for exhibition. As of 1 April 2024, there were 2142 companion animal
businesses licensed under the Animal Welfare (licensing of activities involving animals) (England)
Regulations 2018 (LAIA).

There is a risk to exotic species that rely on temperature management systems (heating, lighting, humidity,
ventilation, filtration). Several companion animals rely on heating (and can be kept in large numbers by the
~1500 licensed pet shops operating in England).
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9. Travel and Transport

What is the reasonable worst-case scenario?

All public transport is severely disrupted or non-operational including air transport, seaports, international &
domestic rail. There will be major disruption to traffic flows and road network safety will be severely
compromised. Hundreds of thousands of rail, sea and air passengers will be stranded. Recovery of all
public and freight transport operations in all modes would take weeks, if not months.

Aviation:

Impacts: In response to an NPO the aviation sector plans focus on closing airspace and landing all
civil aircraft in UK airspace. National Air Traffic Services (NATS) anticipates aircraft landing within
the UK during this early period of power loss. While backup power at airports cannot support normal
operations, it will allow for the retention of safety critical functions that will allow aircraft to land.
Capacity limits placed on Air Traffic management and restrictions of flying would have a major
detrimental impact on critical services and the economy. There would be disruption to the
movement and loss of high dependency and essentials goods such as medicines. The high number
of stranded passengers at UK airports and abroad would lead to concerns over safety and the
adequate provision of welfare. Mitigations for this, especially communications to these passengers,
would benefit from behavioural science input (see Transport section in main body). Many of the
sector plans are dependent on back-up generators and communications still being online.
Timescales: There would be an immediate impact to commercial operations. Day 1 to 7 will see
stranded passengers at airports. This number should reduce significantly after Day 5. The full return
of power to airports will take approximately 4 weeks. BAU operations will not resume until well
beyond this point.

Communications: Airports and airlines will struggle to communicate messages encouraging
passengers not to travel. The aviation sector will be largely dependent upon HMG communications
to the public. NATS will retain strategic communications with airports, airlines and pilots ensuring
safety in the air.

Data: During and following an NPO NATS, Airports, UK Civil Aviation Authority, and Border Force
will provide information on daily flow rates through UK airports and the number of aircraft in UK
airspace, depending on comms. This will inform the assessment of impacts.

Domestic Rail:

Impacts: Early notification that an NPO has occurred, and its likely duration are critical to the rail
response, with significantly better outcomes for passenger safety and evacuation with prior warning.
The main impacts of an NPO on domestic rail would be loss of the transportation of critical and non-
critical goods and the movement of people, and stranded passengers. It is estimated that 275,000
passengers on 1900 trains would be stranded. It would be difficult (in some cases impossible) to
fully meet the essential needs of stranded passengers in remote parts of the UK, e.g., west coast or
highlands of Scotland. Potential issues of stranded dangerous goods (inc. nuclear) left on freight
trains are likely to need scientific consideration and advice. Network Route Operations Centres
(ROCs) will not have situational awareness of exact train locations at the time of an outage. Whilst
Network ROCs may have backup power, it is highly unlikely that backup will extend to the points,
signals and track circuits in their route areas.

Timescales: The train network will stop functioning immediately due to both power and signalling
loss. Passengers will likely de-train themselves from approximately 2 hours onwards. The rail
network would not restart for several weeks after full restoration of power, as trains would need to
be recovered, and safety checks conducted.
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Communications: The communications which would normally be used by rail to understand how
an incident is being managed and therefore, direct appropriate resources to support the rail
response are not likely to function during an NPO. GSM-R and Airwave are cellular systems, and
there is no guarantee they would work. There is no assumption of backup point-to-point radios on
trains, and whilst lineside boxes may still be working, they are not present on the majority of the
network.

Maritime:

Impacts: There would be the loss of delivery of high dependency goods, disruption to the
movements of essential goods, fuel and hazardous materials such as biomass. From the start of the
NPO, there will be an immediate loss of maritime distress signalling and communication satellites
for all services without resilient communications or back-up power generation. This will lead to a
decrease in the accuracy of Global Positioning Systems (GPS) and Global Navigation Satellite
Systems (GNSS) signalling for a range of services which rely on these. As such support for vessels
and crew will be limited.

Timescales: Heavy loading equipment requires significant power so will likely be unavailable from
the start of an outage. Ports will conduct a phased operational shutdown to protect staff and
equipment. They will likely concentrate on security during the shutdown and will focus on protecting
goods. Ports would not use emergency power to continue BAU even if possible to do so, as
road/rail networks are expected to be out of operation. It is likely to take ports weeks until they
would be able to get up and running to full efficiency again after an NPO.

Strategic Roads:

Impacts: Reasonable worst case scenario impacts include disruption to traffic flows, with potential
for congestion from abandoned vehicles and road network safety will be compromised, with systems
such as traffic lights being offline and smart motorways not able to display lane closures.
Furthermore, emergency service access, and the movement of essential goods, fuel and the
workforce will all be severely affected. Maintaining the safe operation of the Strategic Road
Network (SRN) through the monitoring of the network and providing support to the emergency
services, including responding to traffic incidents and supporting customers would be a key
responsibility of National Highways (NH). However, without fuel, NH will be unable to patrol the SRN
or open their regional operation centres (ROCs) which would impact their ability to carry out these
functions.

Timescales: For the initial hours and possibly days of an NPO, road and bus transport are
theoretically able to continue, but no refuelling will be available. Roads are expected to become
increasingly congested for several days, due to lack of ability to respond to incidents, however
congestion is expected to reduce due to lack of demand after several days. Once power is restored,
a clean-up operation of the road network will begin.

Data: The majority of usual data types (traffic flow, number of cars, roads closed, etc.) will be
unavailable because they are generated by automated systems which will do not function without
power. NH may be able to provide very basic manual system data (e.g., which roads are open or
closed) but this is not guaranteed and would take significant amounts of time to collect.

Concurrent Risks: In freezing winter temperatures, the safe operation of the SRN depends on road
surface treatments (salt spreading). Snow clearance will be operational as gritters are diesel, and
diesel is kept in tanks. Stockpiles in depots are likely to last more than 7 days. NH are dependent on
weather forecasts and the ability to receive, process and communicate this information. Therefore,
during an NPO this service may be interrupted by lack of access to fuel, staff resources and weather
forecasting services.
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10. Space-Based Services

What is the reasonable worst-case scenario for space-based services?

From the start of the NPO, there will be disruption to the UK ground segment of space infrastructure which
will lead to difficulties in maintaining links with satellites leading to difficulties in command and control, as
well as transfer of data needed for space-based services, namely position, navigation and timing (PNT);
satellite communications; and remote sensing. This would impact downstream applications such as
weather forecasting, communication networks, monitoring and control of remote infrastructure. Without the
ability to command and control spacecraft there is a risk of an orbital collision as any reactive manoeuvring
may not be possible. Services would continue for those with back-up power generation for up to three days.

What would be the impact of an NPO on the provision of space services?

The signals and data from satellites provide a range of functions that allow for communications and being
able to observe the Earth and Space environments, needed for a variety of monitoring, forecasting and
domain awareness functions. To make use of these signals, ground stations are needed to receive,
process and distribute the data which is where the power dependency is linked in. Loss of power to this
infrastructure would mean that UK capabilities to make use of this data and subsequently the functions that
rely on it would be disrupted. These include weather forecasting, direct-to-home and business connections,
backhaul functions for parts of mobile network, and emergency response. Additionally, the payload
systems of satellites need commands of where and when to function (i.e. take image over this area) and
ground infrastructure is needed to transmit those signals to the satellite. As space systems often serve a
global customer base, operators have typically built a network of stations for global coverage, affording a
level of resilience in the case of geographically bound disruptions, such as during an NPO.

What will be the impact on Satellite Orbit Control?

Orbital characteristics of satellites and how and if they can be controlled varies. Many are passive, with the
ability to maintain orientation, but not to control their orbital path. Risks for these are the same regardless of
the status of an NPO. Other satellites need to be more active in maintaining their orbital position, and these
require correction over time, with many designed to make corrections themselves. However, over time
deviations grow in their orbital paths and whilst some satellites have automatic station keeping capabilities,
others may need manual correction. Typically, deviations take significant periods to develop, over days or
weeks, rather than hours. However, in the event of a severe space weather storm, which could instigate an
NPO, significant deviations of satellites in lower earth orbits would be seen. Additionally, all ground stations
have some level of power resilience, so can maintain operations for around three days. Therefore, the risk
of not being able to manually correct these orbits during an NPO will increase but not significantly.

What will be the impact on ‘Collision of Satellites Alerts’?

Alerts are generated by the US Space Force and the UK National Space Operations Centre (NSpOC) when
satellites are at risk of collision. In the event of an NPO, operators would have to rely on US-only alerts.
Occasionally a spacecraft will have to undertake a manoeuvre to mitigate the collision risk. If the ground-
station or flight dynamics team is based in the UK during an NPO, the manoeuvre would not be possible
unless a back-up power source exists and alternative internet access to access the satellite from the
ground station is available. Most manoeuvres are made as a precaution. The result of an impact or collision
will depend on the relative size and mass of the affected objects and their orbital characteristics. Impacts
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can range from minor damage, degradation or loss of a satellite, to the creation of debris. Any debris will,
over time, spread out along the orbital path of the original objects and may pose a threat to other satellites,
resulting in a cascade of damage. This has not yet been experienced, but the ability to manoeuvre is a key
mitigation for this.

UK Space Agency staff and RAF High Wycombe staff who operate NSpOC do not have access to back up
power and many of the systems currently work on desktop machines rather than cloud-based systems.
Therefore, NSpOC alerts would stop. On the civil side the alerts are: re-entry early warning, collision
avoidance, fragmentation (the break up of a spacecraft in orbit), planetary defence (warning for near-earth
objects) and licensing compliance. Operators would have to rely on alerts from the US. Government
authorities would not be alerted.
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11. Broadcast

What is the reasonable worst-case scenario?

TV and radio broadcast networks are disrupted. The BBC maintains output of national FM radio broadcasts
of two radio services (R4 and R2) for 7 days. Citizens are able to access FM radio services on battery or
wind-up powered radio sets or in-car radio equipment (note DAB radios also have a FM tuner). Most digital
radio receiving equipment in home and in vehicles also has a FM tuner. People can switch mode on this
equipment from DAB to FM.

What would be the impact of a loss of the Global Navigation Satellite System (GNSS) on
broadcast?

FM broadcast networks would not be affected by a loss of GNSS timing signal. This is because in the UK FM
transmission does not rely on timing synchronisation of radio signals as the FM networks operate as multi-
frequency networks, rather than a Single Frequency Network. Potential impacts on the Digital Terrestrial
Television (DTT) network from a loss of GNSS timing would be minimal due to the small proportion of Single
Frequency Networks in the entire UK DTT network. DTT transmission antennas are fixed, and receiver aerials
used on buildings are directional and so point at the 'wanted' transmitter to receive TV signals. Therefore,
these reject any 'unwanted' transmissions from other adjacent/overlapping TV transmitters. The main BBC
DAB transmission sites operate as Single Frequency Networks utilising GNSS. They receive multiple GNSS
timing sources and have high stability internal clocks to mitigate against loss of GNSS timing signal. They
can operate in a holdover state for several weeks before there is any degradation in network coverage.

What will happen during the return of power?

There are no barriers preventing TV and radio equipment working immediately after power is restored. TV
and radio receivers in homes, cars, etc will continue to work and pick up stations once they restart
broadcasting.

What will be the long-term impact on broadcast?

TV/radio broadcast systems serving large populations operate on electrical backup power during an NPO
and long-term impact on these TV/radio networks is unlikely. However, there is a small risk of a serious
equipment fault happening if these larger transmission sites had to shut down for a prolonged period in an
uncontrolled way, for example, if the diesel fuel for the generator were to run out. This risk is higher for the
largest high power transmitter sites. TV and radio broadcast systems (relay transmitters) which provide
services to small population areas are designed without back-up power and will shut down during an NPO
and then automatically restart once power resumes. Nationally, there are around a thousand transmitters in
this category and following mains power restoration some will inevitably develop faults that would need to be
fixed.
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12. Communications

What is the reasonable worst-case scenario?

Without any form of back-up power, almost all telecommunication connections (fixed line & mobile) will be
lost immediately wherever power is lost, which would disable voice and internet services. As a result, along
with other telecoms services, the emergency numbers 999 and 112 would likely be inaccessible for almost
all the population affected. All services for most areas would resume immediately following power
restoration.

What will be the impact of an NPO on telecoms and internet?

Almost all customers should assume connectivity will be lost immediately. Residual resilience will be limited
as almost all connections have little to no resilience at the customer-end of the connection. Almost all
internet and landline connections will be lost immediately, given reliance on mains electricity. 87% of mobile
cell towers only have up to 15 minutes of backup battery life, 10% have up to 1 hour, and the remaining 3%
have 3 hours. After this, almost all connections will be severed despite the core telecoms network having
up to 5 days of resilient power.

What will be the impact in rural vs. urban areas?

There will be no difference in telecoms and internet connectivity, this is dependent on the NETS. Once
power begins to be restored connectivity will depend on this restoration.

What are the challenges of residual power for connectivity?

¢ Mobile — Scale of the network and associated costs. There are approximately 80,000 cell sites across
the UK, the cost and difficulty of sourcing rare earth materials to deliver a few hours of resilience to an
appropriate scale will cost billions. A significant proportion of cell sites also exist on incompatible sites
(e.g., church steeples and skyscrapers).

¢ Fixed-Line — The practicality of making the customer equipment more resilient, using Uninterruptible
Power Supply (UPS) and battery backup devices is challenging in both scale and proportionality.

¢ Building additional resilience will also require legislative or regulatory changes from Government and
Ofcom.

What is an Uninterruptible Power Supply (UPS)?

UPS provides an automated backup if mains power is lost. Some premises will have this. A small number
of full-fibre-to-the-premises broadband connections could remain functional with UPS (10% of premises).
Most landlines rely on broadband connection to function, so would have similar impacts to the above. A
small number of connections using the old PSTN network and with wired handsets would continue to
function throughout the National Power Outage.

Could satellite phones be used during an NPO?

Satellite phones will allow you to make and receive phone calls and text messages. Although these are a
resilient form of communication and designed to work during a power outage, the ability to communicate
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large amounts of data and complex information is limited. There is also interconnectivity issues related to
using satellite phones with the Resilient Voice System (formerly Resilient Satellite Network) during an NPO.

When will communications be restored?

As power is restored, customers should have access to broadband and fixed-line services, but mobile
phone and data usage will depend on cell sites also resuming power, which will be difficult to predict.

What are the challenges for recovery?

All connection types should be fully operational and return to BAU levels. However, some damage to
equipment may result in intermittent and unpredictable outages in connectivity, but this will be localised and
repaired. The level of long-term damage will be hard to predict but industry would work on any restoration
programme as a priority.

Advice to the public on broadband and phone outages is available on GOV.UK Prepared (note this will only
be available prior to an NPO).
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12. Defence & Armed Forces

What is the reasonable worst-case scenario?

The UK’s defence and national security would be the MOD’s priority before considering supporting civilian
sectors. The sending, receiving and general processing of Military Aid to Civil Authority requests will almost
certainly be impacted throughout the NPO event, however local commanders are empowered to authorise
action themselves if there is an immediate risk to life.

Backup Generators

Mobile generator capacity will be used to support critical defence outputs, in the event there is an
opportunity to provide supply from defence permanent capacity the technical analysis will be completed
then to ascertain feasibility and requirements.
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13. Financial Services

What is the reasonable worst-case scenario for financial services?

All payment methods will be heavily disrupted/offline during an NPO, including cash. Whilst telecoms
services remain offline, financial market infrastructure will likely be unable to process digital payments
(Ebns per day). This will affect payments made in wholesale markets (i.e., HMG payments via BACs/
CHAPs) and retail markets (i.e., payments by the general public made digitally via chip and pin, online
banking etc.). Access to cash will be severely limited with ATMs unlikely to process payments without
telecoms and retail bank branches closed. The cash infrastructure network will also be impacted due to
widescale disruption in fuel and transport sectors with effects likely felt past the initial 7 days.

What is the reasonable worst-case scenario for benefit and pension payments?

Whilst financial services are unavailable DWP will be unable to make payments. This could impact between
1-5 million customers per day. The value of these daily payments would range between £660 million up to
£1.8 billion. During bank holidays and peak periods, the number of those affected and the value of those
payments will be significantly higher. For example, during peak payment processing ahead of Christmas
bank holidays, up to 9.8 million customers could be affected with a payment value of up to £3.8 billion.

What is the likely impact on domestic financial markets?

These are assumed to cease to function immediately. All critical financial market infrastructure (FMI) firms
have access to contingency power, most up to 7 days. However, without telecoms, there will be no
mechanism for FMIs to communicate, halting function.

What is the likely impact on the Bank of England’s core systems?

The BoE has strong resilience to power outages, ensuring data centres and critical systems can continue to
operate for several weeks. However, while the BoE is resilient, there is a critical dependency on available
telecoms networks for payment and settlement systems to function effectively. This allows the finance
centre to communicate with the BoE to complete payment/clearing/settlement activities. Each organisation
is isolated without comms. While telecoms remain down, critical aspects of the finance system will be
unable to function. Telecoms will need to be restored to the south-east for these functions to restore, given
the location of the BoE’s core systems.

What is the likely impact on Point of Sale (POS) payments?

POS payments include online banking and card payments; without telecoms these will be unable to be
processed. ATMs are expected to be impacted similarly. Policymaking within the early stages of an NPO
must therefore assume that it will not be possible for HMG or consumers to make any payments.

How will payments be restored?

It is expected that payment systems would remain severely disrupted or offline. For POS payments to be
processed, all aspects of the payment chain must have power restored and telecoms connected. Given the
intermittent return of power and the geographic spread of key sites that would need to be connected/online
within the payment chain, it is expected that, at a national scale, the POS system will remain severely
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disrupted throughout phase 3 of the NPO. Policy making must not assume that payments will be possible
during phase 3. From phase 4, it is expected that POS payments will be possible. However a continued
backlog to payments or significant issues restarting critical payment systems could impair the market’s
ability to recover in phase 4.

What will be the long-term impacts on financial systems?

His Majesty’s Treasury (HMT) do not have a definitive answer as to whether there would be impacts
caused by the sudden loss of power on systems without backup power. It is expected that a disorderly
shutdown caused by a sudden loss of power would risk significant impacts on sites with no backup
capacity. This could include the corruption of firms’ data, which would hinder the recovery once power was
restored. HMT have good awareness of the backup capacity of CNI firms at their key sites (e.g., data
centres). CNI firms have strong levels of power resilience, which provide an important mitigation for this
risk, as it will allow an orderly shutdown and restart. It is therefore expected that there would be impacts to
some firms caused by a sudden loss of power, but that CNI key to the UK payment/financial system has
mitigations in place at key sites.
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14. Waste Disposal

What is the reasonable worst-case scenario?

Air, land and water pollution will increase from the start of an NPO from disrupted or failing infrastructure
that relies on power or transport (e.g., sewage pollution, chemical pollution). This will lead to significant
damage to the environment, biodiversity and watercourses and cause significant public health concerns.
Household waste collection services will cease during an NPO. There may be an increased risk of illegal
waste activities (e.g., large scale fly tipping) which causes localised public health concerns. Impacts of
pollution will likely be felt even after power is restored.

o Business/industrial waste - There will be little or no implication for environmental health from short-
term disruption to waste collection services. It is expected that waste production will fall during an NPO
as many commercial and industrial operations will cease normal functioning. Most waste can be stored
for at least a short time. Businesses should undertake appropriate contingency planning for NPOs
which should include waste management. The environmental regulators (e.g. Environment Agency in
England) can also consider any regulatory easements or other action if necessary.

¢ Household waste - Household waste will continue to be produced but is generally of lower risk than
business or industrial waste. The public should ensure household waste is stored outside, in vermin-
proof receptacles. Local disruption to household waste collection services will not cause environmental
health issues.

¢ NHS/private healthcare waste - If NHS waste is not collected and backs up to such an extent that
safety in healthcare settings becomes compromised, NHS services may have to be reduced or stopped.
The NHS has contingency plans in place to deal with this, but this is dependent on extent and duration.
Again, the environmental regulators can consider any appropriate regulatory easements e.g. around
storage.

¢ Restarting of energy from waste facilities - Depending on the nature of the shutdown of energy from
waste facilities, there could be some challenges restarting these plants, which process 50% by weight
of local authority-collected waste (approx 10% of all waste). Contingency plans could include short-term
storage, diverting to other plants and landfilling waste.
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15. Weather

What is the reasonable worst-case scenario for weather during an NPO?

The NPO event occurs in winter with a high demand for electricity. High wind speeds across the UK are
forecast from the NPO event occurring to the next seven days. Storm force winds are affecting multiple
regions of the UK for at least six hours during a working day. Most inland, lowland areas experience mean
(average) wind speeds in excess of 55mph with gusts in excess of 85mph. The daily mean temperature is
low.

How far ahead can we forecast weather?

The Met Office monitors the weather 24/7 and can issue warnings up to 7 days ahead. In most weather
situations, forecasts increase with accuracy with decreasing lead time, often with notable increase in skill
from 3-4 days and less. Severe weather warnings provide useful guidance up to 24 hours after issue.
Amber warnings for major storms are typically issued 2-3 days in advance of the onset of the event, often
alongside assigning the storm a name. Red warnings are usually issued around 24 hours in advance.

What resilience does the Met Office have to an NPO?

The Met Office HQ in Exeter and our remote supercomputer facilities can all run operationally for several
days on locally stored fuel and have dedicated diversly routed multiple communications connections, that
also have dedicated power, between sites. However, loss of power to national communication networks
may lead to the loss of observational data which would reduce forecast skill, and reductions in Met Office
ability to deliver products to government and other stakeholders.

How would Earth Observation Services be affected?

The Met Office receives Earth Observations used in the weather forecast directly via satellite dish reception
on site (supported by local power generation) and so this is expected to not be affected. Additional Earth
Observation Data, use to support wider capabilities and services, is received by terrestrial communication
channels and this will be affected. Therefore, key satellite data to drive weather forecasting models is not
expected to be affected.

What will be the impact on Severe Weather Warnings?

The National Severe Weather Warning Service warns the public and responders of potential impactful
weather. The Met Office’s team of Civil Contingencies Advisors can amplify and interpret warnings to
advise the resilience community, however with communications interrupted there will be a lack of
awareness and preparedness that may lead to an increase in secondary impacts.

What are the likely long term effects of an NPO?

No long-term effect is anticipated. Rapid switch on/off of power is not expected to result in major or
irretrievable damage to the Met Office’s equipment or systems (including Met Office’s supercomputing
capabilities and observations network (e.g. weather radars)). However, loss of communications could
cause data problems including loss of observations and overloading the network and full model accuracy is
likely to take 24 hours to return once power and communications are restored.
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PAWS Methodology

PAWS has been developed through expert consultation by several departments tasked with anticipating
and providing science advice for the questions likely to arise during the early phases of an NPO. To start,
each topic was assigned to a lead government department (LGD), of which the office of the Chief Scientific
Adviser (CSA) was responsible for drafting. CSAs were instructed to assess sector impact assessments in
consultation with departmental response teams to identify gaps where science advice may be required.
CSAs developed a first draft within a short timeframe for use during the cross-government Exercise Mighty
Oak in March 2023.

Exercise Mighty Oak highlighted gaps in PAWS and identified areas where ease of use of PAWS could be
improved. Four key areas for improvement were recommended: 1) Operational information should be
annexed, 2) PAWS should be restructured to easily identify actionable advice, 3) Current PAWS advice
should be assured, and 4) Questions raised during the exercise on key threat-to-life issues should be
examined in detail. The following topics were deemed to contain operational advice only and annexed for
background information: Broadcast, Communications, Defence & Armed Forces, Finance, Space-Based
Services, Waste Disposal, and Weather. Exercise Mighty Oak also highlighted the importance of Social and
Behavioural (SBS) science advice during a response, leading to the development of a separate SBS topic,
led by GO-Science.

Leads sought expertise in the following ways to produce science advice:

1. An extensive literature review was undertaken to recommend actionable science advice, this was
subsequently considered and agreed by roundtables of relevant experts prior to drafting PAWS.

2. Key stakeholders and industry experts were consulted alongside an evidence review. Draft sections
of PAWS were then peer-reviewed by policy leads within the department alongside relevant industry
experts.

Each PAWS topic has been reviewed and cleared separately by the relevant LGD(s). For each LGD, both
the CSA and relevant Senior Civil Servant have cleared each topic. Topics have been reviewed for gaps in
content, ease of use, and accuracy of information. PAWS has also undergone review external to
Government, by representatives of the Local Resilience Forums. The final document was cleared and
signed off by the Chief Medical Officer and Government Chief Scientific Adviser.

PAWS is intended to be iterative and will be updated over time to reflect evolving plans and areas of
scientific research. It is the responsibility of Go-Science to coordinate the update of topics by departmental
leads.

Leads and Supports for PAWS Sections:

Section Lead Author Support
Social & Behavioural Go-Science secretariat for the Social
Sciences & Behavioural Group for
Emergencies
Water & Sanitation Department for Health & Social Care Department for Environment,
(DHSC) Farming and Rural Affairs
(DEFRA)
Food & Nutrition DHSC Food Standards Agency (FSA)
Human Remains DHSC UK Health Security Agency
Management (UKHSA)
Staying Warm DHSC Department for Energy Security
& Net Zero (DESNZ)
Staying Cool DHSC
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Healthcare DHSC
Electricity DESNZ
Fuel
Gas
Livestock & Pets DEFRA
Transport Department for Transport (DfT)

Emergency Services

Home Office (HO)

Ministry of Housing,
Communities and Local

Government (MHCLG)
Broadcast Department of Culture, Media and
Sport (DCMS)
Communications Department of Science, Innovation
and Technology (DSIT)
Defence & Armed Forces Ministry of Defence (MOD)
Financial Services His Majesty’s Treasury (HMT) Department of Work and

Pensions (DWP)

Space-Based Services DSIT
Waste Disposal DEFRA
Weather Met Office
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Distribution of PAWS

PAWS has been distributed to the following organisations and all representatives of the Major Energy Risks
Board (MERB) at both the Director and Working Group Level.

e Cabinet Office (COBR Unit Readiness and Response Team)

e HMT (Resilience team and CSA office)

o DESNZ (ERCO, Catastrophic Risks team and CSA office)

o DEFRA (Resilience team, CSA office, Emergency Response team and Project Odysseus team)
o DHSC (Resilience team, CSA office, CMO office and Emergency Response team)

¢ DCMS (Incident Response team, Broadcast Resilience team and CSA office)

e DSIT (Crisis team, Telecoms Resilience team and CSA office)

¢ MOD (CSA office and DSR Resilience Group)

e HO (Crisis Response team, Central Crisis Command, Homeland Security and CSA team)
e DfT (TSOC and CSA team)

o DWP (Resilience team, Readiness & Response, Operations Centre and CSA office)
e FCDO (CSA Science Cell)

e MHCLG (Red Control, Fire Directorate, NROps Team and CSA office)

e MOJ (Science team and CSA office)

e DBT (CSA office)

o DfE (Operations Centre and CSA office)

e Devolved Governments (all MERB representatives and CSA offices)

e Social & Behavioural Sciences for Emergencies Group Secretariat (Go-Science)

o Met Office (CSA office)

e CSA for National Police Chiefs Council

e CSA for the Food Standards Agency

e CSA for the Health & Safety Executive

o CSA for National Security

o All Local Resilience Forums (via Resilience Direct)

¢ Govt Communication Service

o Go-Science (SAGE Secretariat and GCSA office)
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Table of Common Abbreviations

Abbreviation/Acronym Meaning

BBC
COBR
CSA
DCMS
DEFRA
DESNZ
DfE
DfT
DHSC
DWP
ESR
FCDO
FSA
GNSS
GO-Science
HO
HMG
HMT
LGD
LRF
MACA
MHCLG
MOD
MOJ
NETS
NPO
NPCC
NSpOC
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British Broadcasting Corporation

Cabinet Office Briefing Rooms

Chief Scientific Adviser

Department of Culture, Media and Sport
Department for Environment, Farming and Rural Affairs
Department for Energy Security & Net Zero
Department for Education
Department for Transport

Department for Health & Social Care
Department of Work and Pensions

Electricity System Restoration

Foreign, Commonwealth & Development Office
Food Standards Agency

Global Navigation Satellite System
Government Office for Science

Home Office

His Majesty’s Government

His Majesty’s Treasury

Lead Government Department

Local Resilience Forums

Military Aid to the Civilian Authorities

Ministry of Housing, Communities and Local Government
Ministry of Defence

Ministry of Justice

National Electricity Transmission System
National Power Outage

National Police Chiefs' Council

National Space Operations Centre
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Abbreviation/Acronym Meaning

NESO National Energy System Operator

PAWS Pre-Agreed Written Science

PFRC Power Failure Response Centre

PNT Position, Navigation and Timing

RWCS Reasonable Worst Case Scenario

SAGE Scientific Advisory Group for Emergencies
SBS Social and Behavioural Sciences

UKHSA UK Health Security Agency
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		INFORMATION

		QUESTIONS

		NOTES



		M

		MAJOR INCIDENT DECLARED?

YES / NO

		Does this create a major incident for my agency now or in the future?

		



		

		

YES - WAST

		

		



		E

		

EXACT LOCATION OF INCIDENT

		Does this location impact on my agency directly or indirectly?

		



		

		

12 HIGH STREET

		

		



		T

		

TYPE OF INCIDENT

		Is this something your organisation deals with regularly?

		



		

		BUILDING COLLAPSE

		

		



		H

		

HAZARDS / RISKS

		Do you have staff in the area? Can you assist with this hazard?

		



		

		FALLEN & FALLING

MASONRY

		

		



		A

		

ACCESS / EGRESS

		Are you aware of any issues that may affect vehicle, especially larger vehicles access?

		



		

		ACCESS VIA LOWER STREET

		

		



		N

		NUMBER OF

		Does there

appear to be lots

of people

affected? A bus full or a whole building

etc

		



		

		CASULATIES / FATALITIES / EVACUEES / MISSING

		

		



		

		10 MAJOR

		

		



		

		INJURIES

		

		



		

		24 MINOR

		

		



		

		3 FATALITIES

		

		



		E

		EMERGENCY SERVICES ATTENDING

/ REQUIRED

		What organisations are needed-

1- at the scene?

2- at the MACG?
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		South Wales Situational Awareness Tool

Start to develop your shared situational awareness report. 



Consider the following factors in your impact analysis:



· HEALTH – direct effects (fatalities and injuries) and indirect (strain on health services)

· SOCIAL AND WELFARE – Evacuation, disruption of essential services, community tension, public order

· ENVIRONMENTAL – Pollution of land, air and water and damage to plants and animals etc

· ECONOMIC – International, National, regional, local – direct and indirect

· POLITICAL - Central Government, Welsh Government, Local government

· MEDIA – Mainstream and social media profile and public communication

· ORGANISATIONAL – Implications for critical service of partner organisations

· LEGAL - Considerations

· ETHICAL – Considerations

· 

A template for you to make notes on these topics is on the back of this action sheet. 

Ensure that you are as prepared for the meeting as possible.



		ACTION SHEET 2  - GATHERING INFORMATION TO ASSESS THE INCIDENT



		Meeting Preparation - Building a Picture

Once you have been notified of the time and location of the MACG you will need to prepare yourself for the initial meeting.

· Obtain situation reports from your own organisation.

· Notify any officers within your organisation who you require to assist you.

· Assess your ability to attend the MACG, your role will be to represent your organisation. Ensure you have a holistic overview of each department within your organisation.

· Assess the impact of the incident on your organisation.

· Assess what assets and skills your organisation has to assist with the incident.



		















		TOPIC

		Notes



		Health

		



		Social And Welfare

		



		Environmental

		



		Economic

		



		Political

		



		Media

		



		Organisational

		



		Legal

		



		Ethical
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		Constructing the Response Strategy

· A multi-agency strategy should be agreed upon at the first SCG meeting.

· The strategy should be written in conjunction with relevant partners.

· It should include a clear aim and a set of objectives for partner organisations to work collectively towards.



		ACTION SHEET 3  - RESPONSE STRATEGY GUIDELINES



		SCG Role

To take overall responsibility for the multi-agency management of an incident and establish a framework. Its guiding objectives are:

· Protect and preserve life

· Contain the incident; mitigate and minimise its impacts; maintain critical infrastructure and essential services

· Create conditions for recovery; promote restoration and improvement activity in the aftermath of an incident to return to the new normality

SCG Responsibilities

The SCG will:

· Determine and share clear strategic aims and objectives and review them regularly;

· Establish a policy framework for the overall management of the event or situation;

· Prioritise the requirements of the tactical level and allocate personnel and resources accordingly;

· Formulate and implement media handling and public communication plans, potentially delegating this to one responder agency;

· Direct planning and operations beyond the immediate response to manage the recovery process; and

· Establish and manage any sub-groups required to assess or manage issues – see SCG handbook for list of sub groups



		









		TOPIC

		NOTES



		AIMS

		These should be general statements concerning the overall goals, ends or intentions

		What are your aims?



		OBJECTIVES

		These are the specific, individual stages that commanders must achieve on the way to achieve their goals

		What are your objectives?



		In determining the strategy consideration should be given to the end-state, the ways and the means:

· The desired end-state

· The general ways in which this should be achieved

The means required to bring it about

		End-state



		

		Ways



		

		Means



		DISCUSS AND AGREE THE AIM:

		



		•	State the overall purpose.

•	Does the aim state a singular overall condition to be achieved?

•	Is the aim realistic?

•	Is the aim clear, concise and memorable?

		



		DISCUSS AND AGREE THE OBJECTIVES

		



		· Do they take account of the common objectives for responders?

· Do the objectives identify further actions?

· Do the objectives set clear priorities?

The objectives should be focussed, not an exhaustive list of wishes

		



		Common objectives for responders that should be considered when devising the response strategy:



		Saving and protecting human life

		



		Relieving suffering

		



		Containing the emergency– limiting escalation and impacts

		



		Providing the public and businesses with warnings & advice

		



		Protecting the health and safety of responding personnel

		



		Safeguarding the environment

		



		As far as reasonably practicable, protecting property

		



		Maintaining or restoring critical activities

		



		Maintaining normal services at an appropriate level

		



		Promoting and facilitating self-help in affected communities

		



		Facilitating investigations and inquiries

		



		Facilitating recovery of the community

		



		Evaluating the response and recovery effort
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		Implementing the Recovery Strategy

· Implementation of the Recovery Framework (RMP) should be considered at an early stage.

· The recovery process usually begins during the response phase. This is so for the longer-term recovery and to inform the SCG to ensure decisions made by the SCG are compatible with the recovery strategy.



		ACTION SHEET 4 - RECOVERY STRATEGY GUIDELINES



		Recovery Role

The recovery management phase is usually activated by the chair of the SCG. During the response phase the recovery group will be a sub- group of the SCG. 



At a suitable phase the responsibility for multi- agency coordination will transfer from the SCG to the Recovery Coordination Group (RCG). Transfer of responsibility is a formal process and should be documented.



The RCG chair is usually a local authority chief executive and their initial tasks for the RCG will be:

· Agree the recovery strategy

· Advise the SCG on matters relating to recovery

· Undertake an impact assessment

· Develop a recovery action plan

· Coordinate activity with other SCG sub-groups as required (e.g. Humanitarian Assistance Steering Group)



A recovery strategy template is attached overleaf. Further information on the working of the RCG can be found in the SWLRF Recovery Framework document.





		









		RECOVERY STRATEGY TEMPLATE



		AIMS / OBJECTIVES / TARGETS

		NOTES



		STRATEGIC AIM



		To support the community and businesses in their return to normality

		



		STRATEGIC OBJECTIVES



		Create a comprehensive overview of incident impacts by carrying out impact assessments for:

· Health & Welfare

· Infrastructure & Environment

· Business & Economy

Community

		



		Determine possible funding streams and provide funding to impacted communities

		



		Establish effective communication links with communities and ensure the community is full involved the recovery process

		



		Develop a concise and realistic recovery action plan that can be quickly implemented and, involves the right organisations and fits the needs of the

community

		



		Ensure all organisations work closely with the community and those directly affected, including

monitoring and protection of public health

		



		Reinstate the built environment

		



		Coordinate the environmental protection and recovery issues

		



		Establish a pro-active and integrated framework of support to businesses and others in the financial and commercial implications of the emergency.

		



		Coordinate information and media management of the recovery process with an adequate

communication strategy

		



		Determine if there are opportunities to enhance the resilience of the area:

· Physical

Social

		



		Reduce the risk of a similar incident happening again

		



		TARGETS



		Utilities are fully functional

		



		Transport infrastructure is running normally

		



		Local businesses are trading normally

		



		Residential issues are fully resolved
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The aim of this document is:

· To provide information regarding any agency calling for the Multi Agency Command Group (MACG) in response to a rising tide or rapid onset incident.



The principles and core functions of this protocol are deliberately flexible. They are neither prescribed or subject to specific tipping points or trigger criteria, as decisions will be taken based upon the scale and nature of the incident, its impact and consequences.



This document describes multi-agency coordination arrangements and is designed to be complimentary to any other protocol or procedures deemed appropriate to the situation. It is not designed to replace any other response arrangements.
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This document will achieve its aims by providing information on the following topics:

· Strategic Coordination Groups

· Tactical Coordination Groups

· Situational Awareness Multi-Agency Meeting

· Activating a MACG

· Attending a MACG

· MACG Meetings

· JESIP

· Actions required prior to MACG call out
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This document details the escalating coordination arrangements undertaken by agencies within the South Wales Local Resilience Forum (SWLRF) geographical area in response to a disruptive incident. 



For the remainder of this document Strategic Coordination Group (SCG), Tactical Coordination Group (TCG) and Situational Awareness Multiagency Meeting (SAMM) will be referred to by the term Multi Agency Coordination Group or MACG, unless the reference is specifically to a strategic or tactical group. Likewise Strategic coordination Centre (SCC) and Tactical Coordination Centre (TCC) will be referred to as the Multi Agency Coordination Centre or MACC.



This document also refers to major incidents as defined in the Joint Emergency Services Interoperability Principles (JESIP) Joint Doctrine (Edition 3.1), and an emergency as defined in the Civil Contingencies Act (CCA) 2004. This document does not describe the process of Operational Coordination Groups (OCG) but does include them as part of the overall command structure in the process.
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A full glossary of acronyms and terms is included in Appendix F of this document.
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The Strategic Coordination Group (SCG) and Tactical Coordination Group (TCG) will be chaired by the agency most appropriate to support and coordinate the multi-agency response, based on the nature, scale and impact of the incident.

Chairing arrangements will be reviewed and agreed by partner agencies as the incident develops, with decisions recorded to support transparency, accountability and effective muti-agency coordination. 

Other coordination meetings and activations may be convened to support shared situational awareness, information exchange and early multi-agency coordination where the threshold for activation of a Strategic or Tactical Coordination Group has not been met. Such meetings do not form part of the formal command structure and should not be regarded as Strategic (GOLD), Tactical (SILVER) or Operational (Bronze) command arrangements. 

The agency convening the meeting will normally chair the meeting, unless partners agree that another agency is better placed to support coordination. 

These arrangements are consistent with the principles of interoperability, information sharing and joint working.  
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Role

The role of an SCG is to take overall responsibility for the multi-agency management of an incident and establish a strategic framework within which lower levels of command and coordination groups will work. Its guiding overall objectives are:

· Protect and preserve life

· Contain the incident: mitigating and minimising its impacts; maintain critical infrastructure and essential services

· Create conditions for recovery: promote restoration and improvement activity in the aftermath of an incident to return to the new normality
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The intention of the SCC is to provide an effective location with facilities for the strategic response and coordination of any major incident or civil emergency by an SCG.
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Role

The role of the TCG is to work between the layers of strategic and operational command and have the responsibility of interpreting strategic decisions and developing and coordinating the tactical plan to pass to operational commanders.

Their main responsibilities are:

· Protect life, property and the environment

· Consider escalating to the strategic level of coordination

· Establish shared situational awareness between responder agencies

· Provide accurate and timely information for strategic command

· Provide clear and timely instructions and commands for the operational command

· Provide accurate and timely information for media and social media output



The group must ensure that updates are available for the SCG therefore a battle rhythm for updates and meetings must be established early to ensure effective two-way communication to support the effective response.
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Similarly, the intention of the TCC is to provide an effective location with facilities for the tactical response and coordination of any major incident or civil emergency by a TCG.
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Role



The role of the SAMM is to gain situational awareness from our multi-agency partners for a rising tide event. The Chair of the initial SAMM will be from the organisation who has called for the multiagency meeting.



Their main responsibilities are:

· Assess all information shared by partners

· Consolidate all of the information

· Ensure all partners are aware of the rising tide event and that they are preparing for the potential impacts of the event

· Escalate any issues raised as deemed necessary

· Escalation to a TCG or SCG if required



The battle rhythm for any further SAMM’s should be agreed during the initial meeting if required. 
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2 

· 
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Unless directed by SWP to the contrary then the SCC and the TCC within the SWLRF area will both be located at SWP Headquarters:

South Wales Police HQ 

Cowbridge Road, 

Bridgend,

CF31 3SU



W3W - ///kept.wool.pilots 



Google Maps – https://maps.app.goo.gl/DXLomiGL8a9Ue3x96 



A map showing the location of SWP HQ is included in Appendix A1.





· 

2..1 
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Due to the number of variables involved it is not possible to dictate which rooms will be used when activated. 



SWP staff will be in attendance and will advise regarding locations of meeting and assist all agencies with their IT and communications requirements. It is advised that all agencies have carried out a pre-event visit to ensure that all needs can be met.

See Appendices A2-4 for a general overview
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SWP continue to update their list of Non-Police Personnel Vetting (NPPV) for all partners. If you are sent a form for new or updated access, then please return ASAP to ensure that you are able to access SWP HQ for meetings. 



NPPV is different to other Security Check or Security Clearance (SC) you may have gone through and will be required in addition to any currently held SC status.



If you require vetting for yourself or others in your agency then please contact: CCRU@south-wales.police.uk 
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There are situations and incidents that individual agencies deal with on a regular basis as part of their daily business. Then there are those exceptional situations and incidents that an individual agency has to either:

· Implement contingency plans or

· Call upon resources from external partners in order to resolve.



The MACG is designed to provide this help and support as quickly and efficiently as possible.
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The MACG may be activated;

1. For a rising tide event when a SAMM should be requested, this allows all responder agencies to obtain an overview of the intelligence and information relating to the rising tide event to allow them to ensure preparedness within their own organisation.  



2. For an ongoing incident or threat and the response moves from the day-to-day category to the exceptional category. At that point the agency that has responsibility for that incident will declare a Major Incident (MI). That agency will then require an MACG in order to provide the appropriate response. 



3. For the co-ordination of a localised meeting requiring specific partners to establish a joint understanding of risk for an incident that does not fall within the Civil Contingencies act.



Experience shows that the notification and sharing of information between partner agencies does not in itself mean a multi-agency coordinated response is required, in the majority of occasions the sharing of information is sufficient and no other action will be required.





[bookmark: _Toc225236345]Who?

Any agency can declare a Major Incident and call for the MACG to meet. It does not follow that all partners will declare a major incident for the incident however it is expected that all the required agencies will attend the MACG as:

1. Their assistance may be required

2. An escalation of the incident may impact upon them

3. The effects of the incident may impact upon them

4. Their input is required for the Common Operating Picture to be completed
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South Wales Police have responsibility for coordinating any activation of the MACG, they will do this in conjunction with the organisation requesting the MACG to establish the intelligence and information available.  



The requesting organisation will contact the SWP Force Incident Manager and provide M/ETHANE report to provide a precis of the purpose of the activation (01656 869380). 



The SWP FIM will then contact the SWP Planning office or out of hours the Force Planner on call who will coordinate the MACG activation.
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The calling of an MACG is clearly an exceptional event that only occurs in extraordinary circumstances. There are two timescales of response expected from all agencies. The two categories and the timescale are as follows:



· Within office hours*

Any spontaneous call-out will require a representative from the agencies called to attend the MACG within 1 hour.

· Outside of office hours**

Any spontaneous call-out will require a representative from the agencies called to attend the MACG within 2 hours.



* [Considered to be 0900hrs to 1700hrs Monday to Friday]

** [considered to be 1700hrs to 0900hrs Monday to Thursday and from 1700hrs on Friday to 0900hrs on Mondays]



		Monday

		Tuesday

		Wednesday

		Thursday

		Friday

		Saturday

		Sunday



		0900

		1700

		0900

		1700

		0900

		1700

		0900

		1700

		0900

		1700

		0900

		1700

		0900

		1700



		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		

		

		

		

		

		

		



		

		Within office hours

		

		Outside of office hours











The document below outlines guidance on the appropriate type of meeting to convene in response to different events or incidents.  This ensures that the response is proportionate and that the relevant partners are engaged to achieve the objectives set by command.  Any decision to convene a meeting should be made in consultation with Force Planning, who can provide advice on the appropriate level and composition of attendees.
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Individual officers from all agencies attending the MACG will assume the role of spokesperson for that agency as well as the single point of contact for the flow of information between the group and that organisation. 



The representative will be expected to bring to the group information regarding:

1. Resources or help they require

2. Resources or help they can offer to other agencies 



They will also be required to take back to their organisation:

1. Requests for resources or help made on that organisation

2. Instructions for actions required of that organisation to mitigate the incident or its effects.





[bookmark: _Toc225236350]Expectations

Individual officers attending the MACG will be expected to have the appropriate leverage and authority within their organisation to ensure that their organisations full picture is given to the group. It is also essential that the attendee is able to ensure that any actions required of that organisation are fully carried out and in a timely manner.



Where multi-agency coordinating groups are established to define strategy and objectives, it should be achieved through consensus. It is expected that all responder organisations involved will work together in a directed and coordinated fashion to achieve the groups’ strategic aim and objectives.



[bookmark: _Toc225236351]Initial meeting attendance

Gov.uk Notify

The favoured option for the initial meeting is for it to take place via MS Teams (with the option for teleconference as a contingency)



South Wales Police (SWP) have adopted the Gov.uk notify system to alert partners that a MACG has been activated.  The system generates an SMS message to the selected recipients which is followed up by an email to their designated email address, the email will contain the meeting Teams link.



By default, the Initial notification for a SCG/TCG or SAMM will be sent to all LRF partners unless there is an operational reason to limit the responders to those immediately involved.



Any subsequent meeting invites will be sent to the attendees of the initial meeting for continuity, it will be the initial attendees’ responsibility to arrange for an alternative representative from their organisation to attend if they are unavailable.



There may be incidents whereby a virtual meeting may not be the preferred option. The meeting chair may determine that an In-Person meeting is required. In these circumstances the Gov.Uk notify message sent will reflect this and will provide the location for the meeting.



The below links to the initial Teams meeting set up for SCG and TCG’s.



SCG meeting link



TCG meeting link





The Emergency planners for each organisation are responsible for keeping SWP updated with any changes in personnel.  



Due to the confidential details held in the notification list, it is available through SWP and is not attached to this document.







Teleconference Contingency 

A list of telephone numbers are held in appendix E1 & E2 for continuity if no response received to the Gov.uk notify activation.  It is the responsibility of each organisation to ensure this number is correct.



		Teleconferencing Details



		Number to dial

		01656 306197



		SCG PIN

		583055#



		TCG PIN

		460828#









Appendix E1 & E2 will be used if there is a failure with the Gov.uk notify system.






[bookmark: _Toc225236352]MACG Meetings

Command Structure

This protocol refers to ‘Command’ as a single-agency function. The focus of the group will be the coordination of the multi-agency management of the incident.









		SCG

Incident Response









TCG











Operational




SAMM



[bookmark: _Toc225236353]Agenda

There are no hard and fast rules for the meeting agenda, however it is advisable that the group follows the agenda within this document at Appendix D, which has been created with both the JDM model and the MACGs overall objectives in mind.



[bookmark: _Toc225236354]Battle Rhythm

This is coordination of the timing and presentation of situation reports, briefings, formal collaborative sessions and other required actions during the planning and response to an incident. It is essential to establish an early and realistic schedule for meetings. Consideration must be made for the following variables:



· Communication for actions from strategic to tactical and then on to operational commanders and resources

· Completion of actions and the expected mitigation effects to occur

· Completion of situation reports

· Location of resources / shift change overs

· Movement of resources to and from locations

· Feedback from frontline staff back to commanders

· Ensure that any meetings don’t clash with any other region LRF meetings as some organisations overlap LRF areas and will not have sufficient resources to attend multiple meetings



The ideal battle rhythm allows for operational staff to carry out their actions, assess the effectiveness and then report back. 
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[bookmark: _Toc225236356]Joint Decision Model (JDM)

The JDM is designed to take commanders through a structured process bring together all available information, reconcile the group objectives and make effective and informed decisions.











































Fig 5 – The Joint Decision Model ‘Wheel’





[bookmark: _Toc225236357]METHANE Incident Report

In the initial stages of an incident it is essential that all relevant information is passed to commanders effectively and accurately. It is advised to use the mnemonic M/ETHANE to capture the required information.
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A M/ETHANE template can be found on the Initial Notification Action Sheet for you to use.
















[bookmark: _Toc225236358]Shared Situational Awareness

A primary task for the members of any MACG is to analyse and gain an understanding of ‘the situation’ and its wider implications across the greater South Wales area and Partner organisations. It is important to consider all that is known or may be safely presumed about it and achieve a state of shared situational awareness. 



The following questions will support this process:

1. What has happened?

2. Where has it happened

3. What is happening now?

4. What is being done about it and by whom?

5. What has not or is not happening, that you might otherwise have expected?

6. What and/or who has been impacted and to what degree?

7. What are the likely impacts arising from this and the risks to the community, infrastructure and environment?

8. On the basis of the facts and your assessment of impacts and risks, what might happen in the future?



Shared situational awareness is a cognitive state, achieved through three mental processes. These are:

· Perception: identifying the facts of the situation

· Comprehension: understanding what this means and implies

· Projection: making judgements about potential outcomes and the future development of the emergency.



Situational awareness allows partners to move beyond knowing what is going on, towards an understanding of its significance and eventually to a “mental model” of the way the situation is likely to develop – so that challenges can be anticipated.



The acquisition and maintenance of shared situational awareness can help the coordinating group get ahead of the crisis, exert greater control over an unfolding and complex situation, and think and plan more coherently and purposefully.



Representatives of each agency must not only contribute to situational awareness and help shape it, they must also satisfy themselves that they agree with it.
























[bookmark: _Toc225236359]Common Operating Picture

Shared situational awareness will be documented through the creation of a Common Operating Picture (COP).  A Multi agency Intelligence Cell (MAIC) may be established to produce the COP to ensure all information and intelligence is gathered in an agreed format and produced for use during an incident to allow for decisions to be made using the most recent information available.



The MAIC in whatever form, should be able to manage multi-agency information and provide quick time information to an SCG. The information management produces a Common Operating Picture which provides accurate and current situational awareness. This will enable informed, effective and timely decision making in response and enable the setting of appropriate actions. The JESIP Joint Doctrine Interoperability Framework identifies the purpose of a MAIC as follows:



‘To provide shared situational awareness by gathering information, analysing and then delivering it in an intelligible and recognised product, referred to as the Common Operating Picture’.





Impact analysis - this is the process of assessing the impacts of the emergency across a range of factors.

· Health: Direct (fatalities, injuries) and indirect (strain on health services)

· Social and welfare: Evacuation, disruption of essential services, community tension, public disorder

· Environmental: pollution of land, water or air, damage to plants or animals

· Economic: National, South Wales, local - direct and indirect i.e. major arterial route closures

· Political: Central Government, Welsh Government, local authorities

· Media: Mainstream and social media profile and public communications

· Organisational: Implications for critical services of partner organisations

· Legal considerations

· Ethical considerations



The COP should be available for scrutiny before any meeting or teleconference and is not normally subject to debate at the meeting itself, unless it is necessary to add to or amend the information contained based on more recent information presented at the meeting.



A template for completing this is provided in the Incident Assessment Action Sheet.




















[bookmark: _Toc225236360]Actions Required Prior to MACG Activation

[bookmark: _Toc225236361]Preparation and Planning

It is essential that all persons involved in the MACG process are aware of the process and when/how to activate. 



All persons likely to attend MACGs should visit SWP HQ during the steady state period to familiarise themselves with:



· The location

· The layout

· The IT and Communications capabilities

· Your organisations requirements to work there



All are welcome to visit SWP HQ by emailing CCRU@south-wales.police.uk to make an appointment, even if its for the same day.



All agencies are also urged to familiarise themselves with Appendices A to F prior to any incidents occurring.



Appendix D shows what to expect on the agenda at an MACG meeting.



Appendix F will introduce some terminology and acronyms that may be used during the meeting.



Appendix E1-E4 show what phone numbers SWP will call to contact each agency and what will be said to the call taker in the event of a failure of the Gov.uk notify system. Please familiarise colleagues, who may potentially take the activation call, with this script, and ensure the contact details are correct.





[bookmark: _Toc225236362]Testing and Exercising



This plan is tested 3 times a year by Welsh Government, they will run no-notice communications MACG call-out exercises under the following scenarios:

1. In office hours

2. Out of hours (Working day)

3. Out of hours (Weekend)



It is essential that each agency fully participates in these tests to ensure that the policy is fit for purpose. Feedback will be given on all tests carried out.



These tests will all be conducted via the Gov.uk notify system.
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		SWP HQ Map
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1. Take Exit 35 of the M4.

2. Follow the signs for Bridgend along the A473

3. At the Waterton roundabout go straight ahead staying on the A473

4. At the next roundabout take the 3rd exit, staying on the A473

5. Straight through the set of traffic lights

6. SWP HQ will be on your right. At the next lights turn right and park in the outside car park.

7. You will be met at the gatehouse and provided with instructions to the meeting room
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Main Entrance to the PLC
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		Ground Floor Plan
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[bookmark: _Toc225236366]Appendix A3 – Strategic Coordination Centre



		Strategic Coordination Centre – Meeting Room
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[bookmark: _Toc225236367]Appendix A4 – Suite of Breakout Rooms for SCC



		Suite of Breakout Rooms

		    SWP Gold Command Room – PLC 4
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Breakout Room

MAIC – PLC 2

Media Room – PLC 1
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		[bookmark: _Hlk183428962]MACG Activation Process
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[bookmark: _Toc225236369]Appendix C - SCG / TCG Agenda



		SCG / TCG Agenda

				JDM

		AGENDA



		

		1

		Roll Call Meeting etiquette

		Chair



		

		2

		Purpose of the meeting and state current working strategy

		

Chair



		

		3

		Declaration of items for urgent attention

		Chair



		

		4

		Decision on items for urgent attention

		Chair



		

		Breakout time to action urgent items if required



		Take action & review

		6

		Review outstanding action / minutes of previous meeting

		

Chair



		Gather Information & Intelligence

		7

		Specialist / subject matter expert updates on the situation:

· TCG update

· STAC

· Warning & Informing

· Sit Reps by exception from attendees

· Emergency Services	- Environmental

· Local Authorities	- Welsh Government

· Health	- MOD

· Media Cell	- Utilities

· Guest agencies

		





Respective attendees All



		Assess risk & develop a working strategy

		8

		Risk Assessment

· Outline key strategic issues to consider

· Requests for assistance

· Recovery Group

· Vulnerable people

· Cost tracking / Belwin recovery Scheme

		



All



		Consider powers, policies & procedures

		9

		Command structure and resources available, establish battle rhythm

		All



		Identify options & contingencies

		10

		Planned actions going forward (by exception):

· Emergency Services - Local Authorities

· Welsh Government - Health

· Environmental	- MOD

· Media Cell	- Utilities

· Guest agencies

Identify options & contingencies

		





Chair



		Take action & review

		11

		Conclusion:

· Confirm Strategic Aim and allocations of intentions

· Date / Time of next meeting/teleconference

		

Chair



		

		12

		

CLOSURE OF MEETING

		

Chair
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[bookmark: _Toc225236372]Appendix D1 - CG Call-Out Contact sheet



Appendix D2 - TCG Call-Out Contact sheet



Redacted for RD
3939





[bookmark: _Toc225236373]Appendix D3 - SCG Call-Out Script

	

		SCG Call-Out Script

		

Hello, this is 	name	               from South Wales Police Planning Team



		MAJOR INCIDENT DECLARED

		

		SCG CALLED



		Initiating agency	 has called South Wales Police and declared a major incident regarding

incident

and a Strategic Coordination Group meeting is required

		Or

		Initiating agency	 has contacted South Wales Police and have requested a Strategic Coordination Group meeting with partners regarding

incident



		

		

		



		EXERCISE EXERCISE EXERCISE



		Good morning/afternoon my name is PC ………………. from South Wales Police. This call is in relation to an exercise, to re-iterate this is a ‘EXERCISE, EXERCISE, EXERCISE’ being co-ordinated by SWP to test the call out procedures for a strategic coordination group.









The police commander 	name	 will chair the initial SCG strategic/executive Coordination Group meeting (check call out sheet for correct terminology). There is a request for an appropriate representative from your agency to attend this meeting.



We need confirmation of the name of the person attending as soon as possible.



Do you have a pen and paper?



I need your officer to dial into a TEAMS meeting at ……hours today.  



If you can provide me with their contact number and send their email address to Planning@south-wales.police.uk for the Teams invite to be sent to them.  This needs to be sent ASAP.



If Teams is not a viable option then please use the contingency teleconference details below

The number is 01656 306197

The PIN is 583055#

Please can someone email or call South Wales Police back as soon as possible on 	number	 to confirm who is attending?
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[bookmark: _Toc225236374]Appendix D4 - TCG Call-Out Script

	

		SCG Call-Out Script

		

Hello, this is 	name	               from South Wales Police Planning Team



		MAJOR INCIDENT DECLARED

		

		SCG CALLED



		Initiating agency	 has called South Wales Police and declared a major incident regarding

incident

and a Tactical Coordination Group meeting is required

		Or

		Initiating agency	 has contacted South Wales Police and have requested a Tactical Coordination Group meeting with partners regarding

incident



		

		

		



		EXERCISE EXERCISE EXERCISE



		Good morning/afternoon my name is PC ………………. from South Wales Police. This call is in relation to an exercise, to re-iterate this is a ‘EXERCISE, EXERCISE, EXERCISE’ being co-ordinated by SWP to test the call out procedures for a Tactical coordination group.









The police commander 	name	 will chair the initial TCG strategic/executive Coordination Group meeting (check call out sheet for correct terminology). There is a request for an appropriate representative from your agency to attend this meeting.



We need confirmation of the name of the person attending as soon as possible.



Do you have a pen and paper?



I need your officer to dial into a TEAMS meeting at ……hours today.  



If you can provide me with their contact number and send their email address to Planning@south-wales.police.uk for the Teams invite to be sent to them.  This needs to be sent ASAP.



If Teams is not a viable option then please use the contingency teleconference details below

The number is 01656 306197

The PIN is 583055#

Please can someone email or call South Wales Police back as soon as possible on 	number	 to confirm who is attending?
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		A



		ABP

		Associated British Ports



		APHA

		Animal and Plant Health Agency



		B



		BA

		British Army



		BC

		Business Continuity



		BCBC

		Bridgend County Borough Council



		BCM

		Business Continuity Management



		BCP

		Business Continuity Plan



		

Bellwin Scheme

		Discretionary scheme for providing Central Government financial assistance in exceptional circumstances to affected local authorities (e.g. councils,

police authorities) in the event of an emergency



		Blue Route

		A dedicated route for emergency vehicles to access to and egress from the

scene of an emergency or major incident.



		BRC

		British Red Cross



		BT

		British Telecom



		BTP

		British Transport Police



		C



		C&VUHB

		Cardiff and Vale University Health Board



		Cat 1

		An organisation or individual listed in Part 1 of schedule 1 of the Civil Contingencies Act (2004)



		Cat 2

		An organisation or individual listed in Part 3 of schedule 1 of the Civil Contingencies Act (2004)



		CBRNE

		Chemical Biological Radiological Nuclear Explosives



		CCA

		Civil Contingencies Act (2004)



		CCC

		Cardiff City Council



		CCRU

		Civil Contingencies Resilience Unit



		CHA

		Cardiff Harbour Authority



		

CHEMET

		Chemical Meteorology. Met Office forecasting response service in the event of an emergency atmospheric release of hazardous material

anywhere in the UK Numerical Atmospheric Modelling Environment



		

CIA

		Community Impact Assessment Procedure to identify the impact a police operation or response may have on communities, including actions

necessary to overcome potential negative effects



		CNI

		Critical National Infrastructure



		COBR

		Cabinet Office Briefing Rooms



		COP

		Common Operating Picture



		CRIP

		Common Recognised Information Picture



		CT

		Counter Terrorism



		CTMUHB

		Cwm Taf Morgannwg University Health Board



		CTSA

		Counter Terrorism Security Advisor



		CWA

		Cardiff Wales Airport



		D



		DCLG

		Department for Communities and Local Government



		DEC

		District Emergency Centre. Local authority operations centre from which

the coordination of the response to an emergency is carried out



		E



		ECC (W)

		Emergency Coordination Centre (Wales)



		F



		FIM

		Force Incident Manager



		

FRSNCA

		Fire and Rescue National Resilience Capability Assessment working group A DCLG working group to assess whether levels of FRS capability continue to

meet national resilience requirements.



		G



		

GTPS

		Government Telephone Preference Scheme. Scheme under which registered telephone numbers would still be able to make calls when all other users have been barred from the public network in extremis during

an emergency.



		H



		HART

		Hazardous Area Response Team



		HSE

		Health and Safety Executive



		I



		Interoperability

		The extent to which organisations can work together coherently as a

matter of routine.



		J



		JDM

		Joint Decision Model



		JESIP

		Joint Emergency Services Interoperability Protocol



		JTAC

		Joint Terrorism Analysis Centre



		M



		M&WWFRS

		Mid and West Wales fire and Rescue Service



		MACG

		Multi Agency Coordination Group



		MCA

		Maritime and Coastguard Agency



		MI

		Major Incident



		MO

		Meteorological Office



		MoU

		Memorandum of Understanding



		MTCBC

		Merthyr Tydfil County Borough Council



		MTA

		Marauding Terrorist Attack



		MTPAS

		Mobile Telecommunications Privileged Access Scheme- provides call

preference for key organisations if public network access is restricted.



		N



		NPAS

		National Police Air Service



		NPPV

		Non-Police Personnel Vetting



		NPoCC

		National Police Coordination Centre



		NPTCBC

		Neath Port Talbot County Borough Council



		NRA

		National Risk Assessment



		NRW

		Natural Resources Wales



		O



		OCG

		Operational Coordination Group



		Op

		Operation43





		P



		PHW

		Public Health Wales



		R



		RAF

		Royal Air Force



		RCG

		Recovery Coordination Group



		RCTCBC

		Rhondda Cynon Taff County Borough Council



		RD

		Resilience Direct



		RG

		Recovery Group



		

Rising tide emergency

		Event or a situation that develops into an emergency or major incident over a period of days, weeks or even months (such as health pandemic, flooding, industrial action), the final impact of which may not be apparent early on

(in contrast to rapid onset emergency).



		RN

		Royal Navy



		S



		SAMM

		Situational Awareness Multiagency Meeting



		SBUHB

		Swansea Bay University Health Board



		SCC

		Strategic Coordination Centre



		SCC

		Swansea City Council



		SCG

		Strategic Coordination Group



		SEAP

		Security Equipment Assessment Panel



		SitRep

		Situation Report



		SPOC

		Single Point of Contact



		STAC

		Scientific and Technical Advice Cell



		SWF&RS

		South Wales Fire & Rescue Service



		SWLRF

		South Wales Local Resilience Forum



		SWP

		South Wales Police



		SWTRA

		South Wales Trunk Road Agency



		T



		TCC

		Tactical Coordination Centre



		TCG

		Tactical Coordination Group



		TFW

		Transport For Wales



		U



		USAR

		Urban Search and Rescue



		V



		VoGCBC

		Vale of Glamorgan County Borough Council



		W



		W-RICC

		Wales Regional Interoperability Coordination Centre



		WAST

		Welsh Ambulance Service Trust



		WBS

		Welsh Blood Service



		WCCC

		Wales Civil Contingencies Committee



		WG

		Welsh Government
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1





Agency declares a Major Incident or calls MACG





2





Agency contacts South Wales Police





3





South Wales Police activate cascade call procedure to all 
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INITTIAL NOTIFICATION

Notifying South Wales Police

Any partner organisation experiencing or having knowledge of a current or
potentially disruptive major incident or emergency should contact the South
Wales Police Force Incident Manager (SWP FIM) to jointly assess the situation to
determine the appropriate level of multiagency command coordination
required. To notify the SWP FIM of an incident:
1- Call the Public Service Centre (PSC) FIM Desk via: 01656 869380
2- Ask to speak to the FIM
3- State your full name, organisation role and contact details
4- State clearly that you wish to declare a major incident and/or require an

MAGG to be called, because of the potential for a major incident to occur
5. Provide as much information as possible using a METHANE report
6- Follow any instructions the FIM may give you

METHANE Report

Major Incident - Has your organisation declared a major
incident?

Exact Location - Exact location of the incident

Type of Incident —Fire, public order, flood

Scale: how significant is it or might it become?

Impact: how bad is it or might it become?
Time: how long has it been? How long might it last?

Hazards/Risks — Present, potential or suspected?
Access - What routes are safe to use to access and egress?
Number - number, type and severity of casualties, deceased and others

Emergency Services — What emergency services and partners are
required, currently present or en route?
Which partners have been notified?
Which additional partners need to be notified
The reverse of this Action Sheet is a blank METHANE report for you to fill out
before calling SWP FIM.
SWP FIM will assess the information and notify you that the MACG activation
process has started.
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CO-LOCATE

Colocate with other responders as soon as practicably possible
atasingle, safe and easily identified location.

COMMUNICATE

Communicate using language which is clear, and free from
technical jargon and abbreviations.

CO-ORDINATE

Co-ordinate by agreeing the lead organisation. Identify priorities, resources, capabilities
and limitations for an effective response, including the timing of further meetings.

JOINTLY UNDERSTAND RISK

Jointly understand risk by sharing information about the likelihood and
potential impact of threats and hazards, to agree appropriate control measures.

SHARED SITUATIONAL AWARENESS

Establish shared situational awareness by using
M/ETHANE and the Joint Decision Model.
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What is happening?

What do you want/need to achieve in the
first hour (the desired outcomes)?

Action

What do you need to do to resolve the
situation and achieve your desired
outcomes?

What are the impacts?

What are the aims and objectives of the
emergency response?

What are the risks?

What overarching values and priorities will
inform and guide this?

What might happen and what is being done
aboutit?
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