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Item 6.1 Appendix
Counter Fraud Work Plan 2024/25 Review





	




	
INFORM AND INVOLVE


	The Organisation is required to maintain an ongoing programme of work to raise awareness of fraud, bribery and corruption and to create a counter fraud, bribery and corruption culture among all staff, across all sites, using all available media.

	TASK/OBJECTIVE
	RISK/FPN/
STANDARD

	CURRENT POSITION

	I&I.1
	Design and deliver a programme of counter fraud awareness presentations to staff at all levels within the Health Board, including participation in the Health Board induction programme, with the aim of ensuring that the organisation is proactive in raising fraud awareness and building an anti-fraud culture.
Review and maintain materials and media used.
Evaluate presentations, collate results, and amend presentations as a result of the feedback received. Report outcomes to the Director of Finance. 
	GovS 013 component 11
	A programme of awareness if delivered to staff via multi-modal means including formal newsletter, more informal blog style literature, information booklets/leaflets, counter fraud awareness training and e-learning. 

	I&I.2
	Undertake awareness work to highlight the availability of counter fraud awareness training aiming to increase attendance numbers.
	GovS 013 component 11
	Links  to training booking platforms have been included in all materials issued as well as direct approaches to teams. 
Further plans have been developed for roll out in Q4 to take forward into 2025/26.

	I&I.3
	To develop and maintain the counter fraud information contained on the Health Board intranet site, to include details of successfully prosecuted cases – both local and national
	GovS 013 component 11
	Direct access to manage intranet site has been gained and regular maintenance is carried out. 

	I&I.4
	Ensure that Fraud and Corruption Reporting Line advertising posters are displayed throughout the organisation, publicising the free-phone reporting line number.
	GovS 013 component 11
	FCRL information is included in all awareness materials.

	I&I.5
	Actively promote and encourage staff awareness and completion of the Counter Fraud E-learning package.
	GovS 013 component 11
	e-Learning availability is referenced in issued counter fraud materials. 

	I&I.7
	Design, produce and distribute two counter fraud newsletters annually, containing articles on proven fraud cases (both local and national) and other “beware” notices and relevant messages.
	GovS 013 component 11
	Q2 Newsletter was issued, a draft newsletter has been completed and will be issued early Q4. 

	I&I.8
	In conjunction with the Health Board Communications Team, review the strategy in place for raising awareness of economic crime risks and publicise the work of the LCFS, to ensure that it remains fit for purpose and that all appropriate awareness-raising mechanisms are being fully exploited. 
	GovS 013 component 11
	Regular advice is gained from Communications Team. Specific engagement around visibility and cut through is to be approached in Q4.

	I&I.9
	Undertake targeted surveys of staff to measure awareness of:
Counter Fraud, Bribery and Corruption Policy and Response Plan;
Fraud, Bribery and Corruption incident reporting routes; and
Policy and procedures relating to Conflicts of Interests, Gifts and Hospitality and Bribery Act.
	GovS 013 Components 4, 7 and 12
	Response from attendees at Counter Fraud training sessions is requested to support measurement of awareness levels in these areas. 

	I&I.10
	Utilise the finding and results of the fraud risk assessment programme to inform delivery of counter fraud training to business areas of higher risk of exposure to fraud. 
	GovS 013 Components 7 and 12
	Direct approaches to areas linked to assessed risk and/or increase in referrals has been undertaken.
Content of awareness is tailored to specific identified fraud issues. 

	
	TOTAL DAYS ALLOCATED
	120




	
PREVENT AND DETER


	The organisation must carry out comprehensive local risk assessments to identify fraud, bribery and corruption risks, and has counter fraud, bribery and corruption provision that is proportionate to the level of risk identified.

The organisation identifies and reports on annual outcome-based metrics with objectives to evidence improvement in performance.

The organisation undertakes proactive work to detect fraud using relevant information and intelligence to identify anomalies that may be indicative of fraud, bribery and corruption and takes the appropriate action, including local exercises and participation or response to national exercises.


	TASK/OBJECTIVE
	RISK/FPN/
STANDARD
	CURRENT POSITIONS

	P&D.1
	Review key organisational policies, procedures and documents, to ensure that they are adequately robust to counter fraud.
The communication of revised policies, procedures and documents as appropriate, emphasising the organisational commitment to countering fraud.
	GovS 013 component 3
GovS 013 component 10
	Policies, procedures and documents have been reviewed and revised as part of fraud risk assessment work, response to referrals and/or lessons learned from counter fraud activity. 

	P&D.2
	Carry out risk analysis in line with Government Counter Fraud Profession (GCFP) fraud risk assessment methodology. Record and manage assessed risk in line with the Health Board’s Risk Management policy and include on the risk registers where appropriate.
	GovS 013 component 3
	Fraud risk assessments have been undertaken and align to the Health Board’s risk management procedure.

	P&D.3
	Utilise DATIX for recording of risk assessment work to effectively manage, evaluate, evidence and measure the effectiveness of counter fraud work in mitigating and reducing fraud risk or expenditure and influencing of policy and procedure aimed at reducing fraud.
	GovS 013 component 2 GovS 013 component 3 GovS 013 component 5
	DATIX is now the primary system for managing fraud risk.

	P&D.4
	Review existing fraud risk assessments with Risk Owners before recording on DATIX for ongoing management.
	GovS 013 component 2 GovS 013 component 3 GovS 013 component 5
FR01, FR02, FR03, FR04, FR06, FR07, FR21, FR26, FR60, FR61
	All existing fraud risk assessments have been reviewed before DATIX recording.

	P&D.5
	Liaise with Corporate Governance colleagues around measuring effectiveness and staff awareness of conflicts of interest policy and registers that include gifts and hospitality with reference to fraud, bribery and corruption, and the requirements of the Bribery Act 2010.
	GovS 013 component 12
	Assessed as low risk area of activity due to existing controls and results of previous work. Action to be taken forward into 2025/26.

	P&D.6
	Utilise National Fraud Initiative data, which matches payroll records to creditors and suppliers, to undertake a proactive exercise to measure compliance with the conflicts of interest policy.
	GovS 013 component 10
	Assessed as low risk area of activity due to existing controls and results of previous work. Action to be taken forward into 2025/26 utilising recent data set. 

	P&D.7
	Follow up to Proactive Exercise undertaken around Impersonating a Medical Professional and finalise a fraud risk assessment.
	FPN H-003-23
	A concluding report was brought to Audit Committee around this exercise and surrounding risks. 

	P&D.8
	Finalise fraud risk assessment around identified issue of False International English Language Testing System Certificates (IELTS)
	FPN H-005-23
	Fraud risk assessment complete.

	P&D.9
	Finalise fraud risk assessment around identified issue of Salary Sacrifice
	FPN – L004-23
	Fraud risk assessment complete.

	P&D.10
	Finalise fraud risk assessment around identified issue of Working Elsewhere
	FPN – L001-23
	Fraud risk assessment complete.

	P&D.11
	Review both FR08 & FR09 around updated issue of Mandate Fraud. Seek to amalgamate both risks into one comprehensive risk assessment to streamline future review of this ever evolving fraud risk
	FPN – L002-23
	Fraud risk assessment complete.

	P&D.12
	Review FR22 in response to the identified issue of CEO/Unsolicited Payment Requests
	FPN-M001-24
	Fraud risk assessment complete.

	P&D.13
	Participate in NHS Counter Fraud Authority national proactive procurement risk exercise entered around specific risks of due diligence and contract management. 
	FR02
FR03
FR04
FR05
	Participation in the national exercise is complete. 
A findings report is awaited to inform risk assessment review. 

	P&D.14
	Review and update information sharing protocols currently in place. Review and refresh protocols with People Services.
	Service level
	Information sharing protocols in place with Internal Audit and Post Payment Verification. 
Protocols relating to People Services discussed informally with agreement to explore opportunity. 

	P&D.15
	Regular meetings with the Head of Internal Audit (NWSSP Audit & Assurance)
	Service level
	Regular meetings held with Head of Internal Audit resulting in good cross-functional approach to matters of shared interest and avoidance of duplication of effort and impact on Health Board resource. 

	P&D.16
	Record and respond to ad-hoc requests for assistance received.
	Service level
	Ad-hoc requests are logged by the Team on a specific internal data sheet. Response now broadly aligns to work streams such as awareness activity, fraud risk assessment, and/or onward dissemination of intelligence.  

	P&D.17
	Action Fraud Prevention Notices issued by NHS Counter Fraud Authority and/or Counter Fraud Services Wales as and where appropriate.
	GovS 013 component 3

	A process is now established of immediate actioning of Fraud Prevention Notices (awareness, direct procedural mitigation, activity disruption etc) This is then followed up with risk assessment where applicable to allow ongoing management of risk. 

	P&D.18
	Issue of fraud alerts to all appropriate staff.
	GovS 013 component 11
	Alerts have been issued as necessary. 

	P&D.19
	Regular liaison with the Post Payment Verification Location Manager (NWSSP Primary Care) and Primary Care leads to ensure that any contractor visits which result in the identification of anomalies are reported to the LCFS.
	Service level
	Regular meetings with local Post Payment Verification Team and nationally have been undertaken. 
A good working relationship is maintained with Primary Care leads around matters of shared interest. 

	P&D.20
	Participate in mandatory national proactive exercises, as instructed by NHS Counter Fraud Authority, Auditor General for Wales and/or the Cabinet Office (e.g. NFI).
	GovS 013 component 10
	Full compliance with mandatory national exercises in this year. 

	P&D.21
	Participate in thematic fraud risk evaluation exercises as instructed by the NHS Counter Fraud Authority.
	GovS 013 component 10
	Not applicable in this year as yet.

	P&D.22
	Conduct proactive work to detect fraud using relevant information and intelligence to identify anomalies that may be indicative of fraud, bribery and corruption. Results of this work are evaluated and where appropriate feed into improvements to prevent and deter fraud, bribery and corruption in line.
	GovS 013 component 10
	Proactive activity has been undertaken including leading a NHS Wales wide exercise. Reports are brought for the Committee’s attention in relation to these exercises. 

	P&D.23
	Membership of Local Intelligence Network and attendance at meetings.
	Service level
	Local Intelligence Network meetings attended throughout the year by Counter Fraud. 

	
	TOTAL DAYS ALLOCATED
	170







	

HOLD TO ACCOUNT


	The organisation employs or contracts in an accredited, person (or persons) nominated to the NHSCFA to undertake the full range of counter fraud, bribery and corruption work, including proactive work to prevent and deter fraud, bribery and corruption and reactive work to hold those who commit fraud, bribery or corruption to account.

The organisation must have well established and documented reporting routes for staff, contractors and members of the public to report incidents of fraud, bribery and corruption.

The organisation uses the approved NHS fraud case management system to record all incidents of reported suspect fraud, bribery and corruption, to inform national intelligence and NHS counter fraud functional standard return submission by the NHSCFA.

	TASK/OBJECTIVE
	RISK/FPN/
STANDARD
	CURRENT POSITIONS 

	HTA.1
	Conduct investigations into all allegations of economic crime as required, in line with the requirements of the NHS Counter Fraud Authority Counter Fraud Manual, and all relevant guidance and legislation.
	GovS 013 component 9
	All investigations are managed in line with applicable guidance and legislation. This is evidenced by successful prosecution, comments from the bench in these cases and a developed relationship with CPS prosecutors. 

	HTA.2
	Appropriate use of the prescribed case management system, in line with NHS Counter Fraud Authority and NHS CFS Wales requirements.
	GovS 013 component 6
GovS 013 component 8
	Case management system is utilised in line with requirements and specific advice from CFS Wales.

	HTA.3
	Assist NHS Counter Fraud Authority and/or NHS CFS Wales as required in respect of any regional or national investigations. 
	GovS 013 component 9
	Joint working with CFS Wales has been undertaken throughout the year. Early consultation with Financial Investigators 

	HTA.4
	Ensure the application of sanctions in line with legislation and the policy document ‘Applying Appropriate Sanctions Consistently’.
	GovS 013 component 6 GovS 013 component 9
	Successful application of sanctions in this year. 

	HTA.5
	Identify and maintain appropriate records and, wherever possible, seek financial redress/recovery in respect of any proven loss to the Health Board, having due regard to the particular circumstances of each case.
	GovS 013 component 6
GovS 013 component 8
	Financial redress is sought in all applicable cases with successful recoveries made in year. 
Financial Investigators are engaged 

	HTA.6
	Review professional competencies and capabilities of accredited staff nominated to undertake the full range of counter fraud work to assess requirements for professional development opportunities.
	GovS 013 component 9
	This review resulted in inclusion of development opportunities with individual PADR development plans. 
Further discussion on All Wales basis has led to agreement for need of a competency framework for LCFSs. Additional NHS Counter Fraud Authority have developed an academy. 
These opportunities will be explored nationally for formalisation of CPD for counter fraud operatives. 

	HTA.7
	Explore Memorandum of Understanding between South Wales Police and the Health Board to cover matters of joint interest when undertaking investigation. 
	Service level
	The idea and intent of an MoU has been floated but with no real development. Support from SWP can be variable by area and by resource availability but in general the Team maintain good links with Police. Work in this area will continue.  

	
	TOTAL DAYS ALLOCATED
	364







	
STRATEGIC GOVERNANCE


	A member of the executive board or equivalent body is accountable for provision of strategic management of all counter fraud, bribery and corruption work within the organisation.

The organisation’s non-executive directors, counter fraud champion or lay members and board/governing body level senior management are accountable for gaining assurance that sufficient control and management mechanisms in relation to counter fraud, bribery and corruption are present within the organisation.

The organisation maintains an annual work plan that is informed by national and local fraud, bribery and corruption risk assessment identifying activities to improve capability and resilience.


	TASK/OBJECTIVE
	
	PROPOSED
DELIVERY 

	SG.1
	Attendance at all Fraud Forum meetings held by CFS Wales.
	Service Level
	Counter Fraud Team attended All Wales Meeting.

	SG.2
	Completion and agreement of the annual work plan with Director of Finance.
	GovS 013 component 2
	To be completed Q4.

	SG.3
	Completion and agreement of the annual report with Director of Finance.
	GovS 013 component 5
	Completed in Q1.

	SG.4
	Regular meetings/liaison with Director of Finance.
	GovS 013 component 1
	Regular liaison with Director of Finance. 

	SG.5
	Preparation for and attendance at Audit Committee meetings.
	GovS 013 component 1
	Regular reporting and attendance at Audit Committee meetings. 

	SG.6
	Full participation in the quality assurance process as directed by NHS Counter Fraud Authority   
	Service Level
	To be completed Q4. 

	SG.7
	Undertake additional training as required by the Health Board or NHS Counter Fraud Authority.
	Service Level
	No direct training has been required.

	SG.8
	Continuing use of CLUE3 case management system, as mandated by the NHS Counter Fraud Authority. Utilise system to record all fraud, bribery and corruption investigative activity, including all outcomes, recoveries and system weaknesses identified during the course of investigations and/or proactive prevention and detection exercises.
	GovS 013 component 8
	Case management system utilised as per guidance.

	SG.9
	Provide regular reports and ad hoc information to NHS Counter Fraud Authority and Welsh Government as required
	GovS 013 component 6
	Statistical performance data submitted at conclusion of each quarter.

	SG.10
	Review the Health Board’s Counter Fraud Policy and Response Plan to ensure up to date and relevant contents as well as alignment to Government Functional Standards.
	GovS 013 component 4
GovS 013 component 7
	Counter Fraud Policy and Response Plan is to be aligned across NHS Wales with local divergence exhibited over recent years. Likely to not be completed by end of 2024/25 and carry through to 2025/26.

	
	TOTAL DAYS ALLOCATED
	50
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