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1. Introduction

Following approval of the Information Governance and Fax Polices in the Information
Governance Board n January 2018, the Audit Committee is asked to review and
ratify both policies.

2. Background
Information Governance (IG) policy

Following approval by Information Governance Board in January 2018, Audit
Committee are asked to ratify the updated Information Governance (IG) policy. The
IG Policy replaces ABMU’s Data Protection and Confidentiality Policy and will remain
in place until a national all Wales IG Policy is published in late 2018.

The revision of the policy has been led by the Head of Information Governance and
all members of the IGB have been included in the review. Specific involvement has
been sought from Human Resources and Incident and Risk teams.



The IG Policy is to be followed by all staff, volunteers, students, contractors or
anyone else who has access to ABMU’s patient and/or staff information. There will
most likely be consequences for anyone breaching this Policy and these may vary
depending on the individual circumstances.

Patients entrust us with sensitive and personal data relating to their health and other
matters when they seek treatment. They do so in confidence and they have the
legitimate expectation that staff will respect their privacy and act appropriately. In
some circumstances individuals may lack the capacity to extend this trust but this
does not diminish the duty of confidence.

The fundamental principle is that a patient’'s health record is made by the health
service to support the patient’s healthcare. Similarly, information recorded in a staff
record is entered and retained to enable the organisation to function effectively. One
consequence of this is that information that can identify individual patients and
members of staff must not be used or disclosed for purposes other than healthcare
and, in the case of staff for their management, without the individual’'s explicit
consent or some other legal basis, or where there is a robust public interest or legal
justification to do so.

ABMU will adhere to all Data Protection Legislation. The Health Board (HB) will do
all it can to protect the confidentiality and integrity of all the information in its care at
all times, sharing it when appropriate both safely and securely. Controls exist to
regulate access to personal data to minimise the risk of its improper or illegal use.

Audit committee are asked to approve the updated IG policy (appendix 1).

Fax policy

The existing fax policy has expired, this policy has not needed any substantial
changes to the existing policy other than some formatting issues have been

resolved.

Following approval by Information Governance Board in December 2017, Audit
Committee are asked to ratify the updated.

3. Recommendation
Audit committee are asked to approve the updated I1G policy (appendix 1).
Audit committee are asked to approve the updated Fax policy (appendix 2).



Appendix One — Information Governance Policy
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The Information Governance (IG) Policy replaces ABMU’s Data Protection and
Confidentiality Policy, and will remain in place until a national IG Policy is
devised (due late 2018).

1. Policy Statement

Patients entrust us with sensitive and personal data relating to their health and other
matters when they seek treatment. They do so in confidence and they have the
legitimate expectation that staff will respect their privacy and act appropriately. In some
circumstances individuals may lack the capacity to extend this trust but this does not
diminish the duty of confidence.

The fundamental principle is that a patient's health record is made by the health
service to support the patient's healthcare. Similarly, information recorded in a staff
record is entered and retained to enable the organisation to function corporately. One
consequence of this is that information that can identify individual patients and
members of staff must not be used or disclosed for purposes other than healthcare
and, in the case of staff, for their management, without the individual’s explicit consent,
some other legal basis, or where there is a robust public interest or legal justification to
do so.

ABMU will adhere to all Data Protection Legislation. The Health Board (HB) will do all
it can to protect the confidentiality and integrity of all the information in its care at all
times, sharing it when appropriate both safely and securely. Controls exist to regulate
access to personal data to minimise the risk of its improper or illegal use.

2.  Scope of Policy
The IG Policy is to be followed by all staff, volunteers, students, contractors or anyone
else who has access to ABMU’s patient and/or staff information. There will be

consequences for anyone breaching this Policy and these may vary depending on the
individual circumstances.

3. Aims and Objectives

This Information Governance Policy supports the 2017/18 corporate objective of
providing effective governance and partnerships.

The aims of this Policy are to ensure that:

e Staff and patients’ personal data is protected from unauthorised access and
disclosure;

o All legal, regulatory and professional requirements are met;

e Patients and staff are fully informed about how the personal information they
provide will be recorded and used; and

e Appropriate information is provided to the correct person, when it is needed.
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A national Information Governance / Data Protection / Confidentiality Policy is in
production during 2018 which will replace this ABMU IG Paolicy.

4, Definitions

Information Governance (IG) is a framework that defines how organisations and
individuals handle information; in particular, both the handling of sensitive and
personal information of employees, patients and service users, and also to information
related to the business of the organisation.

The use of the term “personal data” relates to the information from which a living
individual can be identified, and may refer to patient and/or staff information.

4.1 Personal Data — Patient / Staff identifiable information

Examples of personal data — staff and/or patient — include the individual’s name,
address, full postcode, date of birth, NHS number, National Insurance number, staff
number, local patient identifiable codes as well as photographs, videos, audio tapes or
other images.

From May 2018 computer IP addresses are considered personal information, as are
certain email addresses.

4.2 Special Categories of Personal Data

This is the term used by the General Data Protection Regulation (see section 5.2) to
replace the term “sensitive personal data” used by the Data Protection Act. It includes
data revealing racial or ethnic origin, political opinions, religious or philosophical
beliefs, trade union membership, health, sex life, sexual orientation, genetic and
biometric data where processed to uniquely identify an individual.

4.3 Anonymised information

This is information which does not identify an individual directly, and which cannot
reasonably be used, in combination with other available information from an alternative
source, to determine identity. Anonymisation requires the removal of all key
identifiable information referred to in 4.1 and any other detail or combination of details
that might support identification.

Once information is effectively anonymised, it is no longer confidential and may be
used with relatively few constraints. However, it should be noted that in some
circumstances an individual might be identified directly or indirectly from other
information. For example, rare diseases, drug treatments or statistical analyses, which
have very small numbers of patients, within a small population, may allow individuals
to be identified. Particular care must be taken in these circumstances to limit access
and circulation of the information to minimise the likelihood of the patient being
identified inadvertently.

4.4 Processing
Processing refers to how an organisation manages their information and includes its

collection, recording, organisation, structuring, storage, adaptation, use, disclosure by
transmission, dissemination, restriction, erasure or destruction.
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5. Relevant Legislation
Data Protection legislation is changing in May 2018.
5.1 Data Protection Act 1998 (DPA)

Before May 25 2018, the UK is subject to the conditions of The Data Protection Act
(1998) (DPA). The DPA, and associated legislation, compels the NHS to handle
person-identifiable information in an appropriate and legal manner. This means
ensuring that all person-identifiable information is processed fairly, lawfully and as
transparently as possible so that the public understand the reasons for processing
their personal information, gain trust in the way the NHS handles information and
understand their rights to access the information held about them.

5.2 General Data Protection Regulation (GDPR)

The General Data Protection Regulation (GDPR) was approved in 2016 and comes
into force on 25th May 2018. It will be directly applicable as law in the UK. It will
replace the Directive that is the basis for the UK DPA, which will be repealed or
amended. It is expected that the provisions of the GDPR will remain in force post-
Brexit, and for the foreseeable future.

Although in general the principles of data protection remain similar, there is greater
focus on evidence-based compliance with specified requirements for transparency,
more extensive rights for data subjects and considerably harsher penalties for non-
compliance.

The GDPR introduces a principle of ‘accountability’. This requires that organisations
must be able to demonstrate compliance. The key obligations to support this include:

e The recording of all data processing activities with their lawful justification and data
retention periods;

¢ Routinely conducting and reviewing data protection impact assessments where
processing is likely to pose a high risk to individuals’ rights and freedoms;

e Assessing the need for data protection impact assessment at an early stage, and
incorporating data protection measures by default in the design and operation of
information systems and processes;

e Ensuring demonstrable compliance with enhanced requirements for transparency
and fair processing, including notification of rights;

¢ Ensuring that data subjects’ rights are respected;
e The provision of copies of records free of charge, rights to rectification, erasure, to
restrict processing, data portability, to object, and to prevent automated decision

making;

¢ Notification of personal data security breaches to the Information Commissioner;
and
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e The appointment of a suitably qualified and experienced Data Protection Officer.

5.3 Confidentiality: Code of Practice for Health and Social Care in Wales
(http://www.wales.nhs.uk/sites3/documents/950/codeofpractice.pdf)

This has four main requirements for organisations to:

e Protect
- Look after the patient’s or service user’s information;

e [nform
- Ensure that individuals are aware of how their information is used;

e Provide Choice
- Allow individuals to decide, where appropriate, whether their information can
be disclosed or used in particular ways; and

e Improve
- Always look for better ways to protect, inform, and provide choice.

6. Responsibilities
Confidentiality is an obligation for all staff.

Breach of confidence, inappropriate use of or access to health or staff records,
inappropriate disclosure of personal data or abuse of computer systems may lead to
disciplinary measures being taken (see Information Security Policy for further
information). It may also bring into question professional registration and could result in
legal proceedings.

All staff, irrespective of access to patient or staff information, need to complete
mandatory IG training at induction and then refresh this training every 2 years. Face-
to-face training sessions are advertised on the intranet, and e-learning can be
accessed via the Electronic Staff Record (ESR) system. Support can be sought from
the IG Department if required.

All staff are responsible for proactively identifying 1G risk, breaches and near misses,
and to report these accordingly (see Section 7.4).

It is the responsibility of all staff to read this Policy in conjunction with the relevant
documents listed in section 11.

6.1 The Board

The ultimate responsibility for IG in the NHS rests with the Board of each organisation,
who should note that:

e Information Governance is an important part of the Health Board's overall
governance arrangements;

e |G training is mandatory for all staff; and

ABMU Information Governance Policy — final v1
Date: February 2018

Page 6


http://www.wales.nhs.uk/sites3/documents/950/codeofpractice.pdf

e Organisations must provide assurance that they are meeting key IG requirements,
including adherence of all staff to this IG Policy.

6.2 The Chief Executive

The Chief Executive is the Accountable Officer of the Health Board and has overall
accountability and responsibility for IG. He/she is required to provide assurance,
through the Annual Governance Statement, that all risks to the organisation, including
those relating to information, are effectively managed and mitigated. This IG Policy is
an essential part of the assurance process.

6.3 The Senior Information Risk Owner (SIRO)

The Executive Medical Director is the SIRO and is the Board member leading on IG.
The SIRO provides an essential role in ensuring that identified information security and
IG risks are followed up and incidents managed. The Deputy SIRO is the Board
Director. This IG Policy provides the framework within which to assess IG compliance
and to some extent IG risk across the Health Board.

6.4 The Caldicott Guardian

The Caldicott Guardian plays a key role in ensuring that the Health Board satisfies the
highest practical standards for handling personal data. Within the Health Board the
Director of Public Health is the nominated Caldicott Guardian and the Deputy Medical
Director is the Deputy Caldicott Guardian. The IG Policy provides the framework for
the secure holding and legal sharing of patient information.

6.5 Data Protection Officer (DPO)

The Head of IG holds the role of DPO within ABMU, and is therefore responsible for
overseeing data protection strategy and implementation to ensure compliance with
GDPR requirements. The DPO’s minimum tasks are defined by GDPR (Article 39) as:

e To inform and advise the organisation and its employees about their obligations to
comply with the GDPR and other data protection laws;

e To monitor compliance with the GDPR and other data protection laws, including
managing internal data protection activities, advise on data protection impact
assessments, train staff and conduct internal audits; and

¢ To be the first point of contact for supervisory authorities and for individuals whose
data is processed (employees, patients, etc).

It is the DPO’s responsibility to instil a robust IG Policy within the organisation, to
review it regularly, and to monitor compliance with it across the Health Board.

6.6 Audit Committee

It is the responsibility of the Audit Committee to consider, request appropriate
amendments to, and approve the IG Policy, and to support its implementation across

the organisation.

6.7 Information Governance Board (IGB)
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The purpose of the IGB is to provide the Audit Committee with evidence based and
timely decisions to assist it in discharging its functions and meeting its responsibilities
with regard to:

¢ Information quality and integrity;

¢ Information safety and security; and

e Appropriate access and use of information (including patient and personal
information) to support its provision of high quality healthcare.

The IGB will monitor compliance with the IG Policy through bimonthly reports received
on IG Key Performance Indicators (KPIs) such as incidents and training compliance.

6.8 IGB Leads

The nominated Leads that represent their SDU/Corporate Department on the IGB will
champion this IG Policy within their areas. They signpost any requests for IG
compliance support that they are unable to answer to the IG Department.

6.9 ThelG Lead

The Head of Digital Records and Information Assurance is the IG Lead for ABMU and,
as such, promotes the IG Policy and its compliance across the organisation.

6.10 The Head of IG and the IG Department

The Head of IG is responsible for overseeing the IG systems and processes within the
Health Board and carrying out operational duties for the 1G Lead. The Head of IG and
the IG Department Team provide expert advice, guidance and training on IG issues
and continually monitor the compliance of the Health Board and its staff against the 1G
Policy, whether through audit or on an ad hoc basis.

6.11 Unit Directors and Service Managers

Unit Directors and Service Managers have responsibility for:

e The protection of personal data and for identifying and managing any associated
risk;

e Enforcing measures to protect information, including personal data as part of
normal/everyday activity, setting and driving forward a culture that properly values,
protects and uses data both in planning and delivery of Health Board services;

e Ensuring that breaches and near misses relating to IG are reported using the Health
Board’s incident reporting procedure;

e Ensuring excellent data quality;

e Having a robust IAR for their areas of responsibility, and for supporting their IAOs in
auditing this and addressing any issues;
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Ensuring a minimum of 95% of staff within their remit area are compliant with their
IG mandatory training at all times; and

Ensuring their staff comply with the 1G Policy.

6.12 All Managers

The responsibilities with regards to IG for all managers are as follows:

Ensure their staff have read and understood the IG Policy;

Ensure their staff have completed IG mandatory training at induction, before being
given access to any clinical systems;

Ensure their staff are released for, and complete, their IG mandatory training every
2 years following induction. This should be monitored monthly and noted during
annual performance reviews (PADRS);

Ensure their staff have appropriate access rights to any information they access;
Ensure their staff understand that they must not access their own clinical record,;
Ensure their staff understand that consent from a family member, friend or
colleague does not give them the right to access that person’s record — the only
time such a record may be accessed is if it is part of that staff member’s normal role
and it is in the course of their usual business;

Ensure their staff are aware of, and adhere to, standards and procedures relating to
confidentiality of personal information;

Ensure that all job descriptions include the standard confidentiality clause;

Ensure their staff are aware of the legal requirements relating to confidentiality of
personal information, which must be met;

Ensure their staff are appropriately trained in the use of all records management
systems relevant to their job;

Ensure any IG breach is immediately reported via Datix, and if serious, immediately
inform the IGB Lead and the |G Department; and

Ensure that the relevant staff passwords to access electronic records systems are
immediately disabled if a member of staff leaves the HB’s employment.

6.13 All Employees, Contractors, Volunteers, Researchers and Students

All employees, contractors, volunteers, researchers, students or other personnel (paid
or otherwise) have the responsibility to comply with the IG Policy.

All individuals who have access to personal data are responsible for ensuring that any
personal data which they hold are kept securely, are not disclosed either orally or in
writing or accidentally or otherwise to any unauthorised third party. This is supported
by an appropriate confidentiality clause within their contract of employment.
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Any IG incidents or near misses should be reported on the organisation’s Datix
incident reporting system and reported to the line manager. Staff must be compliant
with the 1G Policy, alongside the documents listed in Section 11. Staff must actively
participate in the Health Board’s IG induction training and complete further mandatory
refresher/update training relating to IG every 2 years.

6.14 Those Who Procure Third Party Contractors

Those who procure outside services must ensure that appropriate contracts and
confidentiality agreements are in place with third parties where potential or actual
access to the Health Board’s confidential information assets is identified. All contracts
must be GDPR compliant and advice may be sought from NHS Wales Shared
Services Partnership and/or ABMU’s IG Department on this matter. Contractors must
formally agree to adhere to the 1G Policy.

6.15 Information Asset Owners (IAOs) and/or Administrators (IAAS)

An information asset is a body of information, defined and managed as a single unit so
it can be understood, shared and protected effectively. They have recognisable and
manageable value, risk, content and lifecycles. They may be paper, electronic or
some other form and may contain personal or non-personal information. It will form
part of ABMU’s Information Asset Register (IAR).

IAOs are identified as the people who have operational ownership of an information
asset, while 1AAs are identified as those who are responsible for the day to day
management of the asset.

Both IAOs and IAAs are responsible for compliance with the IG Policy by all staff with
access to the Information Assets for which they have responsibility. They are also
responsible for the IG components of the assets themselves, such as Privacy Impact
Assessments (see Section 7.21) and Information Sharing Protocols (see Section
7.20.13).

7. Implementation and Procedural Guidelines

All staff should take advice when required from their IGB Lead or the IG Department —
contact details are found in section 10.1.

An 1G Handbook containing good practice guidance can be found on the IG intranet
pages (link given in section 10.2), also in Appendix 1.

7.1 Keeping personal data physically secure

7.1.1  Staff working with personal data must exercise all reasonable precautions
within their working area to protect that information from unauthorised
access, misuse, damage or theft. They must comply with existing security
procedures so that access to these areas is restricted to authorised staff.

7.1.2 Care must be taken to ensure that manual health records not filed in their
usual filing system are formally booked out, tracked and returned as soon
as possible after use. When not in file, manual records should be stored
closed, in a secure location within the clinical area or office so that neither
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the demographic label on the outside nor the contents are seen
accidentally.

7.1.3 In general, personal records/information should not be taken off HB
premises. However, it is recognised that it will be necessary to do so on
occasion, for example a patient’'s personal data will be required on
domiciliary or treatment visits outside the HB. For some staff this will be
part of their everyday practice due to the nature of the service they provide.
In these circumstances, it is the health care professional's personal
responsibility to ensure that the security of this information is not
compromised in any way. Staff information must be safeguarded in the
same manner.

7.1.4 Portable devices, media and paper records must not be left in view in a
vehicle during the day, or even in a locked boot out of sight overnight. All
information should be kept securely, wherever it is being held. Ideally, all
files and portable computers should be kept under lock and key when not
in use. Secure boxes or sealed envelopes should be used to transport
manual health records (double envelope if particularly bulky).

7.1.5 All correspondence containing personal information must be addressed to
a named individual or designated post holder.

Staff should be aware that there may be local procedures in place
regarding marking outgoing mail “Private and Confidential” and must check
with their local manager.

Further guidance regarding the sending of mail can be found in Appendix
1.

7.2 Disposal of confidential material

All paper material containing confidential and/or personal data must be disposed of
appropriately i.e. by shredding or depositing in confidential waste sacks or confidential
waste bins. All confidential waste bags must be kept in a secure area not accessible
by the public. Removable media such as memory sticks, floppy disks, CDs etc. can be
disposed of by contacting IT Security who will advise you on the correct procedures to
be followed.

7.3 Keeping personal data electronically secure

7.3.1 Managers must ensure that staff have appropriate access rights to the
computer systems necessary to their role. Staff must be compliant with
their mandatory 1G training before being given access to electronic
systems. All users are allocated user accounts and passwords to access
these systems and are personally responsible and accountable for the
usage of their passwords. The Information Security Policy details the
responsibilities of staff in relation to security of information held on the HB'’s
computer systems. All staff who use these systems must comply with the
requirements of that policy.

7.3.2 Staff must not access their own ABMU held clinical record.
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7.3.3

7.3.4

7.3.5

7.3.6

Staff must not access the ABMU health record of a family member, friend
or colleague — even with their consent — unless the access is required as
part of the staff member’s normal role and it is in the course of their usual
business.

All portable computer equipment must be encrypted — see the Information
Security Policy for further guidance.

All computer screens must be locked when not in use (Windows key+L, or
CTRL+ALT+DEL then ENTER).

Personal mobile telephones should not be used to take photographs of
patients — contact Medical Illustration for support.

7.4 Incident reporting

7.4.1  Actual breaches of confidentiality, or risks of potential breaches, must be
notified to the Line Manager as soon as they occur. An incident form
(Datix) must be completed and forwarded to the Clinical Governance
Manager or Governance Support Unit, along with the IGB Lead and IG
Department.

7.4.2 The IG and Cyber Security Incident and Near Miss Procedures must be
followed at all times — this will ensure that the Regulator is appropriately
informed and incidents managed accordingly.

7.4.3 Lessons learned from any breach must be put into practice to prevent
another breach of the same nature occurring.

7.4.4 The IGB are informed bimonthly of any IG breaches so that assurance can
be given that an investigation has been carried out and lessons learned to
prevent a recurrence.

7.45 In addition, serious breaches of confidentiality occurring outside of normal
working hours should be reported to the on-call Manager who will contact
the Caldicott Guardian at the earliest opportunity.

746 The IG Department are responsible for informing the Information
Commissioner’s Office (ICO) of relevant breaches.

7.4.7  The SIRO and/or Caldicott Guardian will consider the requirement to inform
Welsh Government of serious IG breaches.

7.5 1G Risk

IG Risks may be noted by any member of staff. If they cannot be immediately solved
then they will be added to the appropriate risk register. This may be one or all of the
following: SDU/Corporate Department risk registers; the Health Board IG Risk Register
for risks across ABMU; and/or the Corporate Risk Register risks with serious
consequences only.
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7.6 Fair Processing and Privacy Notices — Informing individuals on the
management of their personal data

Patients must be made aware that the information they give may be recorded, may be
shared in order to provide them with care, and may be used to support local clinical
audit work to monitor the quality of care provided. It is important that patients are
given reassurance that their information will be treated in the strictest confidence at all
times by all HB staff who need access to it, that they are informed on what legal basis
their information is collected and/or shared, alongside information on rectification,
erasure, retention and destruction.

Staff equally have a right to be informed how ABMU manages their information and on
what legal basis it is collected and/or shared, alongside information on rectification,
erasure, retention and destruction.

Privacy Notices describe how ABMU manages the personal information it holds, and
these can be found on its Internet site, for both staff and patients. Leaflets and posters
for patients can be accessed for printing from the IG intranet pages (see Section 10.2).

Privacy notices must be created in line with ICO guidance: Using clear and
straightforward language, appropriate to the level of understanding for the intended
audience, and regularly reviewed to ensure that they are up to date.

7.7 Be familiar with the information provided to patients

In order to inform patients properly, staff must themselves be familiar with the content
of patient information leaflets, posters and other materials, which deal with
confidentiality and the way information is used and shared. Links to these can be
found on the IG intranet pages (see section 10.2).

7.8 Check individuals’ understanding

Staff must check that patients have had the opportunity to read and understand the
information provided, ask any questions they may have and know who to contact for
further advice (the DPO or the Caldicott Guardian). It is important to recognise the
different communication needs of patients. Difficulty in communicating for whatever
reason, such as disability, illiteracy, cultural issues or language difficulties, does not
remove the obligation to help people understand.

If staff wish to find out more about how their information is managed, they may choose
to contact Human Resources, their line manager or the IG Department.

7.9 Make it clear when information is being noted or accessed
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Patients must be made aware that information is being noted and their health records
are being accessed. This may require no more than a comment such as “Let me
make a note of that in your file” and will generally occur naturally as part of the
interaction with the patient.

7.10 Good record keeping and data quality

Staff are under a legal obligation to maintain data quality when creating or amending
patient and staff records. In terms of patient records, if a patient requests that an
amendment is made to their record then this must be actioned immediately — unless
their request refers to a medical opinion or fact in which case advice should be sought
from the IG Department as it is usually not possible to change such details unless a
mistake has been made on the HB’s part. There is advice available from professional
bodies, and within ABMU there is a Record Keeping Policy for Nurses.

When information is shared it should be noted in the patient health record or staff
record as appropriate. If it is a one-off disclosure, for anything other than the purposes
of direct care, then this should be noted on the One-off Disclosure Log which can be
found from the SDU Governance Unit, the relevant IGB Lead, the IG Department or
the IG Department’s intranet pages (see Section 10.2). This One- off Disclosure Log
must be copied to the IG Department who keep a central register of all such
disclosures.

7.11 Make it clear when information is being disclosed or when it may be
disclosed to others

It must be recognised that patients may know little about the NHS and other agencies
such as social services and how they work together on a day to day basis. Staff must
ensure that patients know when information is disclosed to be used more widely, and

how this affects their care

There are certain Acts of Parliament that require disclosure of personal data. Court
orders may also require disclosure. Even though the patient cannot prevent disclosure
in these cases, they must normally be informed that this is taking place. Further
advice can be sought from the IG Department.

7.12 Consent — Check that patients are aware of the choices available in respect
of how their information may be used or shared.

Under GDPR the majority of the health information that ABMU processes will fall under
Article 9(2h) as its legal basis. This allows processing that is “necessary for the
purposes of preventive or occupational medicine, for the assessment of the working
capacity of the employee, medical diagnosis, the provision of health or social care or
treatment or the management of health or social care systems and services”.
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Explicit consent should only be considered as a legal basis for processing if the patient
/ staff member has a genuine ability to withdraw their consent without it notably
compromising the service given by ABMU. Explicit consent must be sought if personal
information is to be processed outside the remit of Article 9(2h) as described above.

Implied consent does not give ABMU the ability to share special categories of personal
data for reasons other than those mentioned in Article 9(2h) above. Consent under
GDPR, when used as a legal basis for processing, needs to be by clear affirmative
action on a choosing to opt in rather than opt out basis.

Patients have the right to choose whether or not to agree (consent) to information that
they have provided in confidence being used or shared beyond what they understood
to be the case when they provided the information, unless there is legal justification or
robust public interest basis to do so.

In some cases, it may not be possible to restrict information disclosure without
compromising care. This would require careful discussion with the patient, but
ultimately the patient’s choice must be respected. Where patients insist on restricting
how information may be used or shared in ways which compromise the health
service’s ability to provide them with high quality care, this must be documented in the
patient’s record.

It must be made clear to the patients that they are able to change their mind at a later
stage.

The patient or staff's consent to share their information should be noted in their record.
Any lack of consent to share should also be noted and respected. If staff determine
information needs to be shared but consent has been refused, then advice may be
sought from the IG Department as there may still be a legal basis for sharing. Good
practice would state that this was explained with care to the patient or member of staff
who had refused their consent.

7.13 The recording of meetings — audio visual or audio only

There is separate guidance available on this matter — see Audio Visual Recording
Guidance, available on the IG Intranet pages (see Section 10.2). It is essential that no
patients, relatives or personal information is recorded inadvertently in the background
at any time, and that no patient is recorded without their explicit consent — or that of
their legal guardian if appropriate.

7.14 Use of information for teaching purposes

Anonymised or dummy information must be used for teaching purposes. It must be
emphasised that this principle applies equally to paper-based records, electronic
records, recordings and images. Students needing to complete portfolios for their
tutors need to anonymise all identifiable information.
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7.15 Children and young people

Young people aged 16 or 17 are presumed to be competent for the purposes of
consent to treatment and are therefore entitled to the same duty of confidentiality as
adults. Children under the age of 16 who have the capacity and understanding to take
decisions about their own treatment (“Gillick competent” children) are also entitled to
make decisions about the use and disclosure of information they have provided in
confidence. (They may be receiving treatment which they do not want their parents to
know about). However, where a competent young person or child is refusing
treatment for a life threatening condition, the duty of care would require confidentiality
to be breached to the extent of informing those with parental responsibility.

In other cases, consent to disclose or share a patient’s personal data should be sought
from a person with parental responsibility for the child if the information is not being
processed for the purposes of direct care of the patient.

7.16 Where patients are unable to give their consent

If a patient is unable to give their consent or communicate a decision due to their
physical or mental condition, the health professionals concerned must take decisions
about the use of information. This needs to take the patient’s best interests and any
previously expressed wishes into account. Each situation must be judged on its
merits. A record of the patient’s incapacity to give their consent must be made in the
health record. Only as much information as needed to support their care should be
disclosed. In cases where the patient is thought to lack capacity reference must be
made to the Mental Capacity Act 2005 — Code of Practice.

7.17 Disclosing information with appropriate care

A duty of confidence arises when one person shares information with another (for
example, patient to health professional) in circumstances where it is reasonable to
expect that the information will be held in confidence. It is a legal obligation derived
from common law; a requirement established within professional codes of practice and
a requirement within HB employment contracts linked to disciplinary procedures.

7.17.1 Identify enquirers

Staff should check that any callers, by telephone or in person, are who
they claim to be. Seek official identification or check identity by calling
them back using an independent source for the telephone number. Check
also that they have a legitimate right to have access to the information. Be
aware that some patients may not wish their relatives and/or friends to
know that they are on ABMU premises.

Do not give out information to callers, in person or on the telephone,
without the consent of the patient. This includes solicitors and usually the
police — see Section 7.20.5 for further guidance.
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7.17.2 Blaggers

Blaggers are individuals who are paid to gain personal information about
patients or staff from the HB illegally. If you are not sure of the identity of
the individual making the enquiry do not give them information until you
have verified their identity. If you believe that the caller is attempting to
gain information illegally you should contact Counter Fraud.

7.18 Share the minimum information necessary

It is important to consider how much information needs to be disclosed before
disclosing it. This must be balanced against the need to provide safe care and the
consequences of missing information. Providing the whole casenote is generally
unnecessary and may constitute a breach of confidence. The seven Caldicott
Principles should be followed (Appendix 2).

7.19 Ensure appropriate standards are applied in respect of emails and faxes

Care must be taken to ensure that the means of transferring all personal information
from one location to another are as secure as they can be and that they comply with
policy. Itis preferable to send information electronically following the Information
Security and Email Policies, ie. to an email address ending in @wales.nhs.uk, via
CJSM, via the Secure File Sharing Portal, or encrypted via Outlook. If this is not
possible, then the information should be posted or couriered.

If this is not possible, then the last resort is to use a Fax. If personal data is faxed,
staff must follow the Fax Palicy, confirm that the receiving fax is in a secure location
and that receipt of the information will be acknowledged. Information must never be left
unattended in a HB fax machine at any time.

7.20 Procedural guidelines for disclosing personal data

Advice can be sought from the IG Department on individual cases whenever required.

Individuals (known as data subjects) have a right to apply for access to information
held about them and, in some cases, information held about others. This is known as
a Subject Access Request (SAR) and such requests must be made in writing and the
information released when appropriate within one month.

7.20.1 Information to patients (Subject Access)

Requests for personal information under the provision of data protection
legislation should be directed to the Access to Health Records Department
where procedural guidelines are in place to facilitate the process.
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Information will usually only be shared with someone other than the patient
with explicit patient consent or to someone with a Lasting Power of
Attorney for Health and Welfare. Occasionally there may be a need to
share information without consent due to the presence of a court order
(see Section 7.20.10) or other legal reason. Advice should be sought from
the 1G Department if required.

Any information released must not include reference to a third party unless
that 3" party has also given their consent for the information to be
released.

7.20.2 Information to staff (Subject Access)

Requests for personal information under the provision of data protection
legislation should be directed to the Head of Workforce Localities and
Systems within the Human Resources Department where procedural
guidelines are in place to facilitate the process. Occasionally there may be
a need to share information without consent due to the presence of a court
order or other legal reason. Advice should be sought from the IG
Department if required.

Any information released must not include reference to a third party unless
that 3" party has also given their consent for the information to be
released.

7.20.3 Information to relatives, carers and others

Confidential information should only be discussed with relatives or other
persons after consent has been obtained from the patient. If it is not
possible to obtain consent due to the incapacity of the patient the
information must be given in the patient’s best interest, taking into
consideration any previous direction given by the patient.

Staff must emphasise to the recipient that the information is being given in
confidence and ensure that this is fully understood. Patient consent, or
inability to give consent along with the recipient’s understanding, must be
recorded appropriately in the patient’s health record.

7.20.4 Complaints procedure

Staff must obtain the patient’s consent to gain access to their health
records in order to investigate a complaint made against the HB. Access is
restricted to the information covering the period with which the complaint is
concerned. The patient is also required to provide their explicit consent if
someone is making a complaint on their behalf.
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7.20.5

7.20.6

7.20.7

Police enquiries

Information should not be shared with the Police without due consideration
for the law alongside relevant ABMU policies and procedures. Staff should
refer to the Releasing Information to the Police Procedure, available on the
IG Intranet pages (see section 10.2). If further guidance is required, the IG
Department should be contacted.

Common Law and the Public Interest

Under common law, staff are permitted to disclose personal information in
order to prevent and support detection, investigation and punishment of
serious crime and/or to prevent abuse or serious harm to others where
they judge, on an individual case basis, that the public good that would be
achieved by disclosing the information outweighs the obligation of
confidentiality to the individual patient, and the public interest in the
provision of a confidential service.

The terms “serious crime” and “serious harm” are not easily defined.
Requests for information, which require such judgements to be made,
should be referred to the IG Department.

Child Protection

Research and experience has shown that keeping children safe from harm
requires professionals and others to share information: About a child’s
health and development and exposure to possible harm; about a parent
who may need help to, or may not be able to care for a child adequately
and safely; and about those who may pose a risk of harm to a child.

Professionals can only work together to safeguard children if there is an
exchange of relevant information between them. This has been recognised
in principle by the courts. Any disclosure of personal information to others
must always, however, have regard to both common and statute law.

Normally, personal information should only be disclosed to third parties
(including other agencies) with the consent of the subject of that
information and wherever possible consent should be obtained. However,
in some circumstances, e.g. suspected fabricated or induced lliness, it
might undermine the prevention or detection of a crime. Consent may not
be possible or desirable in these cases but the safety and welfare of a child
must be the first consideration when making decisions about sharing
information.
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The law permits the disclosure of confidential information necessary to
safeguard a child or children in the public interest. That is, the public
interest in child protection may override the public interest in maintaining
confidentiality. Disclosure should be justifiable in each case, according to
the particular facts of the case, and legal advice should be sought in cases
of doubt. Advice should also be sought when required from the ABMU
Safeguarding team or the IG Department.

7.20.8 Vulnerable Adults

Many of the data protection issues surrounding the disclosure of
information in relation to vulnerable adults can be avoided if the informed
consent of the individual has been sought and obtained. Consent must be
given freely after the alternatives and consequences have been fully
explained.

If the information is classified as sensitive, consent to disclose it must be
explicit. Particular care must be taken to explain exactly what information
may be disclosed and why this is considered necessary.

Informed consent can only be obtained when the vulnerable adult is able to
fully understand and participate in the discussion i.e. “has capacity”.
Information cannot be disclosed if a vulnerable adult who has capacity
refuses to give their consent, as long as there is no risk to others and no
crime has been committed.

Where disclosure of information is necessary for the prevention or
detection of crime, to protect public safety or to protect the rights and
freedoms of others, the law does permit the disclosure of confidential
information in the public interest even when informed consent has not been
sought, or has been sought and refused. Information shared must always
be on a need to know basis and always remain pertinent to the specific
situation. In these circumstances, it is important that it is made clear to the
alleged victim, and their relatives/carers where appropriate, that in these
cases it is necessary for information to be shared with other agencies, such
as the police, due to the potential risk to others.

Advice can be sought from the ABMU Safeguarding team.

7.20.9 Medical information for solicitors and insurance companies

In the course of litigation or insurance claim processing, solicitors or
insurance companies may request medical information relating to the claim
from the patient’s health record. It must be established that the person
requesting the information is representing the patient for whom medical
information is sought and that the patient has given their signed consent to
release the information.
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7.20.10

7.20.11

7.20.12

7.20.13

Any information released must not include reference to a third party unless
that 3" party has also given their consent for the information to be
released. Any such requests are subject to data protection legislation and
should be referred to the relevant department.

Court Orders

The courts, some tribunals and persons appointed to hold enquiries have
legal powers to require disclosure of confidential information. In the event
that a patient’s medical details or a member of staff's personal details are
required in the course of legal proceedings, a court order may be issued to
release information. A formally issued court order directed by a judge or
other presiding officer is the only instruction that must be obeyed in these
cases. Verbal or written requests from lawyers or court officials are not
sufficient.

All such requests for release of information will be dealt with by the
relevant department and should be honoured in a timely fashion. A note of
exactly what has been released, when and to whom must be made.
Copies should be given unless the court order explicitly requests originals.

Deceased patients

Deceased individuals are not covered by data protection legislation.
Disclosure of medical information relating to a deceased patient may only
be undertaken where the third party who is to receive the information is
proven to be the executor of the deceased’s estate, held a Lasting Power
of Attorney for Health and Welfare at the time of patient’s death, or has
taken out letters of administration.

Requests from insurance companies for information to process claims will
only be fulfilled if they are accompanied by written authority from the
executor. Release of information in these circumstances is subject to the
requirements of the Access to Health Records Act 1990.

Release of information to the media

During normal working hours any media requests must be directed to the
Communications Department who will obtain explicit consent from the
person where practicable. Outside these times, requests should be
referred to the on-call Manager.

Sharing personal data with others: Information Sharing Protocols (ISPs)
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Information Sharing Protocols (ISPs) should provide a framework for the
lawful, secure and confidential sharing of information with non-NHS
organisations. ISPs should clarify the purposes of why and how personal
data is shared and identify the legal basis on which this information is
shared, which in turn will help build the good working relationships that
lead to trust and effective communication. The IG Department should be
informed when an ISP is being considered to enable appropriate support
and guidance during its drafting and completion. All ISPs must be checked
by the IG Department when complete prior to being signed by the Caldicott
Guardian.

The Caldicott Report “Review of Patient Identifiable Information” raised
concerns about the management of NHS records, in respect of all patient-
identifiable information that passes between NHS organisations, other than
for direct care. The Caldicott Principles (Appendix 2) must be followed, and
the Caldicott Guardian is responsible for ensuring that these principles are
adhered to.

The principles are the basis of good practice in sharing information
between teams and across professional and organisational boundaries.
They should underpin formal arrangements between organisations where it
is necessary to share personal data in order to provide co-ordinated care
for individuals.

Further information on the governance required for regular external flows of
information can be found on the WASPI website (via the IG intranet pages
— see section 10.2), or should be sought from the IG Department.

7.21 Privacy by Design — Data Protection Impact Assessments (DPIAS) or
Privacy Impact Assessments (PIAS)

All new projects must have IG embedded from the outset. This protects individuals’
personal information and provides assurance that ABMU is working to the necessary
standards and is complying with data protection legislation. Any IG risks will be
identified at an early stage and mitigated against accordingly.

All new projects therefore need to complete a PIA or a DPIA. The difference between
these two terms is in name only: a PIA is the term used for the document under the
DPA; a DPIA is the term used for the document under GDPR. The requirement of the
documents on the project Lead is the same. ABMU has a PIA Lead who will provide
the necessary support, guidance document and PIA/DPIA template — the IG
Department should be contacted for details.

7.22 Research
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All staff considering research, whether clinical or service improvement, should in the
first instance contact the Research and Development Manager to ensure all necessary
procedures are followed and privacy by design underpins any project.

8 Policy Compliance

Adherence to this Policy will be monitored by managers, IGB Leads, governance units
and the Information Governance Department. Compliance will be monitored informally
as well as through other methods such as audits and PADRs. Internal Audit and
external bodies such as the Welsh Audit Office and the ICO may also monitor ABMU’s
overall compliance with this Policy. Individual breaches, audit results, Subject Access
Request compliance and IG training compliance are reported bimonthly to the IGB,
and a report received by the Audit Committee.

Any breach of this policy must be reported to the appropriate line manager who when
made aware of a breach must then consider if the matter requires further investigation
under the all-Wales disciplinary policy. Advice on how that should be taken forward is
available from Workforce Advisors.

9 References
This Policy is based on a variety of sources, including current data protection
legislation, Confidentiality: Code of Practice for Health and Social Care in Wales, the
Caldicott principles, and guidelines from the Information Commissioner’s Office. Links
to supporting documentation and guidance can be found on the IG intranet pages (see
section 10.2).

10 Getting Help

10.1 Contacts:

Senior Information Risk Executive Medical Director

Owner (SIRO)

Deputy SIRO Board Secretary

Caldicott Guardian Director of Public Health

Deputy Caldicott Guardian Deputy Medical Director

Data Protection Officer Head of Information Governance

IGB Leads Individuals are named on the IG Intranet
site (see section 10.2)

IG Department Abm.confidentialityissues@wales.nhs.uk

Information Security itsecurity@wales.nhs.uk

10.2 IG Intranet site:

This can be found by looking on the front page of the Intranet, click on the IT
Informatics tab on the top blue bar, click on the Information Governance tab on the
right hand side.

http://howis.wales.nhs.uk/sites3/page.cfm?orgid=743&pid=57246

ABMU Information Governance Policy — final v1
Date: February 2018

Page 23


mailto:Abm.confidentialityissues@wales.nhs.uk
mailto:itsecurity@wales.nhs.uk
http://howis.wales.nhs.uk/sites3/page.cfm?orgid=743&pid=57246

11 Related Policies

This Policy must be read in conjunction with (all available on COIN on the intranet or
by request):

Information Governance:

Information Governance Strategic Direction and Framework

Information Governance and Cybersecurity Incident and Near Miss Procedures
Privacy Impact Assessment (PIA) Guidelines / Data Protection Impact Assessment
(DPIA) Guidelines

Information Sharing Protocol Guidelines / Wales Accord for the Sharing of Personal
Information (WASPI)

Releasing Information to the Police Procedure

Audio Visual Recording Guidance

Data Quality Policy

Information Security:

Information Security Policy
Internet Use Policy

Email Use Policy

Fax Policy

Mobile Communications

Health Records:

Access to Health Records Policy

Health Records Policy

Compilation of Health Records Policy

Retention and Destruction — NHS Code of Practice
Storage and Security of Health Records Policy
Health Records Tracking Policy

Retention and Destruction Policy

Record Keeping Policy for Nurses

Safeguarding:

Procedural Response to Unexpected Death in Childhood (PRUDIC) — local ABMU
guidance

Resolution of Professional Differences

Neglect Guidance Western Bay Safeguarding

Domestic Abuse Policy Review

Minor Injuries in Babies Policy

Disclosure and Barring Policy

Controlled Access Policy

Ask and Act Policy Project — Violence against Women, Domestic Abuse and Sexual
Violence (Wales)

WBSCB CPR Enquiries Protocol

ABMU HB Combined Safeguarding Children Guidance
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¢ Safeguarding Proforma following the Unexpected Death (or near miss) of a Child
Professional Abuse Policy for Safeguarding Children and Vulnerable Adults
ABMUHB Interim Policy and Procedure for the Protection of Vulnerable Adults from
Abuse

Good Practice Guidelines for Chaperoning and Intimate Patient Care

Prevent Strategy Implementation Policy

Policy for Addressing Staff who are Victims or Perpetrators of Domestic Abuse
Procedure for the Management of Fabricated or Induced lliness

Policy for Health Professionals on Female Genital Mutilation

Communications:

e Social Media Guidance
e Social Media Policy
o Do you want to use social media for work purposes?

Other:

e Security Policy

o Telephone Use Policy

e Decommissioning and Disposal Policy

¢ Mental Capacity Act 2005 — Code of Practice

¢ Research and Development Operational Framework
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Appendix 1
Information Governance (IG) Handbook

e General:

» Follow the “Information Governance Policy” (available on the Intranet or
contact the Information Governance Department). This includes the
Confidentiality Code of Conduct.

+ Complete your mandatory IG Training at induction and every 2 years
thereafter

» Always ensure that health records, staff records and any other
personal/confidential information is secure when you leave the office/nurses’
station etc..

» Lock rooms and cupboards where any personal information is stored when
area is unmanned.

» Ensure personal information cannot be seen through windows, in reception
areas, in consulting rooms etc..

» Do not access clinical or HR databases for reasons not directly work related:
This is illegal and could result in your dismissal. This includes your own
records and those of family and friends, even with their consent. The only
exception to this is if you are involved in their care, including admin staff
involved in arranging care.

« Treat personal information as if it is your own.
* Never leave records unattended and in view in your vehicle.

» Do not post online comments that could be offensive or breach
confidentiality on social networking sites.

+ Remove any confidential information from printers and fax machines once
printed/sent/received.

» Ensure papers containing personal information destroyed appropriately —
shred or use confidential waste sacks/bins.

» Let your patients know how we use and manage their information: Posters
and leaflets are available to download on the Information Governance
intranet pages (IT Informatics tab on Intranet front page, then Information
Governance).

o Telephone and face-to-face good practice:

» Speak discretely at all times — in consulting rooms, on the wards, in the
corridors etc..

* Only share personal information over the telephone when you have
confirmed that the caller is authorised to receive that information.

+ Remember the Caldicott Principles and the ‘need to know’ principle when
discussing patients.

+ Don’t gossip.

» Be careful of how much information you leave on answering machines or
voicemail.
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e PC good practice:

”

» Follow the “Information Security Policy”, “E-mail Use Policy” and “Internet
Use Policy” (available on the Intranet or contact the Information Governance
Department).

* No personal IT equipment is allowed to connect to the Health Board network.
However, you may connect your own equipment to the free WIFI service
provided by Sky in your own time.

+ ABMU Laptops must be encrypted.

» Always save work to the secure network drive and not to the c: drive or the
desktop.

» Use NHS approved encrypted USB sticks.

» Log out or lock workstations when unattended (Ctrl + Alt + Delete, then the
enter key OR Window key + L).

* Only e-mail in line with policy (see overleaf).

» Do not share or pass on your password - keep it private.

e Sending of Mail:

» Please double check the address you are using with the most up-to-date
information you have access to. If you notice a discrepancy please don't
guess - find out which is the correct address and organise to have the
incorrect address(es) updated

« If you are handwriting an envelope, write neatly and clearly and include the
recipient's full name and address

« If you are using a window envelope, ensure that only the name and address
of the recipient is visible through the envelope when sealed (shake it if
necessary to check the letter doesn't shift position)

+ Use two envelopes if sending anything heavy or bulky

» Ensure all envelopes are fully sealed, but do not use any Sellotape on an
envelope as this can lead to it sticking to a letter to be sent to someone
different by mistake (this has happened)

+ If hand delivering a letter, ensure that the envelope has still been fully
addressed with the recipient's name and address, and ensure that it is
handed over to the recipient only or posted through the correct secure
letterbox

+ Consider the need to use a courier service, or tracking and/or 'signed for'
services through Royal Mail, to ensure confidentiality and audit of the
delivery and receipt of the letter/package

e Communication with the Police:

» Unless this is a regular part of your job, contact the Information Governance
Department for further advice.
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o Faxes

» Follow the Fax Policy (available on the Intranet or contact the Information
Governance Department).

+ Make sure that if you are sending a fax that contains person-identifiable or
confidential information, that you have the correct fax number and that there
is an appropriate person ready to receive the fax at the other end.

« Emailing within policy is preferable, followed by Royal Mail or internal mail
..... fax as a last resort only.

» Check and check again.

Transfer of person-identifiable (Pl) data — patient and/or staff — via e-mail

Person-identifiable (PI) data is information relating to an individual, including their
image or voice, which enables them to be uniquely identified from that information
on its own, or from that and / or other information available to that organisation. Pl
data includes both patient and staff information. The transfer of Pl data via e-mail
should be controlled as follows:

Within NHS Wales. In practice, this is only to email addresses ending in
wales.nhs.uk. PI data can be sent anywhere within ABMU Health Board without
password protection or encryption. This includes GPs at their wales.nhs.uk address,
as long as the process has been agreed with them first.

Outside NHS Wales. The transfer of Pl data via e-mail outside NHS Wales is not
permitted unless it is contained within an encrypted attachment/document. This
would include e-mail to such recipients as Social Services, English NHS
organisations or the Probation Service. However, if Pl data must be sent to these
recipients then please contact the Information Governance Department for advice,
as a humber of options are available including CISM (Criminal Justice Secure Mail),
SFSP (Secure File Sharing Portal), encryption using Office 2007 or later, or the
purchase of file encryption software (contact Information Security for more details).
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Appendix 2

Caldicott Principles

Justify the purpose(s).

Every proposed use or transfer of patient-identifiable information within or from an
organisation should be clearly defined and scrutinised, with continuing uses regularly
reviewed by an appropriate Guardian.

Don’t use patient-identifiable information unless it is absolutely necessary.

Patient-identifiable information items should not be included unless it is essential for
the specified purpose(s) of that flow. The need for patients to be identified should be
considered at each stage of satisfying the purpose(s).

Use the minimum necessary patient-identifiable information.

Where use of patient-identifiable information is considered to be essential, the
inclusion of each individual item of information should be considered and justified so
that the minimum amount of identifiable information is transferred or accessible as is
necessary for a given function to be carried out.

Access to patient-identifiable information should be on a strict need-to-know
basis.

Only those individuals who need access to patient-identifiable information should
have access to it, and they should only have access to the information items that
they need to see.

Everyone with access to patient-identifiable information should be aware of
their responsibilities.

Action should be taken to ensure that those handling patient-identifiable information —
both clinical and non-clinical staff — are made fully aware of their responsibilities and
obligations to respect patient confidentiality.

Understand and comply with the law.

Every use of patient-identifiable information must be lawful.

The duty to share information can be as important as the duty to protect
patient confidentiality.

Health and social care professionals should have the confidence to share
information in the best interests of their patients within the framework set out by
these principles.
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Appendix 2 — Fax Policy
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This document may be made available in alternative formats and other languages, on
request, as is reasonably practicable to do so.
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FAX POLICY

1. Introduction

1.1 The Health Board holds large amounts of personal data (information) about patients
and members of staff. This information does not belong to the Health Board it is
merely a custodian. It is the responsibility of everyone who works for the Health Board
(including agency staff, volunteers and those working under contract arrangements) to
protect that information from inappropriate disclosure and to take every measure to
ensure that personal data, either about patients or members of staff, is not made
available to unauthorised persons.

1.2  Wherever possible, staff should not send personal identifiable information via fax. If
information can be sent by another method that is lawful and complies with Health
Board policies then do not send personal data by fax (see E-Mail Policy regarding
restrictions on e-mailing personal information).

One of the most common breaches of confidentiality occurs when documents
containing personal information are sent by fax machine. The receiving fax may be
sited in an open plan office or even in a corridor; it may be shared by more than one
department, thereby increasing the risk of the information being seen by unauthorised
persons. There have also been occasions when information has been sent to the
wrong fax number in error.

2.  Policy Objective

2.1 To ensure that sending personal data by fax is only used as a last resort. In the instances when
fax is the only option, to ensure personal data is as secure as possible in order to minimise the
risk of information being sent / received in error.

3. Definition of Personal Data

3.1 Personal Data is data which relates to a living individual who can be identified:
e From the data, or
e From the data and other information that is in the possession of, or is likely to come into
the possession of, the data controller.

And may include, alone or in combination:
e The individual’s name;

e Address;

e Date of birth;

e Telephone number;

e NHS number; and/or

e National Insurance Number

4. Guidelines to Follow when Faxing Personal Data
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4.1

4.2

4.3

4.4

4.5

4.6

4.7

4.8

4.9

Before sending the fax, telephone the recipient to let them know that you are sending
personal data by fax. Verify that the fax number you have is correct. Confirm that you
will telephone to check that the fax has been received.

If it is necessary to send a fax within the Health Board or NHS Wales please dial the
extension number or use WHTN (instead of an STD Code) to minimise the risk of the
fax being sent outside NHS Wales.

Use a fax cover sheet (see Appendix A), which states that the information you are
sending is confidential.

The cover sheet must contain the ABMU logo or be on headed paper and should
include:

a) The number of sheets being transmitted, including the front sheet;

b) The name, job title, telephone number and fax number of the person to whom
you are sending the fax (the recipient), as well as the organisation to which they
belong; and

C) Your name, job title and telephone extension

Clinical information should, wherever possible, be faxed without accompanying
patient administrative details, but with a linking identifier, i.e. the hospital number or
other local identifier being used to make the link. Check all pages of the fax have been
received following transmission by telephone or by a return fax from the recipient.

The transmission of sensitive personal information, such as patient medical history or
staff banking details, should not be sent by fax machine unless absolutely necessary. If
the transmission is essential, staff must be extra vigilant and ensure that this policy is
strictly adhered to.

Measures should be taken to minimise the risk of misdialling, e.g. programming
frequently used fax numbers into fax machines and always checking that numbers are
up to date and entered correctly.

Double check the fax number on the display before you press the ‘send’ button to
ensure that the correct number has been entered.

If the fax machine you are using has the facility, request a report sheet to confirm that the fax
has been transmitted correctly and double check that the fax number noted on the
confirmation slip is the same as that on your fax cover sheet.

Verify the fax number that the document was sent to by checking the fax log on the Fax
machine. If the number was not the intended number, send a follow up fax to that number
explaining the error and ask them to destroy the Fax, include your contact phone number and
ask the recipient to telephone you.

Log an incident via Datix
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5.1

5.2

5.3

6.1

6.2

7.1

Other Safeguards for the Secure Transmission of Confidential Information
DO NOT:

a) Send faxes to a destination where you know they will not be seen for some time;

b)  Send faxes to a destination outside office opening times unless there is someone
there to receive it; or

c) Leave the information unattended whilst the information is being transmitted.

If you find that a confidential document has been sent to your fax machine in error, it
is your responsibility to ensure that it is given to the named recipient. If this is not
possible then send a return fax to the number given on the incoming document, or
telephone the sender, to inform them that you have received the fax in error and then
destroy the received fax (by shredding it yourself or else putting it in a confidential
waste bag for future shredding). If you are unable to contact the sender for some
reason, and the incoming fax contains patient information, then please ensure that
this information is filed in the patient notes.

If you are expecting a fax that includes personal data at a location other than your
regular office, you must be there to receive it.

Safe Havens

A Safe Haven fax machine is managed in such a way that you can be confident that
information can be transferred to it in the knowledge that safeguards are in place to
ensure its security. These safeguards include:

a) The fax machine is sited in a secure room or cupboard;

b) The organisation has a written policy for handling faxes. Staff have been
informed of and understand the policy; and

c) There are allocated staff who are responsible for collecting and delivering the
faxed information to the appropriate person.

Many organisations are adopting the principle of Safe Haven fax machines and you
should make every effort to use them wherever possible.

Receiving Faxes

If you have requested information, especially confidential information, to be faxed to
you, or if someone has informed you that they intend to fax information to you, please
ask that they do the following:

a) Telephone you just before they send the fax;

b) Include a cover sheet, clearly marked with the following:
i) The fact that it contains confidential information;
ii) The number of sheets, including the front sheet;
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iii) The name, job title and telephone number of the person sending the
fax, and the name of the organisation to which they belong; and
iv) Your name, job title and telephone extension number.
c) Telephone back to check that you have received the complete fax.

8. Retention of faxed information

8.1 Filing and destruction

The onus is on all staff to ensure that when faxes are received they are filed securely if they
are to be kept. Faxes that are not to be kept must be dealt with as confidential waste and
destroyed appropriately.

8.2 Faxlinked to e mail

Some multifunction devices (eg Konica Printer, photocopier, fax) have the ability to receive
faxes to an email account which eliminates printouts on these devices. Staff are encouraged
to use these devices if they are available and not print out the hard copies if at all possible.
The e-mail should be deleted when the fax has been processed.

For further guidance on the storage and retention of e-mails, please see Section 16 of the
ABMU E-mail Policy
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Appendix A

Q G IG Bwrdd lechyd Prifysgol

dL?D Abertawe Bro Morgannwg

b N H S University Health Board

Dalen Eglurhaol Ffacs: Hollol Gyfrinachol
Fax Cover Sheet: Strictly Confidential

Oddi wrth/
From:

1/
To:

Rhif Ffacs yr Anfonydd/ Sender
Fax Number:

Rhif Ffén yr Anfonydd/
Sender Phone Number:

Dyddiad/Date:

Testun/Subject:

Nifer y dalennau a anfonir (gan gynnwys hon)/
Number of sheets being sent (including cover sheet):

Bwriedir yr wybodaeth yn y neges ffacs hon, sy’n HOLLOL GYFRINACHOL, ar gyfer y derbynnydd a enwir a
neb arall. Os nad chi yw’r derbynnydd a enwir mae’n rhaid ichi ymatal rhag copio, dosbarthu a chydrannu’r
wybodaeth hon, a pheidio a datgelu ei chynnwys i neb. Os ydych chi wedi derbyn y neges ffacs hon trwy
gamgymeriad, hysbyswch yr anfonydd yn ddioed.

The information contained in the fax is STRICTLY CONFIDENTIAL and intended for the named recipient only.

If you are not the named recipient you must not copy, distribute or disseminate this information, or disclose
its contents to any person. If you have received this fax in error, please notify the sender immediately.
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Can this data be
sent electronically
or by post?

No

Is Fax being sent
within the Health
Board?

Is Fax being sent
within NHS
Wales?

No

Complete cover sheet as

Appendix B

Fax decision flow chart

Yes

Yes

Yes

Use the internal
extension number

A 4

Use WHTN number
followed by the
extension number

A

described in section 4.2 and
place in Fax machine with
other documents

A 4

Enter the telephone number on
the fax machine. STOP, double
check that the number is
correct, then press send

Contact the recipient to check
the Fax has been received

Fax successfully
sent and received.

A

Yes

Has the Fax been
received by the
intended recipient?

Log an incident on

Datix ¢ |
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Verify telephone number on fax log. If
incorrect, send a fax explaining mistake & ask
recipient to destroy original fax, include your <+—L

contact details & get recipient to phone you 8

A 4

Send details b

method e.g. E
Sharing Portal
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