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1. SITUATION

1.1. This report has been prepared to provide an update on the ongoing work to address the fraud risks that Swansea Bay University Health Board (SBUHB) are exposed to related to the use of Agency Staff. These risks arise from vulnerabilities which may be found in the contract management, recruitment, placement and finance processes.

1.2. A risk assessment has been completed which covered the engagement and management of agency staff and focus on the following key risks in this area
1.2.1. Recruitment
1.2.2. Impersonation of a Medical Professional
1.2.3. Falsified Invoices/Timesheets/Signatures

1.3. This risk assessment has formalised where SBUHB are in managing the fraud risks related to the use of Agency Staff and the controls currently in place. It has also enabled SBUHB to log the risk for future review points or intelligence received to ensure we as a Health Board are proactively able to manage these risks effectively.

2. BACKGROUND

2.1. SBUHB relies upon agency staff to manage workforce shortages and meet service demands. In the financial year 2023-2024 SBUHB spent over £78m on variable pay largely on Agency Nurses and Locum Doctors but this figure also included bank and overtime. 

2.2. In the last 2 years the CFA has confirmed that ‘Agency Fraud’ remains one of the key fraud risks facing the NHS and has published the following documentation to assist in mitigating those risks.
2.2.1. Employment Agency Fraud – Guidance on Reducing Risk
2.2.2. Impersonating a Medical Professional – Fraud Prevention Notice which detailed an instance where an agency nurse booked on hundreds of shifts but sent multiple unknown persons to the various locations to undertake the work.

2.3. The Local Counter Fraud Team have been in receipt of referrals relating to instances of fraud involving agency staff. These concerns range from falsified timesheets to impersonation of medical practitioners.

2.4. The Local Counter Fraud Team undertook a Local Proactive Exercise (LPE) in response to the FPN Impersonating a Medical Professional which highlighted the identification of a significant number of agency shifts paid where there was an overlap of individual staff attending to cover those shifts.

3. ANALYSIS

3.1. The risk assessment has been prepared with the support of key stakeholders in both NWSSP and SBUHB.

3.2. The ‘All Wales Contract Specification for the Supply of Registered Agency Nurses, Midwives and Health Visitors, Healthcare Assistants and Operating Department Practitioners to Health Boards and Trusts in Wales’ (All Wales Contract) is the key document which governs the engagement of Agency Staff across Wales.

3.3. In addition to this SBUHB have implemented their own local controls which compliments and enhances the controls provided by the All Wales Contract. 

3.4. Engagement with the key stakeholders demonstrated that SBUHB have robust controls in place to manage the agency staff risks.

3.5. The risk assessment has a proposed risk grading of 15 utilising the Health Boards Risk Management Policy and the Risk Assessment Grading Matrix which can be found at Appendix D. The risk grading of 15 is obtained by multiplying the likelihood grading by the consequence grading as detailed below.
3.5.1. The likelihood of an incident occurring has been graded as a 3. On the likelihood matrix this is ‘Possible’ indicating that it is ‘Expected to occur at least monthly’ with the probability of it occurring between a ‘1-10% chance’
3.5.2. The consequence of the risk occurring has been graded as a 5. On the consequence matrix this is ‘Catastrophic’ and impacts two risk domains. 
3.5.3. Firstly the ‘Governance and Assurance’ domain which details the key consequences to the Health Board should this risk materialise such as a ‘Gross failure to meet national standards and the provision of ‘Totally unacceptable level or quality of treatment/service’. 
3.5.4. Secondly the ‘Patient Safety’ domain the impact of which is self-explanatory.

3.6. Given the nature of the Agency Fraud it has been agreed that the owner of this risk will be Workforce. 

3.7. The risk assessment and grading has been provisionally agreed with the risk owner and is in the process of being finalised.


4. RISK MANAGEMENT ENHANCEMENTS

4.1. Following our previous report further engagement has been undertaken with the key stakeholders to explore some of the enhancements highlighted with the aim of establishing an action plan to further mitigate the Health Board’s exposure to these Agency risks.

4.2. The implementation of a control or technological solution which would enable the sharing of an agency workers data, specifically prior to the date of a shift which would prevent booking of overlapping shifts by the same Agency Worker across all Health Boards.

4.2.1. This solution is one that requires comprehensive data management across multiple Health Boards and is not something that can be achieved in isolation. 
4.2.2. Swansea Bay will seek to facilitate discussions around a solution but it will not be achievable unless there is collaboration and implementation at a National Level regarding sharing of data between the Health Boards. 
4.2.3. It should be noted that the E-Roster supplier contract is currently up for renewal and is due to go live in January 2026. This may provide an opportunity for a technological solution.

4.3. The reintroduction of centralised Inductions for Agency Staff which will highlight the Health Boards policies and procedures and the need for compliance.

4.3.1. The Health Board are currently in the process of refreshing their Bank Staff Inductions. This process will also include inductions for Agency Staff.
4.3.2. Timeframe for completion of this work is prior to the new contract coming into effect in March 2025.

4.4. The work to upload a photographic image onto Health Roster of all historic current agency staff has been completed

4.5. Formalise the criteria for acceptance/rejection of agency staff with a DBS check indicating a conviction.

4.5.1. The decision on whether to accept or reject an individual based on the DBS must be made by considering several nuanced factors. Specific circumstances surrounding the individual, the nature of the conviction, the type of agency staff and the potential impact on the workplace environment all play a role. Given the complexity and variability of these factors, it is challenging to establish a rigid criterion for acceptance or rejection. Put simply it is not black and white.
4.5.2. The Health Board however will look to formalise the process on how to consider agency staff with a DBS which will contain a structured review system that includes checks and balances. This will mean the process becomes more robust and not dependant on any single point of decision.
4.5.3. Timeframe for completion of this work is prior to the new contract coming into effect in March 2025.

4.6. Finalise the responsibility for who is to complete the Audits under the All Wales Contract whether it be the Health Board or the NWSSP.

4.6.1. Conversations regarding who is to complete the Audits are currently ongoing and are expected to be finalised ahead of the new contract going live in March 2025. 
4.6.2. The expectation is that it will be NWSSP but this is yet to be formally confirmed.


4.7. The LCFS will seek to undertake a refresh of this risk assessment following the new contract going live in 2025 which would enable us to identify any new risks of fraud within the process and implement/tighten any current controls
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