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	Meeting Date
	05 March 2026	Agenda Item
	2.3

	Name of Meeting
	Digital, Data, Research & Innovation Committee

	Report Title
	Risk Report

	Report Author
	Neil Thomas, Assistant Head of Risk & Assurance

	Report Sponsor
	Hazel Lloyd, Director of Corporate Governance

	Presented by
	Neil Thomas, Assistant Head of Risk & Assurance

	Freedom of Information 
	Open

	Purpose of the Report
	The purpose of this report is to present extracts of the Health Board Strategic Risk Register (SRR) and Corporate Risk Register (CRR) to the Digital, Data, Research & Innovation Committee (DDRIC) for review. 

	Key Issues



	· The new SRR and CRR were presented to the November 2025 meeting of the Board for the first time. Following that meeting the SRR and CRR were updated and received by the DDRIC in January 2026.
· Since the January meeting the CRR has been subject to one cycle of review. The SRR was not updated in January (it has a bi-monthly review cycle). 
· This report presents the December 2025 SRR again for information and the revised January 2026 CRR. Updates made by the risk owners within the CRR have considered feedback from DDRIC at its January meeting, particularly in respect of inherent and target risk scores.
· Both SRR and CRR are currently undergoing review in February ahead of the next Board meeting in March.  


	Specific Action Required (please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☐	☐	☒	☐
	Recommendations

	Members are asked to:

· RECEIVE the DDRIC extracts from the new Strategic Risk Register and Corporate Risk Register and comment on any areas where further assurance is required.



RISK REPORT

1	INTRODUCTION

1.1	The purpose of this report is to present extracts of the Health Board Strategic Risk Register (SRR) and Corporate Risk Register (CRR) to the Digital, Data, Research & Innovation Committee (DDRIC) for review.

2	BACKGROUND

2.1	The Strategic Risk Register (SRR) is intended to summarise the principle risks to the health board (at the strategic level) that could impact successful delivery of one of the organisation’s five strategic objectives, typically over medium to long-term timeframes (‘horizon 3’).

2.2	The Corporate Risk Register (CRR) is intended to record significant corporate or operational risks escalated by services to Executive / Corporate Director level and agreed for oversight at Board / Committee level. The timescales within which these risks are anticipated to impact are typically short to medium term (‘horizon 2’). The decision to escalate to the CRR is informed by consideration of the level of risk against the Board’s appetite statement (currently under review) alongside the following criteria:

· The risk is above tolerance level and there is nothing that the risk owner can do to reduce it within tolerance level within an acceptable timeframe.
· The risk is above tolerance and options to treat the risk are outside of the delegated levels of control assigned to the risk owners.
· The risk presents a significant threat to the achievement of health board objectives or targets.
· The risk is assessed to be of significant concern (typically prompted by a very high local assessment of risk level)
· The risk is shared across areas of the organisation and coordination of treatment may be complex.

2.3	Escalation and/or de-escalation of risks are considered and agreed by the Risk Management Group (or through its Chair where required), as part of the review of the operational risk register, on behalf of the Management Board. Decisions made will be reported to the Management Board subsequently. There may be cases where the Group takes decisions to the wider Management Board / Executive team for consideration and agreement.

2.4	Each Service Group and Corporate Directorate has an Operational Risk Register (ORR) recording risks to the delivery of their services. Risks can be highlighted for escalation / de-escalation at any time, and it is the responsibility of the risk owner to do this where required. The use of Executive Performance Review meetings with Service Groups as a mechanism for escalation and decision-making is being taken forward currently. For risks already on the CRR which may require de-escalation or representation on the SRR, the monthly CRR & SRR review cycle provides an opportunity for Board Directors consideration.


3	GOVERNANCE AND RISK ISSUES

3.1	Strategic Risk Register (SRR) 

3.1.1	The December 2025 SRR was received at the January 2026 DDRIC meeting. It is re-presented at Appendix 1 unchanged for information and reference. 

	The SRR contains 3 risks allocated to the DDRIC:
	Ref
	Risk Title
	Current Score 

	3.3
	Sustainability of Digital Services
	20

	3.4
	Failure to Deliver Digital Transformation
	20

	3.5
	Research, Development & Innovation
	12



	Feedback received from Board Committees in January has been shared with lead Directors, supplemented with directions from the Chief Executive. The next bi-monthly cycle of review (February 2026) is ongoing at the point of writing. Changes will be included in the February 2026 SRR and reported to the Board in March and the next meeting of the DDRIC.

3.2	Corporate Risk Register (CRR) Update

3.2.1	Since it was last received by the DDRIC in January 2026, the CRR has been subject to a further cycle of review. 

	The January 2026 CRR contains 25 risks. Six of these are allocated to the DDRIC for oversight, five in open session and the other in-committee. The CRR open session extract is included at Appendix 2. The most recent changes made have been reflected in red font within the appendix. 

3.2.2	Corporate Risk Register Changes

	There are no new DDRIC risks, closed risks or risks with changed current risk scores – though adjustments have been made to inherent and/or target scores for some (see entries in sections 3.2.3 and 3.2.4 that follow).

The current score profile for risks assigned to DDRIC is:
	Risk Score
	12 & below
	15
	16
	20
	25

	Number of Risks
	-
	-
	3
	3
	-



3.2.3	Risks with Current Score Above Appetite

	There are three risks within the CRR extract for this Committee that meet or exceed the Health Board’s risk appetite thresholds: 

	
CRR Ref
	Risk Title & Description
	Risk Level Scores[footnoteRef:2] [2:  I=Inherent Risk (without controls); C=Current Risk (with controls); T=Target Risk (after planned actions)] 

	Executive Lead
& Key Actions

	60
	Cyber Security & Resilience
	I=25
C=20
T=20
	Lead: Director of Digital

The full CRR entry is presented in closed session of the Committee for scrutiny and assurance.


	90
	Subject Access Request Risk
If the Health Board is non-compliant with the UK-GDPR, then there is a risk of ICO enforcement action being taken against SBUHB, as well as reputational damage and the potential for claims. 
Due to insufficient resources and inconsistent processes across Swansea Bay University Health Board, there is a risk that Subject Access Requests (SARs) will not be fulfilled in compliance with UK-GDPR Article 15, resulting in potential breaches of personal data which could cause distress and lead to a loss of public and government confidence in the Health Board’s trustworthiness and legal standing.

Additional consequences are listed in the CRR extract.

	I=20
C=20
T=16
	Lead: Director of Digital

No change to current risk score. However, inherent & target risk score have been reviewed and refreshed, and rationale updated.

Update:
Implementation of some aspects of the action plan has been on hold since September 2025 due to reduced staffing in the Information Governance team.

A meeting is to be arranged to discuss the feasibility of meeting the dates set out in the SAR action plan. Dates and actions will need to be reviewed and amended in light of developments including implementation of new Smartbox AI tool within the Access to Health Records Team. From 01/04/2026 the service anticipates having a revised action plan for implementation. 

Actions:
· Implement detailed action plan in line with the timescales outlined within the plan (Target 31/03/2026)

The Risk Target Date is TBC (to be confirmed).


	104
	Failure to meet Tier 1 targets in Clinical Coding Completeness 
Because: The volume of new inpatient episodes exceeds the available clinical coding staff capacity; There are difficulties recruiting and retaining a sufficient number of trained clinical coding staff to address the gap, and clinical information is not always of sufficient quality or completeness electronically (such as Discharge Advice Letters) to support swift coding.
There is a risk that: Clinical notes for inpatient episodes will not be coded in a timely way.
Resulting in: The non-achievement of the Tier 1 Welsh Government target (which is that 95% of inpatient activity should be coded within 30-days of discharge); Insufficient coded data to support effective service planning for population health needs; Inadequate data being available for mortality review/quality and safety purposes, with increased risk of failure to spot variance that are negatively impacting levels of patient care and potentially causing avoidable deaths; Negative impact on accuracy of analysis to understand how resources are being allocated and used at Health Board level and national level (programme budgeting); Delays in claiming casemix sensitive contract lines with Joint Commissioning Committee, Hywel Da and Cwm Taff (circa 70m per annum value in total) due to lack of coding data.
	I=20
C=20
T=12
	Lead: Director of Digital

No change to current risk score. However, inherent risk score has been reviewed and refreshed.  

Update:
Completed additional Working-from-Home action due to increase in electronic coding since implementation of primary procedure and diagnosis coding – coders now working from home 2 days per week with scope for an additional day with over 70% electronic coding. Neurology auto-coding model is being used by supervisors with wider rollout and due to go live in February. Action dates extended to reflect this.

Actions:
· Auto-coding Model in production with Neurology Day-Case Episodes (Target refreshed: 28/02/2026)
· Auto-coding model in production for two specialties (Target refreshed: 31/03/2026)

The Risk Target Date is 31/03/2027.




3.2.4	Risks with Current Score Below Appetite

The table below provides an update on risks below appetite:

	
CRR Ref
	Risk Title & Description
	Risk Level Scores
	Executive Lead
& Key Actions

	36
	Paper Record Storage
Lack of a single electronic record means there is greater reliance on the provision of the paper record. If we fail to provide adequate storage facilities for paper records, then this will impact on the availability of patient records at the point of care. Quality of the paper record may also be reduced if there is poor records management in some wards.  There is an increased fire risk where medical records are stored outside of the medical record libraries.
	I=20
C=16
T=9
	Lead: Director of Digital

No change to current risk score. 

Update:
Independent audit review has commenced with NWSSP, which will evaluate the benefits. An action has been added below relating to the impact of the IBCA blood embargo. 
The target score rationale, expected achievement date and actions have been updated.

Actions:
· Allow for new process to stabilise and evaluate benefits of new centralised unit. (Target 28/02/2026)
· Consider impact of IBCA Blood embargo on the acute records service and provide options for the health board to consider and mitigate the risk relating to storage and its associated financial pressures. (Target 31/03/2026)

The Risk Target Date is: 31/03/2030.


	105
	Significant increased cost for the replacement Pathology System LIMS
If the new Laboratory Information Management (LIMS) system is not live before 31st March 2026 across all pathology disciplines then there will be significant additional cost across NHS Wales which could impact the Health Board’s financial plans in 2026/27. Costs would have to be covered to avoid pathology losing access to the current LIMS system resulting in the inability of pathology to deliver diagnostic results and blood transfusion services across all Health Board services including emergency, acute, primary and community services.
	I=25
C=16
T=4
	Lead: Director of Digital

No change to current risk score. Risk score reviewed in light of the most recent financial estimates from the national LIMS team provided through the national LIMS Programme Board. Risk score remains at 16 (4 Major x 4 Probable).

Update:
Risk updated to reflect the proposal from DHCW to extend the national programme into Q1 2026/27, which includes a cost to SBUHB £0.3m. Updated ‘Controls’, ‘Assurances’ and ‘Gaps in assurance’, including removing historical references that are no longer relevant. The business continuity contingency for any further slippage is to continue to use LIMS 1.0. A target date of December 2026 has been indicated to reach the target risk score based on current estimated go-lives, with national plans still being worked through, and that based on those plans currently, it would be unlikely that any further additional cost would be attracted beyond December 2026.

Actions:
· Determine what additional local costs may be attracted due to extending the project from 31st December 2025 until 31st March 2026 and how these could be funded (Target: 28/02/2026)
· Continue to work in collaboration with other NHS Wales organisations to challenge supplier delivery and secure go-live dates before 31st March 2026 (Target: 31/03/2026)
· Determine what additional local costs may be attracted due to extending the project into financial year 26/27 (Target: 31/03/2026)

The Risk Target Date is: 31/12/2026


	108
	WCCIS/Connecting care - Provision of an Integrated Health Record for MH&LD and PCT
If the Connecting Care programme fails to deliver a digital solution that meets the operational, clinical, and reporting needs of Mental Health & Learning Disabilities (MH&LD) and Community & Therapies services,
Then wider MH&LD, Community and Therapies teams will lack access to timely, accurate, and shared information across care settings, resulting in fragmented service delivery, limited availability of high-quality data for performance monitoring and informed decision making, increased duplication of effort, and elevated clinical and governance risks. This includes the potential for further Regulation 28 reports, as previous Prevention of Future Deaths (PFD) notices have explicitly cited the absence of an integrated electronic system as a contributing factor to avoidable harm. Without a fit-for-purpose solution, the Health Board may be unable to fulfil the actions required under Regulation 28, particularly around effective information sharing and risk management across agencies.

Additional detail in respect of consequences is included in the CRR extract.

	I=20
C=16
T=8
	Lead: Director of Digital

No change to current risk score.

Update:
The business case to expand the implementation of Rio has been approved, allowing the rollout to 20 teams within MHLD who are currently operating on paper. The contract for implementation has been awarded, and the rollout is now underway, with completion targeted for the end of March 2026. This initiative is running in parallel with the migration of the Integrated teams, who are currently using WCCIS, onto the Rio solution. The migration for these teams is scheduled to complete by October 2026.

Actions:
· Implement the new interim solution (Target 31/08/2026)
· Business case completed and approved for the provision of an Electronic Patient Record for the whole of Community and MH&LD (31/03/2027)

The Risk Target Date is 31/03/2029.




	Further detail on the above risks can be found at Appendix 2. 

3.3	Operational Service Risks 

3.3.1	In addition to the risks escalated and accepted onto the CRR, individual services within Service Groups record and manage operational risks to their service provision within local risk registers (held within the DatixWeb system). 

	Following consideration of operational risk at Audit Committee in January 2026, members sought further assurance on controls in place and actions being taken to address risks scoring 20 and above. An extract of the service group operational risk registers taken in February 2026 records 79 risks with current risk score of 20 or above. These risks summarised by Risk Type are presented as below and the movement across categories since the position presented at the last meeting of the Committee (adjusted for the higher score threshold) is indicated.

	NUMBERS OF RISKS SCORING 20+
BY RISK TYPE


	MHLD
	Morriston
	NPTS
	PCT
	Total
11
Feb 2026
	Total 02 Jan 2026

	Compliance with Legislation & Statutory/Regulatory Inspections
	-
	3
	1
	-
	4
	5

	Environment, Estates & Infrastructure
	4
	2
	4
	-
	10
	11

	Financial Management
	-
	1
	-
	1
	2
	1

	Governance & Assurance
	3
	-
	-
	1
	4
	4

	Health and Safety
	-
	1
	-
	-
	1
	1

	Information Governance & Communication
	-
	1
	-
	-
	1
	1

	Medical Devices, Equipment & Supplies
	-
	6
	5
	-
	11
	11

	Patient Safety
	1
	-
	1
	-
	2
	2

	Sustainable Services
	3
	17
	8
	2
	30
	31

	Workforce & OD
	3
	7
	2
	2
	14
	11

	Grand Total
	34
	37
	22
	6
	79
	78



3.3.2	To enhance oversight of operational risk within services, Executive Director scrutiny is being integrated within the routine Executive performance review meetings with Service Groups, and Service Group Directors advised this will be a more prominent feature of these meetings going forwards.  Work is also being arranged with services to review their operational risk entries.


4	FINANCIAL IMPLICATIONS

This report does not present any matters for decision with financial implications. There may be financial implications arising from actions required to improvement the treatment of risks entered on risk register. Where this is the case, they would be highlighted within individual risk register entries or dedicated board/committee papers for information.




5.	RECOMMENDATIONS

	Members are asked to:
· RECEIVE the DDRIC extracts from the new Strategic Risk Register and Corporate Risk Register and comment on any areas where further assurance is required.

	Governance and Assurance

	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☐
	
	Co-Production and Health Literacy
	☐
	
	Digitally Enabled Health and Wellbeing
	☐
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High Quality Care
	☒
	
	Partnerships for Care
	☒
	
	Excellent Staff
	☒
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☒
	Health and Care Standards

	(please choose)
	Staying Healthy
	☒
	
	Safe Care
	☒
	
	Effective  Care
	☒
	
	Dignified Care
	☒
	
	Timely Care
	☒
	
	Individual Care
	☒
	
	Staff and Resources
	☒
	Quality, Safety and Patient Experience

	Ensuring the organisation has robust risk management arrangements that ensure organisational risks are captured, assessed, monitored and managed, supports the quality, safety & experience of patients receiving care and staff working in the UHB.  

	Financial Implications

	This report does not present any matters for decision with financial implications. There may be financial implications arising from actions required to improvement the treatment of risks entered on risk registers. Where this is the case they are highlighted within individual risk register entries for information.

	Legal Implications (including equality and diversity assessment)

	It is essential that the Board has robust arrangements in place to assess, capture and mitigate risks faced by the organisation, as failure to do so could have legal implications for the UHB. 

	Staffing Implications

	All staff have a responsibility for promoting risk management, adhering to SBUHB policies and have a personal responsibility for patients’ safety as well as their own and colleague’s health and safety. Board Directors/Service Group Directors are responsible for the review of their operational risks and escalation of those requiring board-level oversight SBUHB.

	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	The board level risk registers present the framework within which SBUHB will make an assessment of existing and future emerging risks, and how it will plan to manage and prepare for those risks.

	Report History
	This report updates on risk matters received in Jan 2026. 

	Appendices
	Appendix 1 – Strategic Risk Register (Dec 2025)
Appendix 2 – Corporate Risk Register (Jan 2026)
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