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	Meeting Date
	5 March 2026
	Agenda Item
	2.4

	Name of Meeting 
	Digital, Data, Research and Innovation Committee 

	Report Title
	Information Governance & Cyber Security Assurance Group (IGCAG) Update

	Report Author
	Claire Parsons-Galliford, Head of Information Governance (IG)/Deputy Data Protection Officer

	Report Sponsor
	Matt John, Director of Digital

	Presented by
	Gareth Westlake, Assistant Director of Digital: Business Management and Information Governance

	Freedom of Information 
	Open 

	Purpose of the Report
	The purpose of this report is to provide committee members with an update on the key issues discussed at the Information Governance & Cyber Security Assurance Group (IGCAG) on 12th February 2026.

Cyber security updates provided to IGCAG will be reported to DDRI separately as part of a closed paper.


	Key Issues



	Key issues noted within this report include: 
· Data Quality Policy presented for formal approval  
· Update on the Data Quality Report outlining the quarterly performance position
· Health Records Update Report updating the position on the records embargo relating to the infected blood enquiry
· Update on improvements to Capacity & Pressures within the Information Governance (IG) Team and the phased approach to resuming full service
· Updates to Corporate Risk Register/Subject Access Requests (SARs) Action Plan and the phased approach to resuming the action plan
· Update on Non-Corporate Communications Channels (NCCCs) guidance and policy position
· Summary of Incident Notifications to the Information Commissioner’s Office (ICO) included for information
· General IG Updates including Fax Policy, IG Toolkit, Data (Use & Access) Act and ICO Reform

	Specific Action Required 
(please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☐	☐	☒	☒
	Recommendations

	Members are asked to:
· CONSIDER the contents of the report.
· APPROVE the Data Quality Policy






INFORMATION GOVERNANCE & CYBER SECURITY ASSURANCE GROUP (IGCAG) UPDATE 


1. INTRODUCTION

This report aims to provide Committee members with an update and assurance on the key issues presented at IGCAG. 

2. BACKGROUND

IG and Cyber Security (CS) operate within a comprehensive framework of legislation, standards and principles governing the appropriate use of personal and business data. The framework outlines the Health Board’s legal duty to ensure that this data is handled in a confidential and secure manner. It sets out high standards for information governance, cyber security, data quality and effective records management practices; all of which are essential in supporting the delivery of the best possible healthcare and services for our citizens.

IGCAG is responsible for overseeing the IG and CS governance frameworks and ensuring robust assurances are in place to ensure legislative compliance, good practice and effective risk management processes.

3. GOVERNANCE AND RISK ISSUES

A summary of the key items presented at IGCAG in February 2026 are outlined below: 

· Data Quality Policy

IGCAG received a revised Data Quality Policy, reflecting minor technical amendments and updates to names, committee structures and branding, with the core policy principles remaining unchanged. 

Members noted that the current scope of the Policy remains limited to the Patient Administration System (PAS). It was highlighted that several devolved clinical systems (e.g., Radiology, Cardiology, other departmental systems) also require clear, consistent data quality standards, and should be incorporated into a broader, future policy approach. 

The Chair emphasised that the revised policy should be clearly identified as a limited refresh, pending creation of a comprehensive Health Board–wide Data Quality Policy covering digital and paper systems, organisational expectations and broader operational requirements. Work on this expanded policy will now commence.




Members agreed to escalate this version of the policy for formal approval (subject to minor corrections) as an interim approach. The final policy is attached at Appendix A.

· Data Quality Report

The Data Quality Lead presented the quarterly performance report. Overall performance remains steady, with Swansea Bay continuing to perform well in comparison to other Health Boards. 

Key issues highlighted include:
· Referrer Code issues - remain the most common recurring error across multiple reports. This matter has been raised with Welsh Government, who may reconsider the target calculation methodology.
· Admission Method updates - are ready for PAS implementation, but require equivalent updates in WCP to maintain end‑to‑end consistency.
· Expected Date of Discharge - performance remains strong.

Additional data quality challenges were noted:
· Validation failures caused by external consultants due to missing national file entries.
· GP and Practice code mismatches generating automated errors.
· Triage start time defaults leading to invalid time sequences.
· A minor increase in duplicate registrations at Neath MIU, potentially linked to variability in staff experience.

Members accepted the report for assurance purposes. Future reporting to IGCAG will move toward exception‑based reporting, with regular quarterly reports presented to the Information Governance Learning & Operational Group (IGLOG).

· Health Records Update

IGCAG were appraised of the progress made against the recommendations from the Internal Audit of Non‑Acute Health Records, where six actions had been assigned. Four actions have since been completed, with the remaining two nearing completion following submission of evidence and further scheduled meetings. 

Outstanding actions relate to:
· Finalisation of third‑party storage contracts; and
· Progress within the Records Management Group, which has been delayed due to a national ban on records destruction.






Members were informed of the significant operational and financial pressures across the Health Board caused by the Welsh Government embargo, linked to the infected blood inquiry. The embargo requires retention of paper records until 2031, unless digitised. Two new scanners have been procured to support digitisation of newly‑deceased patient records, which is expected to offset approximately 20% of annual storage growth. Longer‑term work will examine the cost‑benefit balance between scanning and storage and evaluate future digitisation pathways.

The Chair emphasised the need to consider Paper-Lite prioritisation within the next IMTP cycle to support sustainability for all Outpatient clinics. For Paper-Lite Outpatient clinics the physical record is not provided and any Outpatient documents that are created are scanned into the Document Management System (DMS). This practice reduces the size of the physical record. Members noted the report received. 

· Capacity and Pressures within the IG Team 

IGCAG received a detailed update on the significant capacity challenges previously affecting the IG Team throughout 2024 and 2025, driven by increased complexity and volume of IG work, sustained sickness absence, and recruitment constraints across Digital Services. These pressures resulted in the adoption of temporary prioritisation measures to ensure the team focused on high‑risk areas such as incident management, Data Protection Impact Assessments (DPIAs) and high‑priority advisory work. 

The position has now improved following the successful recruitment of two Band 6 Information Governance Assurance Officers, with both postholders currently undergoing internal training. Although approval to recruit to the remaining Band 4 Support Officer vacancy was declined due to financial pressures, the improved staffing position allows the team to transition away from temporary working arrangements. 

A phased resumption of the full IG service has therefore been established:

· From 1 March 2026 – resumption of full incident management processes, DPIAs (using a simplified single-tier approach), consent processes, service evaluations and all core advisory functions.
· From 1 April 2026 – reinstatement of the IG Strategic Work Plan and the refreshed Subject Access Request (SAR) Action Plan.

Lessons learned from temporary processes—such as streamlined incident triage, removal of unnecessary administrative steps, and template simplification—will be retained permanently to improve efficiency, productivity and resilience. 

A related risk entry on the Digital Services Operational Risk Register will be amended to reflect the improved position. The High‑Level Risk Assessment Escalation Process used during the temporary model was shared with IGCAG for transparency and assurance around the risk‑based DPIA approach. 


Members supported the phased approach and noted the positive impact of the new staff appointments in restoring service capacity.

· Corporate Risk Register/Subject Access Requests (SAR)

IGCAG received an update on the SAR risk which remains on the Corporate Risk Register with a score of 20, reflecting the high volume, increased complexity and resource‑intensive nature of SAR compliance across the Health Board. 

Members noted that although the SAR Action Plan - introduced as the primary mitigating action - is expected to reduce the risk from 20 to 16, that any further reduction is unlikely without additional investment. The SAR Action Plan is currently being reviewed and updated with revised milestones commencing 1 April 2026. The updated plan is scheduled to return to the next IGCAG meeting in April. 

IGCAG members supported the need to review and re‑prioritise the SAR Action Plan to reflect current capacity constraints across the Health Board, emerging technologies and evolving legislation.
 
· Non-Corporate Communication Channels (NCCCs)

IGCAG members noted the previously approved local guidance on the use of Non‑Corporate Communication Channels (including WhatsApp) had been delayed due to anticipated publication of new national IG policies that would have conflicted with the local guidance. These national policies were expected to completely prohibit the use of NCCCs; however, development has stalled due to unresolved governance and consensus issues within NHS Wales groups and the absence of a national escalation or approval structure. 

Given the lack of progress nationally and the outdated nature of current Health Board IG policies, IGCAG Members supported:

· the publishing of the previously approved NCCCs (WhatsApp) Guidance
· developing interim local policies for Information Governance, Email and Internet aligned with content drafted nationally, for consideration at the June meeting.

The report emphasised that risk appetite for tools such as WhatsApp varies widely across NHS Wales, meaning the guidance must be carefully monitored and regularly reviewed. Members agreed this approach would best support the Health Board position at present. These recommendations will be submitted to Executive Board for approval.



· Incident Notification to the ICO

Two reportable data breaches were notified to the ICO between September 2025 and January 2026: 

1. Appointment attendance information disclosed to a family member — closed by the ICO with improvement advice.
2. Confirmation of data compromise from a 2024 third‑party cyber‑attack — risk of re‑identification assessed as low, but notification submitted due to the hi-profile nature; remains open pending final ICO review.

IGCAG noted that lessons learned from ICO‑notified incidents continue to be discussed at IGLOG to identify risk, reinforce learning and reduce recurrence. 

· General Information Governance Updates

IGCAG noted the following additional updates:

· Fax Policy – formally withdrawn as fax machines are no longer used within the organisation.
· IG Toolkit – submission remains on track for 31 March 2026, although two modules (Prisons and EMRTS - Emergency Medical Retrieval & Transfer Service) will not be included due to local service pressures. This does not impact overall organisational compliance but does highlight an absence of assurance for those specific areas.
· Data (Use & Access) Act – most remaining data protection provisions commenced on 5 February 2026; the IG Team is monitoring emerging ICO guidance to incorporate required updates into the 2026/27 Strategic Work Plan.
· ICO Governance Reform – the Act introduces significant structural change regarding the ICO’s transition to a statutory Information Commission; implementation timelines remain unconfirmed. 


4.  FINANCIAL IMPLICATIONS

Financial challenges in relation to the recruitment process have been escalated for consideration. There are currently no other financial implications for consideration in relation to the content of this report. However, it should be noted for awareness that there is potential for the Health Board to receive significant financial penalties under UK-GDPR/Data Protection Act 2018 and the Network & Information Systems (NIS) Regulations 2018 should serious compliance failings occur. 







5. RECOMMENDATION

Members are asked to:

· CONSIDER the contents of the report; and
· APPROVE the Data Quality Policy.



























		Governance and Assurance


	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☐
	
	Co-Production and Health Literacy
	☐
	
	Digitally Enabled Health and Wellbeing
	☒
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High Quality Care
	☒
	
	Partnerships for Care
	☐
	
	Excellent Staff
	☒
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☐
	Health and Care Standards

	(please choose)
	Staying Healthy
	☐
	
	Safe Care
	☐
	
	Effective  Care
	☒
	
	Dignified Care
	☒
	
	Timely Care
	☐
	
	Individual Care
	☒
	
	Staff and Resources
	☒
	Quality, Safety and Patient Experience

	Good IG and CS practices are essential to the effective running of the organisation, supporting day to day clinical and business operations and the effective management of services and resources. Effective IG and CS maintains the security, confidentiality and privacy of personal data and facilitates trust and transparency for individuals about how their data is processed and protected by the Health Board. 

	Financial Implications

	There are currently no financial implications for consideration in relation to the content of this report. However, it should be noted for awareness that there is potential for the Health Board to receive significant financial penalties under UK-GDPR/Data Protection Act 2018 and the NIS Regulations 2018 should serious compliance failings occur. 

	Legal Implications (including equality and diversity assessment)

	This report includes assurances on the measures in place to support compliance with UK-GDPR, Data Protection Act 2018, NIS Regulations 2018 and other relevant legislation and standards outlined within the IG and CS framework.  

	Staffing Implications

	All staff are required to comply with Health Board policies, procedures and guidance on information governance and cyber security practices as well as completing mandatory training on a bi-annual basis. 

	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	There are no specific implications to note, however good information governance and cyber security practices and compliance are essential in supporting the core aims of the Act. 

	Report History
	There are no previous reports to note. Updates provided within this report will also be submitted to the next Management Board meeting.

	Appendices
	Appendix A: Data Quality Policy



Page 1
Digital, Data, Research & Innovation Committee
5 March 2026
image1.jpeg
Bwrdd lechyd Prifysgol
Bae Abertawe

Swansea Bay University
Health Board




image2.jpeg
Un Bae Ary Cyd

One Bay Way




