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	Purpose of the Report
	This paper provides an update on the operational performance of local and national systems used in the Health Board. 

	Key Issues
	
· In February Neath Port Talbot (NPT) became the first hospital in the Health Board to implement the new modern secure network as part of the wider £8.68m digital infrastructure modernisation programme.
· In February, the Health Board Cisco telephony system was upgraded to the latest supported version which is important from a cyber security perspective and improved functionality.
· During the period 1st January – 31st January there was one local outage (Medical Records paper records tracking system and 2 national outages (Welsh Patient Administration System and Welsh Community Care Information System). 
· Digital Health and Care Wales (DHCW) have confirmed that the outage of the Welsh Community Care Information System (WCCIS) has been reported to the Cyber Resilience Unit (CRU) as required under the Network and Information Systems (NIS) regulations.





	Specific Action Required 
(please choose one only)
	Information
	Discussion
	Assurance
	Approval

	
	☐	☐	☒	☐
	Recommendations
	Members are asked to:
· Receive assurance that Digital Services are actively replacing out of date equipment on modernising infrastructure services.
· Receive assurance that the issues during the reporting period are resolved. 
· Receive assurance that business continuity and disaster recovery plans are in place and are effective in the event of outages to reduce any impact on patient care.





Operational Performance and Health Board Solutions

1. INTRODUCTION

This paper provides an update on the operational performance of digital systems. 

Due to the timing of the papers and meeting, the report on availability of digital systems is for January 2026. 

One of the key factors influencing operational performance is system availability. This report aims to provide assurances that local and national systems are highly available and operating optimally.


2. BACKGROUND

Swansea Bay University Health Board (SBUHB) consumes local clinical and administrative systems supported by Digital Services, national systems supported by DHCW and commercial companies directly provided services such as Attend Anywhere and Swansea Bay Patient Portal. 

DHCW services are managed under a Service Level Agreement (SLA). There are a number of services within the SLA including infrastructure systems and national clinical systems and associated integrations such as the Welsh Laboratory Information Management System (WLIMS), Welsh Clinical Portal (WCP) and Welsh Patient Administration System (WPAS). Separate contracts exist for services provided directly by commercial system providers.

Some systems are also provided by suppliers using public cloud services (e.g. Amazon Web Services, Microsoft Azure etc.) or hosting services with their own data centres (private cloud).

This report covers the performance and stability of the local, national and commercial digital solutions and changes in service provision.

2.1 Network and Telephony Upgrades

On Wednesday 4th February NPT Hospital became the first site in SBUHB to implement the new secure network, part of a wider three‑year £8.68m digital infrastructure modernisation programme. 

The digital network doesn’t just connect computers — it connects telephones, X‑ray machines, security cameras, medical devices, and many other systems that rely on fast, reliable, and secure connectivity to function safely. The new network gives the health board a more secure, and more resilient network that improves system performance for clinicians, protects against cyber threats, and ensures that critical equipment and services can operate without interruption.

In March the NPT Hospital will also have the wireless network replaced with new state‑of‑the‑art Cisco wireless network—a strategically important upgrade that continues to deliver fast, secure, reliable access to digital services for clinicians exactly where they’re needed most: at the point of care. The upgrade ensures continued support from Cisco and upgrades to improve functionality and mitigate against known cyber vulnerabilities.

Telephone System Upgrade

The Health Board telephony system was upgraded on 11th February. The telephone system consists of approximately 10,000 phones/extensions and is critical for the safe delivery of services. 

The new telephony system software will provide a supported platform and has the functionality to link with cloud-based services to improve remote working and increase resilience in the future and rollout would need to be determined by a costs/benefit exercise. More importantly the new telephone system will provide enhance cyber security protection. 





The programme which started in 2024/25 and will continue through to 2026/27 includes:

· Implementation of new core networks across the 3 hospitals – the first phase of this completed on March 20th ü
· Implementation of data centre networking at NPT and Morriston hospitals which completed on May 29th ü
· Full migration of the new Morriston core network completed in December ü
· Replacement of fibre optic cables in Singleton and Morriston hospitals which will significantly increase network speeds. In progress and will complete in 2025/26
· Replacement of SBUHB main telephony system complete 4th February 2026 ü
· Replacement of the wireless network at NPT Hospital will complete in quarter 4 2025/26
· Replacement of the main network (wired) at Singleton Hospital will complete in 2026/27
· Replacement of the main network (wired) at Morriston Hospital will complete in 2026/27


2.2 Clinical Systems Availability

It is important to recognise that computer systems almost never achieve 100% availability due to factors such as hardware failures, bugs, and updates. As the organisation becomes increasingly reliant on digital systems, it is also increasingly important that departments have robust, tried and tested Business Continuity Plans (BCPs) to deliver effective patient care.

From the period 1st – 31st January 2026 there were 3 issues that could have potentially impacted on clinical services within SBUHB.


1. Between 12:30 and 13:51 on 19th January the Welsh Patient Administration System (WPAS) experienced system freezing and various error messages with the search and save functions. The cause of the problem a database index and resolved within 81 minutes. National
2. Between 07:00 and 08:04 on 22nd January the medical records system iFit, which is used to track paper records, was unavailable. The server was rebooted to fix the issue and resolved within 64 minutes. Local
3. Between 11:54 and 16:30 on 30th January the Welsh Community Care Information System (WCCIS) was unavailable due to a power issue caused by electrical engineers performing routing power testing in the Newport Data Centre (NDC). Power was restored at 13:10 but the remained unavailable until 16:30 following rectification work by the WCCIS supplier (Advanced). The issue was resolved in 276 minutes. National     

There was no impact on patient care reported in any of these outages. DHCW has reported the WCCIS outage to the Cyber Resilience Unit (CRU) under the Network and Information Systems (NIS) regulations. 

3. GOVERNANCE AND RISK ISSUES

This report does not highlight any concerns that significantly increased level of risk for the Health Board.

Service availability, operational issues and service plans (Radiology, Pathology etc.) for national and local systems are reported to the Digital Service Management Group (DSMG). Associated reports are fed into the highlight report in the Digital Leadership Group (DLG) and appropriately to the Management Board, the Digital, Data, Research and Innovation Committee and associated risks with systems to the Digital Services Business meeting. The DSMG meets quarterly in line with the DLG. The Digital Services Business meeting meets bi-monthly.

Nationally, the service management boards including the Operational Security Service Management Board (OSSMB), Infrastructure Management Board (IMB), Microsoft 365 Service Management Board and clinical systems management boards (Radiology, Welsh Patient Administration System, Welsh National Care Records etc.) report to the National Service Management Board and the health board is represented by the Assistant Director of Digital Technology. This board has sight of DHCW performance reports, availability, major incidents and is an escalation point for the sub boards. The Health Boards and Trusts in NHS Wales also report local outages to this national board. 


4.  FINANCIAL IMPLICATIONS

There are no known financial implications in this report. However, failure to protect the network and information systems, which could result in interruption in services and loss of data can result in fines of up to £17m under the Network and Information Systems Regulation. 



RECOMMENDATION

Members are asked to:
· Receive assurance that Digital Services are actively replacing out of date equipment on modernising infrastructure services.
· Receive assurance that the issues during the reporting period are resolved. 
· Receive assurance that business continuity and disaster recovery plans are in place and are effective in the event of outages to reduce any impact on patient care.
· 



	
Governance and Assurance


	Link to Enabling Objectives
(please choose)
	Supporting better health and wellbeing by actively promoting and empowering people to live well in resilient communities

	
	Partnerships for Improving Health and Wellbeing
	☒
	
	Co-Production and Health Literacy
	☒
	
	Digitally Enabled Health and Wellbeing
	☒
	
	Deliver better care through excellent health and care services achieving the outcomes that matter most to people 

	
	Best Value Outcomes and High Quality Care
	☒
	
	Partnerships for Care
	☒
	
	Excellent Staff
	☒
	
	Digitally Enabled Care
	☒
	
	Outstanding Research, Innovation, Education and Learning
	☐
	Health and Care Standards

	(please choose)
	Staying Healthy
	☒
	
	Safe Care
	☒
	
	Effective Care
	☒
	
	Dignified Care
	☒
	
	Timely Care
	☒
	
	Individual Care
	☒
	
	Staff and Resources
	☒
	Quality, Safety and Patient Experience

	Digital systems in healthcare can have a significant positive impact on quality, safety and patient experience. The increased adoption and reliance on digital systems requires robust and highly available systems. Technical issues preventing access to critical systems can impact on quality, safety and patient experience. 

	Financial Implications

	N/A


	Legal Implications (including equality and diversity assessment)

	As an Operator of Essential Services, the health board has a legal duty to comply with NIS regulations by ensuring appropriate levels of availability, cyber security and resilience of key digital systems are in place. Service loss through inadequate systems including resilience and outages caused by poor cyber security defences could result fines of up to £17m through the Network and Information Systems (NIS) regulations. In addition, if there is data loss, there may be an additional fine (up to £17m) under GDPR.

	Staffing Implications

	The organisation must have tried and tested business continuity plans (BCP) in place and staff must be ready to implement these in the event of a computer system outage.


	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	· Long Term – Health and Social Care “A Healthier Wales” (2018) sets out a long-term future vision of a ‘whole system approach to health and social care’, which is focussed on health and wellbeing, and on preventing illness. It acknowledges that technology is transforming the way we live, lifestyles and expectations have changed. 

The aspirations of the act critically rely on digital technology as an enabler and therefore reliable and highly available systems to deliver effective digital tools, systems and data is absolutely essential.

· SBU HB’s Clinical Services Plan (2019-2024)
· Adoption of digital solutions and technology.
· Create a mobile workforce that is digitally connected to ensure staff work seamlessly to ‘Make Every Contact Count’. 
· Technology to support care closer to the patient’s home or in the community.


	Report History
	

	Appendices
	None.
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