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Formal Executive Team 9th April 2025
Matt John – Director of Digital

Briefing - Loss of Telephony & Network Services in SBU in March 2025
Incidents Overview
The following incidents occurred in March 2025:
· Telephony Service Failures: Internal and external voice calls failed, affecting digital and analogue phones, call centres, and emergency alerting.
· Network Connectivity Failures: A network service failure (DHCP) impacted device connections to both wired and Wi-Fi networks, including remote access services.
· A Virgin Media network link failed between Morriston and Singleton Hospitals
Telephony Service Failures
A telephony failure occurred on 5th March between 11:00 - 13:30 with a further outage on 6th March between 09:00 – 11:30 and 15:00 – 18:20
Both of these incidents were linked to an underlying issue with a corrupt database on the telephony server based in Morriston Hospital.
Telephony servers exist in Morriston, Singleton, Neath Port Talbot, Princess of Wales and Glanrhyd Hospitals. The design is resilient as the phones can connect to any of these servers in the event of a failure. 
The issue with the failover was that the Morriston server was still working and there was no obvious signs that this server was failing. Digital services involved the expert engineers from the telephony provider Cisco early into the incident. 
A temporary fix was put in place by switching off the Morriston telephony server and registering all phones in Morriston to the Singleton telephony server.
Network Connectivity Failures
An unrelated incident occurred on 6th March which affected connectivity of some devices (not all) in Morriston and Swansea community sites. This incident outage occurred between 06:45 – 09:45 and reoccurred on 7th March between 14:20 – 15:30
The root cause was a database corruption on the Morriston server.   
Backups were used to recover the service and maintenance work in terms of bringing the database up to date caused the second outage. 

Virgin Media network failure
On Wednesday March 26th at 11:20am a loss of telephony services was reported. Internal calling, inbound telephone calls and contact centres worked from 12:40 and full Telephony services were recovered at 14:10. Emergency Alerting (cardiac arrest/fire) was re-established at 16:30.
The root cause was a Virgin Media engineer disturbed the main computer link between Singleton and Morriston Hospitals. This didn’t fail completely but caused network traffic between Morriston and Singleton to flow at a reduced rate with errors appearing on the line. The Virgin Media line was isolated at 12:10 once the cause was established so the the network traffic continued over resilient links. 
Whilst this issue was not related to the first telephony fault, most phones in Morriston were registered to Singleton telephony server as the plan for full recovery from the first incident was to move the Morriston phones back to the Morriston telephony server in a phased manner to minimise interruption. The initial fix to get telephones working was to register those phones back to Morriston.
At 15:30 Virgin Media fixed the problem with the link and switched back on.
Actions undertaken
The Cisco telephony services (Cisco Call Manager) issues fixed. 
Resilience improved at Morriston. Morriston has an additional server due to the number of telephones so instead of having a failover to Singleton, phones can failover to the additional server in Morriston.
All phones are now registered to their on-site server.
Network connectivity issues fixed and running as normal prior to the fault occurring.
Actions planned
Exploring options and associated costs to further improve telephony services by utilising cloud technology and increase resilience in the event of a whole system failure. Meeting with cloud provider planned for 3rd April.
Remove the Bridgend elements from the telephony network as part of the disaggregation of services from Cwm Taf. There is a possibility that the corruption of the database in Morriston was caused by a power outage affecting the telephony server on Sunday 2nd March. This work is planned and will simplify the telephony design and provide further resilience opportunities.
Whilst there is resilience for the network servers (DHCP) further improvements are required and are being worked up.
Resilience is in the design but the Virgin Media issue between Singleton and Morriston highlighted a problem with the emergency alerting system. A design change is required to fix this issue. All other services including telephony and access to clinical services failed over correctly.

Summary
The telephony services are fixed, operating as normal and additional resilience in place at Morriston Hospital.
The network connectivity issue is fixed and working as normal but work on improving resilience is ongoing.
Whilst the Virgin Media network link is fixed, further work is required to ensure the emergency alerting resilience is established as designed.
It is a timely reminder that there is always a risk of digital outages whether that is caused by a power outage, human error, component failure or a cyber-attack. It is important that the Service Delivery Groups have tried and tested Business Continuity Plans in place in the event of a failure of digital services. 
A Health Board debrief was undertaken on 2nd April which provided staff an opportunity to reflect on the impact from the Business Continuity/Critical Incidents. A report from this debrief will be made available from the Emergency Preparedness Resilience and Response team in due course. 

