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<] Audit snapshot

What we looked at

1 We looked at how Swansea Bay University Health Board’s (the Health Board)
approach to digital transformation is supporting service improvement. This
included its approach to digital strategy, leadership, and skills development.
We also considered how the organisation manages risks around digital
infrastructure, cyber resilience, and Artificial Intelligence (Al).

Why this is important

2 Digital technology is a key enabler to many of the aims of A Healthier Wales.
That plan says that new technologies and digital approaches will be an
important part of the future whole system approach to health and care.

3 However, achieving digital transformation is challenging. It requires
investment, the right infrastructure, and staff engagement and training.
Systems need to communicate with one another and organisations must
manage ever-growing risks around cyber resilience.

4 Digital transformation isn’t just about technology, it's about culture and
leadership. The boards of NHS bodies have a key role in approving and
owning the organisation’s digital strategy. Boards also need assurance that
digital transformation is being managed safely and effectively, and that
investment is securing the intended benefits.


https://www.gov.wales/healthier-wales-long-term-plan-health-and-social-care
https://www.audit.wales/blog/audit-wales/2022/2/9/cyber-resilience-one-year
https://www.gov.wales/sites/default/files/publications/2019-07/system-reboot-transforming-public-services-through-better-use-of-digital.pdf

What we have found

5 The Health Board has a clear and approved Digital Strategy. However, the
Health Board’s challenged financial position means that it has not been able
to identify required financial investment to deliver the Strategy. Whilst there is
evidence of local, regional and national digital developments being adopted
to support service modernisation, the need to deliver short-term savings is
affecting the Health Board’s ability to deliver longer term digital
transformation.

6 The Board has good overall oversight of digital work through its Digital, Data,
Research, and Innovation Committee. However, the evaluation of digital
solutions could be more consistent as could Service Group engagement on
digital developments. The Board has strong oversight of digital and cyber
risks but needs to better recognise and mitigate emerging artificial
intelligence risks. Cyber resilience arrangements are well established,
supported by a detailed cyber security strategic plan.

7 The Health Board recognises the importance of digital skills but lacks a
structured approach to assess capability across the organisation. Existing
training and support provide a useful foundation but take up is low. The
Health Board's approach to digital inclusion is not strategic and there is no
designated lead in place.

8 The Health Board is demonstrating strong engagement with digital partners
including Digital Health and Care Wales (DHCW), Health Education and
Improvement Wales (HEIW), Welsh Government, and the clinical networks
within NHS Performance & Improvement. There is also strong joint working
with Hywel Dda University Health Board on digital matters.

What we recommend

9 We have made six recommendations to the Health Board which focus on:

e ensuring the new digital strategic plan is deliverable from a financial
perspective;



ensuring service group attendance at the Digital Leadership Group;
strengthening the approach to managing Al related risks;

developing a consistent approach to assess digital skills, capacity, and
capability across the organisation;

developing a clear plan to reduce digital exclusion; and

evaluating digital solutions consistently with an emphasis on post-
implementation review.



<] Key facts and figures

Of the Health Board’s workforce of approximately 14,000 staff, only 205
have completed the ‘HEIW interactive self-evaluation tool’ as part of the
Digital Capability Framework.

The Health Board is currently assessed at Stage 1 of the HIMSS EMRAM
model meaning core digital systems are in place, but overall digital
maturity is still at an early stage. Its Digital Strategy sets an ambition to
reach stage 7 by 2036.

Since March 2025, the Health Board has had four reportable incidents to
the Cyber resilience unit.

From 2022-23 to 2024-25, the Health Board invested approximately £47
million in digital revenue and £20.2 million in capital.



<J Our findings

Strategy, planning and leadership

Digital strategy, leadership and oversight are strong, but
service groups must engage more in digital matters, and
the Board should prioritise broader digital
transformation

Digital strategy and plans

11 Following an effective engagement process with stakeholders, the Health
Board developed its Digital Strategy and 10-year vision, which the Board
approved in March 2025. It sets a clear long-term aim to improve people’s
health and well-being through digital technology and aligns with most of the
organisation’s supporting strategies, except for the Estates Strategy. The
Health Board’s strategy is strategically aligned to national and local priorities
including the Welsh Governments digital agenda, Healthier Wales, and Welsh
Government’s Digital and Data Strategy.

12 The Health Board’s Digital Strategy, with its focus on using digital
transformation to improve people’s health and well-being, explains how digital
transformation is important to help improve services, make them more
sustainable, and cope with rising demand. The strategy gives practical
examples of how digital can change the way care is delivered and make the
patient experience better. This includes giving staff real time access to patient
information, using data to better understand population health, targeting
support where it's needed, and helping patients take more control through
tools like patient portals, digital appointments, and the NHS Wales app.



13 The Digital Strategy shows a good understanding of the Health Board’s
current strengths and weaknesses. The strategy also includes a benefits
framework designed to ensure that every digital and service-transformation
initiative is aligned to measurable and strategic outcomes. Although it
mentions patients, it provides little detail on how digital services will be
designed with them.

14 The Health Board is delivering its Digital Strategy through a clear three-year
digital plan which the Digital, Data, Research, and Innovation (DDRI)
Committee approved in July 2025. The plan provides a high-level roadmap
for digital transformation from 2025 to 2028. A detailed 2025-26 workplan
breaks this down into the specific digital projects the Health Board aims to
deliver this year.

15 The Health Board does not have the money needed to deliver the Digital
Strategy in its current form. The strategy requires investment to rise from £23
million in 2023-24 to £54 million by 2035-36. In March 2025, the Board
supported the strategic direction set out in the Strategy but noted that further
work was required during 2025/26 to develop a more detailed digital
investment plan for 2026/27 onwards. However, the Health Board has not
clearly set out what this means for delivering the strategy.

16 The Health Board is planning to use its Integrated Medium-Term Plan
planning process to identify the resources required to deliver the ambitions in
the Digital Strategy. In January 2026, the digital directorate were working in
partnership with the planning and partnerships team, service delivery groups,
and new thematic care boards to understand what digital support they need
to deliver their priorities. This was still to be finalised at the time of our review.
We discuss investment in digital transformation further in this report
(Paragraph 50).
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17 In September 2025, the Health Board published a refreshed long-term
strategy, ‘A Healthier Swansea Bay’. It then decided to update and rename its
Digital Strategy, even though it was only 10 months old. The updated Digital
Strategic Plan, will keep the same principles and vision. However, the Health
Board wants the plan to be more flexible so it can respond to changes in
digital technology and business needs. The Health Board plans to align the
updated Digital Strategic Plan with the new Clinical Services Plan, due in
September 2026. In the interim the Health Board has focussed on the annual
plan priorities aligned with the IMTP process.

Board ownership of digital transformation

18 The Board shows strong commitment to digital transformation but recognises
that it needs to do more to ensure that digital is at the forefront of its thinking.
It sees digital as a lever for improvement and is supporting projects, such as
the Swansea Bay Patient Portal’. However, even though the strategy is
strong, more progress is needed to shift the Health Board’s focus from
individual projects to delivery of the wider digital transformation it aims to
achieve through the strategy.

19 The Board has strong digital leadership. It includes a Director of Digital and
an Independent Member for Digital. Both take part in Board and various
committee meetings relevant to their role, which means the organisation has
the right expertise to guide its digital plans.

" The Swansea Bay Patient Portal - is a secure on-line resource. It is designed for patients over
the age of 16, who have recently, currently or are about to receive outpatient care from
healthcare professionals at the Health Board.
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20 The Health Board has delivered a range of training sessions for Board
members. These sessions covered topics such as strategy development to
understanding Cyber Security risks. They have helped improve everyone’s
knowledge and understanding of digital issues and strengthened how the
Board oversees digital work. Independent Members said these sessions were
helpful. Members of the DDRI Committee have also received briefings on
digital topics, including regional work and Al. However, as digital technology
changes quickly, ongoing training will be important to keep the Board’s
knowledge up-to-date and to support strong oversight of digital work.

Roles, responsibilities, and accountability

21 The Board has good oversight of how its digital work is progressing. In
November 2024, it improved this by establishing the DDRI Committee as a
new board committee. This committee helps the Board see more clearly what
is happening with digital transformation, data, research, and innovation. It
also shows the Board wants stronger assurance that the digital strategy and
national digital programmes are being delivered.

22 The DDRI Committee is working well, and we observed good scrutiny and
challenge. It has oversight of Digital Strategy delivery, as well as the three-
year roadmap, and the in-year workplan. It does this through a quarterly
update report, which summaries progress and provides updates on the
achievement of delivery milestones. The update also focuses on risks and
mitigations. The report includes a RAG? rated project delivery dashboard,
which tracks progress of the 37 projects for 2025-26. According to the
January 2026 update, 23 were reported as ‘green’, 12 were ‘amber’, two were
reported as ‘red’.

2Green - on track, action progressing as planned and to agreed timelines; Amber - off track,
action not progressing to original timelines but manageable with mitigating actions in place; Red -
off track with significant issues, action not progressing to timelines and requires escalation.
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23 The DDRI Committee has strong oversight of the Health Board’s digital
financial position. It receives a specific report on digital finances, which sets
out the capital and revenue position for the Digital directorate. The report also
updates the committee on progress with delivery of directorate savings and
the actions being taken to manage financial risks.

24 Digital services are well managed, with clear roles and responsibilities. The
Health Board'’s Digital Leadership Group oversees the digital delivery and
makes sure it matches IMTP priorities. There is an information governance
and cyber security assurance group that oversees both areas. The Digital
Intelligence Group oversees digital intelligence projects and dashboards.

25 However, even though the Digital directorate has tried to improve
engagement, some service groups do not attend the Digital Leadership
Group regularly. This reduces how effective the group can be. When service
groups do not attend, they may miss the chance to shape future digital plans
and share responsibility for the work.

|dentifying and managing risks

Despite strong oversight of digital infrastructure and
cyber risks, the Health Board has not yet developed
robust arrangements to manage emerging Al risks

Strategic digital risks

26 The Health Board’s Strategic Risk Register has two digital related risks - the
sustainability of Digital Services and failure to deliver digital transformation.
Both risks have a high score of 20. They receive routine scrutiny from the
Board and Audit Committee. However, the Health Board has not clearly set
out the impact from the lack of investment in digital.
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Digital infrastructure risks

27 The Health Board is aware of the gaps in its IT infrastructure and monitors
these through its ICT Asset Risk Register. It has identified specific digital
projects alongside a 10-year replacement plan to help target funding when it
becomes available. However, plans and budgets for upgrades and
replacements continue to change and remain constrained by limited funding,
which slows progress in updating ageing technology. This increases the risk
of systems failing, devices running slowly, staff losing time, and greater cyber
security vulnerabilities.

28 While the Digital Strategy does not set out detailed infrastructure risks, it
highlights key priorities such as secure backup systems, the removal of
Windows 10, and the upgrade of core networks at Morriston and Singleton
Hospitals. Recently, the Health Board received an additional £2 million from
Welsh Government, which is being used to upgrade the network at Morriston
Hospital and replace a substantial number of older devices.

Cyber resilience

29 The Health Board has a clear and detailed Cyber Security Strategic Plan,
approved in May 2025, which applies to all staff. A dedicated Cyber Security
Team is in place to deliver the plan, and the Board receives regular updates.
The Health Board has well defined cyber risks in its Corporate Risk Register
with controls and mitigating actions, but the risk score remains high at 20 due
to evolving threats.

30 The Health Board works closely with national NHS cyber expertise, including
taking part in resilience exercises. Staff training on information governance
and cyber security training is 84% complete, and the Digital directorate runs
phishing tests to improve awareness, although recent results show there is
still room to do better.
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31 The Health Board regularly monitors cyber incidents. In 2025, it recorded four
formal incidents, and its systems deal with 200-300 alerts daily, with about
100 requiring manual intervention. The dedicated cyber team assess risks for
new projects through a multi-disciplinary review process, and in March 2025,
the Health Board received Welsh Government funding to upgrade backup
systems, to improve protection against cyber-attacks. Internal Audit will be
undertaking an in-depth review of the Health Board’s cyber security
arrangements in 2026-27.

Artificial intelligence

32 The Health Board understands that Al could bring important benefits, such as
supporting clinical decisions, helping with early diagnosis and screening, and
making administrative tasks more efficient. The Digital Strategy mentions Al,
but at the time of our work, it did not set out the financial, technical, and
human resources needed to develop and use Al safely, including
infrastructure and workforce requirements.

33 Furthermore, the Health Board has not properly considered the risks linked to
Al and there are no Al-related risks were included in the Corporate or Digital
Services Risk Registers. This means the organisation does not have a clear
understanding of how Al might affect patient safety and cannot give the Board
assurance that Al use is safe, appropriate, or meets expected standards.

34 The Board recognises it needs stronger assurance about how the
organisation identifies, manages, and reduces the risks linked to using Al.
The Health Board, therefore, recognises that as part of delivering its revised
Digital Strategy, it will need to put proper arrangements in place to manage Al
related risks effectively.

35 Working with Hywel Dda University Health Board, the Health Board has
formally committed to developing an Al strategy and governance framework
by early 2026.This will include ethical oversight and clinical validation in line
with the expectations of the Al Commission for Health and Social Care3.

3 The Al Commission for Health and Social Care is a Welsh Government-led body that provides
national-level guidance, strategic direction, and standards for the safe and responsible adoption
of Al across health and social care services in Wales.
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36 In November 2024, the DDRI Committee agreed a policy for the use of Al in
Clinical Practice. However, we found no evidence that staff had submitted any
applications under this policy, suggesting that awareness is low. This also
raises concerns that some teams may be using Al without the proper
approval.

Digital skills

The Health Board lacks a structured approach to assess
and develop digital skills, and limited capacity, low
training uptake, and financial constraints are hindering
digital readiness

Assessing digital skills

37 Although the Health Board recognises that digital skills are important, it does
not yet have a structured way to assess the skills, capacity, or capability of its
workforce.

38 The total number of staff who have completed HEIW’s Digital Capability
Framework is low at 205 (September 2025), and without a targeted
development strategy the Health Board cannot clearly identify where skills
are lacking or what needs to be done to improve them.

39 The Health Board is developing a Digital Workforce Strategy, but financial
constraints are slowing progress. Significant investment will be needed to
achieve its goals. To help move forward, the Health Board is exploring
opportunities to work with workforce teams, HEIW, and DHCW, and wider
regional and national programmes to build digital readiness.

Developing digital skills and capacity

40 Although the Health Board lacks a structured way to assess digital skills,
capacity, or capability across the organisation, it does have some
arrangements in place to help staff develop their digital skills. These include:
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o mandatory digital induction for all staff;
e modular digital training programmes available to everyone;
o 247 digital support;

o digital champions and business partners, embedded within service groups
to promote digital adoption; and

e adata literacy course available to staff.

41 However, the number of staff who access support is low compared to the size
of the workforce and the Health Board does not collect wider training and
access figures.

42 At the time of our work, capacity within the Digital directorate was reduced
due to high levels of vacancies. In September 2025, the Digital directorate
had 47.87 WTE vacancies. These vacancies covered a wide remit of roles
including digital technical staff such as developers and software engineers. At
the time of our work, there was a vacancy freeze in place. In January 2026,
the Digital directorate reported an underspend on pay of £3.5 million, and this
was contributing to the achievement of financial savings within the
directorate. Without skilled staff in post, this may pose increased cyber
security risks, limit team effectiveness, or delay projects. These challenges
are made even harder by the wider difficulties in recruiting specialist digital
professionals, as the Health Board must compete with private-sector
employers who offer higher salaries and more flexible career opportunities.
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Collaboration and involvement

While the Health Board engages well with staff and
service users, it lacks a clear strategy for addressing
digital exclusion

Reducing digital exclusion

43 The Health Board'’s Digital Strategy recognises the need to prevent digital
exclusion. The strategy identifies groups which may be digitally excluded and
outlines the potential impact on patients. It also sets out the actions the
Health Board is taking to increase digital uptake and reduce exclusion. These
include keeping both digital and non-digital access routes and offering
alternatives for people who cannot use digital tools. The Health Board has
also committed to making patient-facing digital tools easy to use. However, it
has not set measurable targets for reducing digital exclusion. It also has no
plan to identify or engage with patients who may be excluded, and there is no
designated lead for digital inclusion.

44 Despite the lack of a lead, the Health Board has a range of initiatives to
reduce digital exclusion amongst staff. These include a dedicated digital
adoption manager, who leads initiatives, maintains the digital champion
network, and promotes access to digital courses. The Health Board also
supplied evidence of a range of activities that it has undertaken, including;

o 68 staff from Allied Health Professions and Health Sciences were given
access to the Agored Cymru Essential Digital Literacy Skills course,
helping them to improve their confidence and ability to use digital
technologies;

e data literacy workshops were delivered, including sessions in Primary
Care Therapy Services that reached over 90 staff across more than 16
services and helped build confidence in tools like Power Bl*; and

4 Power Bl is Microsoft’s data-visualisation and business intelligence tool.
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o staff were given access to Digital Inclusion Training from Digital
Communities Wales® covering accessibility, digital health and wellbeing,
and the role of Digital Champions in supporting colleagues.

45 These are all good initiatives, however as mentioned previously the numbers

of staff accessing these is low compared to the size of the workforce. The
Health Board would benefit from a clear assessment and an associated plan
to reduce digital exclusion. There also needs to be a clearer focus on
reducing risks of patient digital exclusion.

Staff and service user involvement

46 The Health Board works closely with staff, patients, and service users on key

digital transformation projects, such as the Swansea Bay Digital Patient
Portal. It has also set up specialist user groups for more than ten digital
services, including Audit Management, e-Prescribing, Nursing Care Records,
and Digital Maternity. This helps ensure that people who use these services
directly shape how digital solutions are delivered.

47 Support and clinical involvement are strong. The digital helpdesk is the main

place for staff to get support, handling around 7,000 requests each month
and offering chatbot and live chat options. The Health Board has also
invested in dedicated clinical roles, including a Chief Clinical Information
Officer, Chief Nurse Information Officer, and Digital Allied Professional Lead.
They work within the Digital Directorate to provide clinical insight and shape
the development of digital tools.

48 The Health Board also supports operational teams through Digital Business

partners who work within service groups and act as a link between the digital
directorate, and clinical and operational services. This enables clinical and
operational teams to raise digital issues more easily.

It helps users turn data into interactive charts, dashboards, and reports so that teams can explore
information, spot patterns, and make better decisions

5 Digital Communities Wales (DCW) is a Welsh Government programme designed to reduce
digital exclusion and improve digital skills across Wales.
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Using digital developments to support service
transformation

The Health Board is implementing local and national
digital solutions, but the need for short term savings is
preventing it from fully pursuing strategic digital
transformation

Investment in digital transformation

49 The Health Board’s financial pressures have led to significant cuts in the
digital services budget. Exhibit 1 sets out the initial revenue budget for digital
services over three years, and the actual spend. This shows that for the past
three financial years, the digital directorate has underspent against its initial
revenue allocation. In March 2025, £1.3 million was removed from the
budget, and in November 2025 digital services were asked to find a further
£3.64 million in savings. By January 2026, the service was on track to deliver
total savings of £4.46 million, which is about 15% of its original budget for
2025-26. While budget cuts help address short-term financial pressures, they
make it harder for the digital directorate to move beyond day to day projects
to delivering the broader digital transformation set out in the strategy.

Exhibit 1: Annual revenue investment in digital (2022-23 to 2024-25)

Financial Year Revenue Budget Revenue Actual
£m £m

2022-23 18.1 15.6

2023-24 16.4 14.5

2024-25 19.7 16.9

Source: Health Board supplied data
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50 Exhibit 2 shows the capital funding already invested in digital. The Health
Board uses capital funding for technology refresh programmes, upgrading
core network, and supporting the delivery of national programmes, including
Digital Maternity Cymru®. Future revenue investment plans are undecided
and will be set during the IMTP planning process. Digital service delivery is
evolving as cloud-based solutions become more common. This transition will
impact revenue spending as these costs are ongoing rather than on-off
capital investments.

Exhibit 2: Annual capital investment in digital (2022-23 to 2024-25)

Financial Year Capital
£m
2022-23 5.2
2023-24 6.2
2024-25 8.8

Source: Health Board supplied data
Local and regional digital projects

51 The Health Board is progressing a range of locally led digital programmes.
These include the continued development and roll out of the Swansea Bay
Patient Portal, which is improving digital access for patients to see their test
results and clinical appointments. The digital directorate is also supporting the
implementation of a hospital-initiated referral system for neurology and
continuing to enhance its Signal system’.

6 The Digital Maternity Cymru programme will implement an all-Wales solution which will include
digital patient access to their maternity notes through the NHS Wales App and website.

7 The Digital Services Team developed a patient flow management system to track and support a
patient’s journey from admission through to discharge.
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52 The Health Board is working on regional digital solutions with Hywel Dda
University Health Board. A regional Joint Committee has been in place since
January 2025, and has five shared regional objectives, including improving
digital collaboration and efficiency. Both organisations have committed to
working together on digital initiatives and have established joint working
groups covering data and intelligence, infrastructure, digital inclusion, and
clinical systems, alongside a regional digital forum. The two Health Boards
also plan to develop a shared digital roadmap by March 2026.

53 The Health Board is providing the DDRI Committee with sufficient assurance
on regional digital progress. During a committee development session in
October 2025, members received updates on activity underway, including
progress made, risks identified, and challenges encountered. Both Health
Boards continue to engage with DHCW as the wider approach to regional
digital working evolves.

Adopting national digital systems

54 The Health Board works closely with key digital partners including DHCW,
HEIW, Welsh Government, and the Clinical Networks within NHS
Performance and Improvement . Board members report positive relationships
with these organisations and receive assurance through the regular reports
presented to the DDRI Committee and Board. These reports highlight the
many initiatives and projects delivered in collaboration with partner
organisations.
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55 The Health Board is actively adopting and rolling out national digital solutions
to improve the accessibility, quality, and efficiency and productivity of
services. It supports the Once for Wales approach and works constructively
with DHCW and Welsh Government. Reports to the DDRI Committee and
Board focus on the roll out of national solutions. The Health Board reports
that national programme delays are significant, with slippages in the
procurement of the Laboratory Information Management system and
Radiology Informatics System, creating major risks to service continuity and
project delivery. These delays limit its ability to manage digital risks effectively
and deliver wider service transformation. Although the Health Board has
improved its local governance and oversight arrangements, these actions
alone cannot offset delays caused by factors outside its direct control.
Independent Members believe more work is needed to improve how the
Health Board and DHCW work together and to clearly define the roles and
responsibilities of key digital partners, including Welsh Government.

Evaluating digital solutions

56 The Health Board has good examples of where it has evaluated its digital
solutions. For example, the implementation of the Welsh Nursing Care
Record® and associated savings in terms of nursing time to complete
standard information and risk assessments. However, it recognises that it
needs to do this more consistently, as systems once introduced quickly
become business as usual and the Health Board does not capture their
impact.

8 The Welsh Nursing Care Record (WNCR) is a national digital nursing documentation system
used across adult inpatient wards in Wales. It replaces paper nursing records with a
standardised, secure digital platform.



23

57 Positively, the Health Board has a strong approach to benefits realisation, and
the Internal Audit report in September 2025 gave substantial assurance in
this area. The review found the Health Board had a clear benefit
management approach with proposed benefits identified at the start, a
structure for reviewing these and tracking the delivery of the benefits.
However, reflecting our comment in previous paragraph about capturing
impact, the report recommended more emphasis on post-implementation
review and on corrective action where the Health Board did not realise the
planned benefits.
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< Recommendations

58 The following table details the recommendations arising from our work.

Recommendations

R1

The Health Board should ensure that the new Digital Strategic Plan is
underpinned by a clear, costed delivery plan  developed through the

IMTP process (paragraph 15).

R2

R3

R4

The Health Board should ensure that all service groups attend the
Digital Leadership Group (DLG) consistently, as required, by putting in
place clearer expectations, monitoring arrangements, and escalation
routes. (paragraph 25).

The Health Board should strengthen its arrangements for managing
risks related to Artificial Intelligence (Al) by:

3.1 assessing potential Al risks to the Health Board and ensuring these
are captured in relevant risk registers with appropriate mitigation and
controls (paragraph 33); and

3.2 establishing and embedding an Al governance and assurance
framework within 12 months (paragraph 35).

The Health Board should strengthen its approach to assessing and
improving digital skills across its workforce (paragraph 38).
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R5

R6

The Health Board should develop a clear plan to reduce digital
exclusion, with measurable targets and milestones (paragraph 43).

The Health Board should evaluate digital solutions consistently with an
emphasis on post-implementation review and on corrective action
where it did not realise the planned benefits (paragraph 56).



Appendices
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1

About our work

Scope of the audit

The goal of this audit is to find out if the Health Board is using digital technology to
support service modernisation and efficiency. This included the approach to
strategy, leadership, and skills development for digital transformation, and how risks
around digital infrastructure, cyber resilience and artificial intelligence are being
managed.

Audit questions and criteria

Questions

Our audit addressed the following questions:

Does the Health Board have a well-led and appropriately resourced approach
to digital transformation?

Is the Health Board developing the digital skills, capacity, and capability of its
workforce?

Does the Health Board have a clear plan for managing its cyber resilience
arrangements and digital infrastructure and how they will need to change to
support its digital transformation ambitions?

Does the Health Board engage effectively with staff, partners, patients / service
users to deliver its digital transformation ambitions and minimise digital
exclusion risks?

Is the Health Board actively utilising new digital technology and data solutions
to enhance the accessibility, quality, efficiency, and productivity of its services?

Criteria

Our audit questions were shaped by:
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External reference input from the Welsh Government, all-Wales NHS Directors
of Digital, and Digital Health & Care Wales.

Relevant Welsh Government strategies and plans.

Relevant NHS Digital Transformation review reports completed by the National
Audit Office and House of Commons Health and Social Care Committee.

NHS England Department of Health & Social Care: A plan for digital health and
social care policy paper.

NHS England Transformation Directorate: What good looks like framework.

Methods

We asked Swansea Bay University Health Board (the Health Board) to:

Complete a self-assessment to help us understand how the organisation is
undertaking digital transformation.

Give us facts and figures about its spending on digital technology, staff digital
skills, cyber resilience, and how it involves people in digital transformation.

We reviewed a range of documents, including:

Board and committee papers and minutes.

Key governance documents, including Digital, Data, Research, and Innovation
Committee Terms of reference.

Key strategies and plans, including the Digital Strategy and Annual Plan.
Key risk management documents, including the Board Assurance Framework.
Relevant policies and procedures.

Reports prepared by other relevant external bodies.

We interviewed the following key stakeholders:

Director of Digital

Independent Member for Digital
Director of Finance

Chief Clinical Information Officer

Chief Nurse Information Officer
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e Digital Allied Professional Lead
e Chief Operating Officer

We observed Board meetings as well as meetings of the following committee:

o Digital, Data, Research and Innovation Committee including observing briefing
sessions.
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About us

The Auditor General for Wales is independent of the Welsh Government and the
Senedd. The Auditor General’s role is to examine and report on the accounts of the
Welsh Government, the NHS in Wales and other related public bodies, together with
those of councils and other local government bodies. The Auditor General also reports
on these organisations’ use of resources and suggests ways they can improve.

The Auditor General carries out his work with the help of staff and other resources from
the Wales Audit Office, which is a body set up to support, advise and monitor the Auditor
General’s work.

Audit Wales is the umbrella term used for both the Auditor General for Wales and the
Wales Audit Office. These are separate legal entities with the distinct roles outlined
above. Audit Wales itself is not a legal entity.
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