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	Purpose of the Report
	For Assurance
	Report Summary; detailing any action required

	The purpose of this report is to present extracts of the Health Board Strategic Risk Register (SRR) and Corporate Risk Register (CRR) to the Digital, Data, Research & Innovation Committee (DDRIC) for oversight to support the provision of assurance to the Board in respect of the management of risks.

	Key Issues

	There is one risk within the SRR which has been allocated to this Committee for oversight. 
There are seven risks within the CRR allocated to the Committee. Two are at or above the Board’s risk appetite. Each of these has actions and timescales indicated for reduction. 
The report summarises at a high-level, changes in risk scores, and the status of risk targets and actions agreed to bring risks currently above appetite to a more tolerable level.


	Decision / Action required
	No

	Recommendations

	Members are asked to:
· Receive for Assurance the Risk Report.
· Consider whether any additional information or action is required by risk owners or the Risk & Assurance team to provide assurance on the management of risks.




RISK REPORT

1. INTRODUCTION

1.1	The purpose of this report is to present extracts of the Health Board Strategic Risk Register (SRR) and Corporate Risk Register (CRR) to the Digital, Data, Research & Innovation Committee (DDRIC) for oversight to support the provision of assurance to the Board in respect of the management of risks.

2. BACKGROUND

2.1	The Strategic Risk Register (SRR) is intended to summarise the principal risks to the health board (at the strategic level) that could impact successful delivery of one of the organisation’s five strategic objectives, typically over medium to long-term timeframes (‘horizon 3’).

2.2	The Corporate Risk Register (CRR) is intended to record significant corporate or operational risks escalated by services to Executive / Corporate Director level and agreed for oversight at Board / Committee level. The timescales within which these risks are anticipated to impact are typically short to medium term (‘horizon 2’). 

2.3	Each Service Group and Corporate Directorate has an Operational Risk Register (ORR) recording risks to the delivery of their services. It is the responsibility of the risk owner within a service to escalate risks where required, via their Directors and local governance teams. The decision to escalate to the CRR is informed by consideration of the level of risk against the Board’s appetite statement (currently under review) alongside the following criteria:

· The risk is above tolerance level and there is nothing that the risk owner can do to reduce it within tolerance level within an acceptable timeframe.
· The risk is above tolerance and options to treat the risk are outside of the delegated levels of control assigned to the risk owners.
· The risk presents a significant threat to the achievement of health board objectives or targets.
· The risk is assessed to be of significant concern (typically prompted by a very high local assessment of risk level)
· The risk is shared across areas of the organisation and coordination of treatment may be complex.

For risks already on the CRR which may require escalation/de-escalation, the monthly CRR review cycle provides an opportunity for consideration by Board Directors.

2.4	The Executive Board is responsible for providing senior management oversight of risk management. To support this, it receives regular risk reports accompanied by the full Strategic Risk Register, Corporate Risk Register and summary of Operational Risk Register content (providing profile of significant risks recorded within service groups). Its role includes the approval of escalation and de-escalation of risks.

2.5	Board Committees scrutinise arrangements in place to manage risks to the achievement of the health board services and objectives, within the scope of their terms of reference, in order to provide assurance to Board in respect of the same. To support this, they receive extracts from board-level risk registers to consider at meetings and in advance to ensure their work programme and agendas include management reports on areas of significant risk.

2.6	The Audit Committee is responsible for providing assurance to the Board on the wider establishment, maintenance and effectiveness of the system of integrated governance, risk management and internal control across all organisational activities in support of achievement of its objectives. To support this role, while it may receive the full risk registers, it is not expected to replicate the scrutiny of individual risks done by other Committees, but to consider whether the overall framework is working effectively. This would include the provision made for assurance to the Board on risk management via other board committees. To support this, the risk report to the Audit Committee presents a high-level summary of key risk information, together with assurance on the risks considered by other committees.

3. GOVERNANCE AND RISK ISSUES

3.1	Strategic Risk Register (SRR) Update

3.1.1	The Executive Team dedicated a meeting on 30th March 2026 to a review of the Strategic Risk Register. The focus of the meeting was to ensure it reflected the most significant strategic risks facing the organisation for 2026/27 and beyond and the meeting activity therefore prioritised the review of risk descriptions, scores and the most appropriate registers on which to monitor the risks going forwards. Further review and action has been taken by lead Directors in risk review cycles following that meeting, resulting in changes to the register content, including the movement of risks between risk registers and the re-articulation and re-assessment of risks in some cases.

3.1.2	The Audit Committee and Board received information on changes made at their May meetings (this detail will not be repeated here). The revised August 2026 SRR contains 12 risks, one of which has been allocated to this Committee for oversight. See Appendix 1 for full detail.  The profile of this risk is summarised below (please see Glossary at back of this report for any abbreviations):

	SRR
Ref 
	Strategic Risk
	Lead
	Risk Score[footnoteRef:1] [1:  C=Current Risk; T=Target Risk] 

	Current Overall
SRR Assurance

	
	
	
	C
	T
	

	Objective 1: People of Swansea Bay live healthier, fairer and more prosperous lives

	3.4
	Digital Transformation
	DODIG
	15
	10
	Good



There are no changes to risk levels since the risk was last received at Board.

The overall risk owner level of assurance in controls in place is Good and there are further actions assigned to address the risk further. 

3.2	Corporate Risk Register (CRR) 

3.2.1	There are now seven risks within the Corporate Risk Register assigned to the Committee for oversight (See Appendix 2 for full detail of six, the seventh is received in-committee). The profile of risk scores is presented below:

	Risk Score
	12 & below
	15
	16
	20
	25
	Total

	Number of Risks Last Report (Board July 2026)
	-
	1
	3
	3
	-
	7

	Number of Risks This Report
	-
	1
	3
	3
	-
	7



3.2.2 Risk Movements:

No risks have been added or de-escalated in the period and there have been no changes in current risk score.

3.2.3	Risks Above Board Appetite:

Three of the seven risks meet or exceed the Health Board’s risk appetite thresholds, for which action is required so that they may be reduced to acceptable levels. The table below highlights recent changes / actions of note for two of those risks (the third is receive in-committee). Please see Glossary at back of this report for any abbreviations:

	Ref
	Risk Title 
	Current Score[footnoteRef:2] [2:  C=Current Score; T=Target Score] 

	Risk Lead

	Comments

	
	
	C
	T
	
	

	90
	Subject Access Requests
	20
	16
	Director of Digital
	No change to current risk score

Risk Target Date in the register indicates expected achievement of target score by 31/07/27.

Controls are listed within the register and there are five further actions identified (two of which are updated and two new):
· Further Actions from the Subject Access Request - IG Modernisation Action Plan will be added above as existing Actions 1-5 listed within this risk are completed (31/03/27)
· Develop a specification for the routine scope and search of paper and electronic data held by the Health Board when a request is received for “all data held” on an individual to limit duplication and minimise missing information (30/09/26)     
· Consult with Caldicott Guardian and clinicians within services where the "open approval" model is in place, to determine what improvements can be made to reduce the risk of data breaches within SAR disclosures (30/09/26)
· Develop additional guidance and documentation for staff reminding of their responsibilities in relation to the management of SARs - publicise on IG intranet page (31/08/26)
· Undertake exercise to determine recent costs incurred by the Health Board in relation to information disclosures (including legal advice, claims, compensation, etc.) to better understand how future resources can be utilised (31/12/26)

Dates have been revised to end of September 2026 for two actions as while documents have been prepared, they are either (1) out for consultation with stakeholders awaiting responses or (2) necessary as meeting with Caldicott Guardian as part of the action is scheduled for early September.

	104
	Failure to meet Tier 1 targets in Clinical Coding Completeness
	20
	12
	Director of Planning, Partnerships & Performance
	No change to current risk score

Risk Target Date in the register indicates expected achievement of target score by 31/03/27.

Controls are listed within the register is one further action identified:
· Working with an external partner to implement AI-enabled solutions aimed at improving coding accuracy across four priority specialties (31/10/26)





Both risks above have target risk scores beneath the current risk scores, expected timescales for achievement indicated and improvement actions assigned.

3.2.4	Risks Within Board Appetite

The below table presents risks currently considered within the Board’s risk appetite and their current scores for information:

	Ref
	Risk Title 
	Current Score[footnoteRef:3] [3:  C=Current Score; T=Target Score] 

	Risk Lead

	Comments

	
	
	C
	T
	
	

	36
	Paper Record Storage
	16
	9
	Director of Digital
	No change to current risk score

The risk description has recently been reviewed and refreshed following discussion at Quality & Safety Committee.  

Risk Target Date in the register indicates expected achievement of target score by 31/03/30.

Controls are listed within the register and there are three further actions identified.


	105
	Significant increased cost for the replacement Pathology System LIMS
	16
	4
	Director of Digital
	No change to current risk score

Risk Target Date in the register indicates expected achievement of target score by 31/12/26.

Controls are listed within the register and there are two further actions identified.

Additional note:
The risk of potential unavailability of LIMS arising from the ageing infrastructure supporting LIMS 1.0 has been reviewed through the National Pathology IT Service Management Board. Mitigations put in place by Digital Health and Care Wales, who are responsible for hosting and supporting the infrastructure, including engagement of specialist third-party infrastructure support, expanded spare parts provision and enhanced operational resilience arrangements, have reduced the likelihood rating of unavailability of LIMS arising from the ageing infrastructure supporting LIMS 1.0 from 4 to 3. However, the underlying risk cannot be fully eliminated whilst components remain beyond mainstream vendor support and are approaching end of life.
 
On that basis, Pathology has been tasked with reviewing and reconfirming relevant business continuity and downtime arrangements to ensure appropriate mitigations remain in place in the event of a system outage.


	108
	WCCIS / Connecting care - Provision of an Integrated Health Record for MH&LD and PCT
	16
	8
	Director of Digital
	No change to current risk score

Risk Target Date in the register indicates expected achievement of target score by 31/03/29.

Controls are listed within the register and there are two further actions identified.


	113
	Sustainability and Refresh of Digital Systems and Infrastructure
	15
	10
	Director of Digital
	No change to current risk score

The risk description has recently been reviewed and refreshed.  

Risk Target Date in the register indicates expected achievement of target score by 31/03/27.

Controls are listed within the register and there are three further actions identified.






3.3 Operational Risk Registers

3.3.1	In addition to the risks escalated and accepted onto the CRR, individual services within Service Groups record and manage operational risks to their service provision within local risk registers. 

3.3.2	As at 3rd August 2026, there were 97 risks recorded at service level as having a current risk score of 20 or above, by individual risk owners within the context of the services they provide. This represents the same net position as recorded last month.

These risks, summarised by Risk Type, are presented below – the movement across categories during the period is indicated (where there are changes across service groups and types, the figures are highlighted in red below). 

	NUMBERS OF RISKS SCORING 20+
BY RISK TYPE


	MHLD
	Morr
	NPTS
	PCT
	Total
Aug 2026

	Compliance with Legislation & Statutory/Regulatory Inspections
	1
	4
	4
	-
	9

	Environment, Estates & Infrastructure
	5
	4
	5
	-
	14

	Financial Management
	-
	1
	-
	-
	1

	Governance & Assurance
	2
	-
	1
	0
	3

	Health and Safety
	-
	-
	2
	-
	2

	Information Governance & 
Communication
	-
	1
	-
	-
	1

	Medical Devices, Equipment & Supplies
	-
	6
	4
	-
	10

	Patient Safety
	-
	1
	1
	-
	2

	Sustainable Services
	3
	19
	11
	1
	34

	Workforce & OD
	4
	9
	5
	3
	21

	Grand Total
	15
	43
	35
	5
	97



Risks at each level – SRR, CRR and ORR – are represented in high level summary form within the Risks-On-A-Page at Appendix 3. This is presented for information for Committee members.

4.  OPEN AUDIT RECOMMENDATIONS 

4.1	Progress against internal audit recommendations in relation to the risk management framework is overseen by the Audit Committee. An update will be provided to its next meeting. 



5. FINANCIAL IMPLICATIONS

5.1	This report does not present any matters for decision with financial implications. There may be financial implications arising from actions required to improvement the treatment of risks entered within risk register. Where this is the case, they are highlighted within individual risk register entries or dedicated board/committee papers for information.


6. RECOMMENDATION

6.1 	Members are asked to:
· Receive for Assurance the Risk Report.
· Consider whether any additional information or action is required by risk owners or the Risk & Assurance team to provide assurance on the management of risks.


	Governance and Assurance

	Strategic Objectives

	Strategic Objectives
(please choose which is impacted)
	People of Swansea Bay live healthier, fairer and more prosperous lives
	☒
	
	Care is high quality, safe, efficient and delivers the best possible outcomes for people in partnerships  
	☒
	
	Care is delivered in partnership with our communities in safe and appropriate setting, supported by innovation
	☒
	
	The health board is a great place to work where staff feel valued and work together towards a common goal
	☒
	
	The health board is a resilient, sustainable and responsible organisation
	☒
	Health and Care Standards

	Standards (please choose which applies)
	Safe Care
	☒
	
	Timely Care
	☒
	
	Effective Care
	☒
	
	Efficient Care
	☒
	
	Equitable care
	☒
	
	Person-centred Care
	☒
	
	Staff and Resources
	☒
	Enablers (please choose which applies)
	Whole Systems Approach
	☒
	
	Leadership
	☒
	
	Workforce
	☒
	
	Culture
	☒
	
	Information 
	☒
	
	Learning, Improvement and Research
	☒
	Quality, Safety and Patient Experience

	Ensuring the organisation has robust risk management arrangements that ensure organisational risks are captured, assessed, monitored and managed, supports the quality, safety & experience of patients receiving care and staff working in the UHB.  

	Financial Implications

	This report does not present any matters for decision with financial implications. There may be financial implications arising from actions required to improvement the treatment of risks entered on risk registers. Where this is the case, they are highlighted within individual risk register entries for information.

	Legal Implications (including equality and diversity assessment)

	It is essential that the Board has robust arrangements in place to assess, capture and mitigate risks faced by the organisation, as failure to do so could have legal implications for the UHB. 

	Staffing Implications

	All staff have a responsibility for promoting risk management, adhering to SBUHB policies and have a personal responsibility for patients’ safety as well as their own and colleague’s health and safety. Board Directors/Service Group Directors are responsible for the review of their operational risks and escalation of those requiring board-level oversight SBUHB.

	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	The board level risk registers present the framework within which SBUHB will make an assessment of existing and future emerging risks, and how it will plan to manage and prepare for those risks.

	Report History

	This report updates on risk matters received by the Board in July 2026.


	Appendices

	Appendix 1 – Strategic Risk Register (Aug 2026) extract
Appendix 2 – Corporate Risk Register (Aug 2026) extract
Appendix 3 – Risks on a Page (Jul 2026)
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