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Strategic Risk Register
August 2026 
Risks assigned to the 
Digital Data Research & Innovation Committee


	[bookmark: _Hlk222312570]Risk ID Number SRR-3.4
	Risk Label – Digital Transformation
Risk Description – If the organisation does not have a clinically/service-led and sustainable approach to digital transformation, including timely investment in modern technologies and platforms, then the organisation may remain dependent on ageing, unsupported systems and manual or paper‑based processes, resulting in limited realisation of transformation benefits and reduced organisational resilience to increasing population and service demands. 



	Risk Score
	Consequence
	Likelihood
	Overall Score
	Trend
	Strategic Objective
	Care is delivered in partnership with our communities in safe and appropriate settings, supported by innovation

	Inherent Score
	5
	5
	25
	
	Lead Director / Risk Owner
	Director of Digital

	Current Score
	5
	3
	15
	
	Monitoring
Committee
	Digital, Data, Research & Innovation Committee

	Target Score
	5
	2
	10
	N/A
	Risk Appetite
	T.B.C.



	Risk Score
Over Time
	Nov 2025
	Dec 2025
	Feb 2026
	Apr 2026
	Jun 2026
	Aug 26
	
	
	
	
	
	

	
	20
	20
	20
	15
	15
	15
	
	
	
	
	
	



	Related Risk on Corporate Risk Register
Linked or associated risks which sit in the register immediately below the Strategic Risk Register

	Risk ID
	Title
	Score

	36
	Paper Record Storage
	16

	60
	Cyber Security Resilience
	20

	85
	Non-Compliance with ALN Act
	16

	90
	Subject Access Request Risk 
	20

	92
	Forecast Deficit
	25

	93
	Reduced Capital Funds
	12

	104
	Failure to meet Tier 1 targets in Clinical Coding Completeness 
	20

	108
	WCCIS/Connecting care - Provision of an Integrated Health Record for MH&LD and PCT
	16

	113
	Sustainability and Refresh of Digital System and Infrastructure 
	15

	105
	Significant increased cost for the replacement Pathology System LIMS
	16



	Key Controls

	Control Ref
	Control

	1
	Robust project management framework and governance in place within Digital Services

	2
	Benefits framework and methodology in place within Digital Services

	3
	HB Business Case Assurance Group process provides scrutiny to ensure digital resources are considered for all projects

	4
	Digital Services prioritisation process in place to ensure that requests for digital solutions are considered in terms of alignment to the strategic objective, technical solutions and financial implications. Project Boards established for all significant projects.

	5
	Clinical Reference Group established, providing a forum for engagement with and feedback from clinicians in respect of digital solutions and enhancements, and the strategic direction of digital services. Digital meetings with Service Delivery Groups to identify and prioritise requirements, monitor progress with implementation, and address issues with business-as-usual activities.

	6
	Receipt, approval and recording of changes/updates made to all existing digital solutions via the Digital Services Change Advisory Board.

	7
	The Health Board has representation on national groups such as Advanced Analytics Group (AAG), all Wales Business Intelligence & Data Warehousing Group and Welsh Modelling Collaborative.

	8
	IMTP, Digital Strategy, Business Intelligence Strategic Plan, along with Digital Procurement Policy, a number of Health Records and other Digital policies

	9
	Ten-year Financial Plan for replacement of devices and infrastructure.  Prioritisation in place to ensure consideration given to highest areas of risk.



	Assurance on Control

	Control Ref
	1st Line Assurance
	2nd Line Assurance
	3rd Line Assurance
	Strength of Control

	1
	Reports to bimonthly Digital Services Business Meeting 
Monthly Digital Risk Management Group / Risk Register 
Reports to Digital Leadership Group (DLG)
Monthly Digital Finance meeting
Monthly Capital Finance meeting
Digital Project Review Group
Reports to Information Governance and Cyber Assurance Group (IGCAG)
	Regular reports to Management Board and DDRI
Quarterly Performance and Finance Review

	Internal Audit: SBUHB 2324-20 Digital Support (23/24) (Reasonable assurance) (Completed)
Digital Transformation Review – Audit Wales (25/26)
Annual IG Toolkit submission
	Reasonable

	2
	Reports to bimonthly Digital Services Business Meeting 
Monthly Digital Risk Management Group / Risk Register 
Reports to Digital Leadership Group (DLG)
Monthly Digital Finance meeting
Monthly Capital Finance meeting
Digital Project Review Group
	Regular reports to Management Board and DDRI
Quarterly Performance and Finance Review

	Internal Audit: SBUHB 2526-19 Benefits Realisation (25/26) (Substantial assurance) (Completed)
	Reasonable

	3
	Reports to Digital Leadership Group (DLG)
Digital Project Review Group
	Regular reports to Management Board and DDRI
Quarterly Performance and Finance Review
	Internal Audit: SBUHB 2526-19 Benefits Realisation (25/26) (Substantial assurance) (Completed)
Digital Transformation Review – Audit Wales (25/26)
	Reasonable

	4
	Reports to bimonthly Digital Services Business Meeting 
Monthly Digital Risk Management Group / Risk Register 
Reports to Digital Leadership Group (DLG)
Digital Project Review Group
	Regular reports to Management Board and DDRI
Quarterly Performance and Finance Review

	Internal Audit: SBUHB 2324-20 Digital Support (23/24) (Reasonable assurance) (Completed)
Management of the Delivery of National Systems (25/26)
	Reasonable

	5
	Reports to Digital Leadership Group (DLG)
Reports to Information Governance and Cyber Assurance Group (IGCAG)
	Regular reports to Management Board and DDRI
	Internal Audit: SBUHB 2526-19 Benefits Realisation (25/26) (Substantial assurance) (Completed)
Digital Transformation Review – Audit Wales (25/26)
Annual IG Toolkit submission
	Reasonable

	6
	Reports to bimonthly Digital Services Business Meeting 
Monthly Digital Risk Management Group / Risk Register 
Reports to Digital Services Management Group (DSMG)
	Regular reports to Management Board and DDRI

	Internal Audits: 
· SBUHB 2324-18 Software / System Development (23/24) (Reasonable assurance) (Completed)
· SBUHB 2526-21 Management of the Delivery of National Systems (25/26)
	Reasonable

	7
	Reports to Digital Services Management Group (DSMG)
Reports to Digital Leadership Group (DLG)
	Regular reports to Management Board and DDRI

	Internal Audit: SBUHB 2526-21 Management of the Delivery of National Systems (25/26)
Digital Transformation Review – Audit Wales (25/26)
	Reasonable

	8
	Reports to bimonthly Digital Services Business Meeting 
Monthly Digital Risk Management Group / Risk Register 
Reports to Digital Services Management Group (DSMG)
Reports to Information Governance and Cyber Assurance Group (IGCAG)
Reports to Digital Leadership Group (DLG)
Monthly Digital Finance meeting
Monthly Capital Finance meeting
Digital Project Review Group
	Regular reports to Management Board and DDRI
Quarterly Performance and Finance Review

	Internal Audits: 
· SBUHB 2425-18 BI Strategy Implementation (24/25) (Substantial assurance) (Completed)
· SBUHB 2425-19 Records Management (24/25) (Limited assurance) (Completed)
· SBUHB 2425-18 Health records migration
· SBUHB 2425-20 Data Quality (24/25) (Reasonable assurance)
· SBUHB 2425-17 Clinical Coding (24/25) (Limited assurance)
Digital Transformation Review – Audit Wales (25/26)
Annual IG Toolkit submission
	Reasonable

	9
	Reports to bimonthly Digital Services Business Meeting 
Monthly Digital Risk Management Group / Risk Register 
Reports to Digital Services Management Group (DSMG)
Reports to Digital Leadership Group (DLG)
Monthly Digital Finance meeting
Monthly Capital Finance meeting
	Regular reports to Management Board and DDRI
Quarterly Performance and Finance Review

	Digital Transformation Review – Audit Wales (25/26)
	Reasonable

	
	Current Overall Assurance Rating
	Good




	Gaps in Control and/or Assurance

	Actions to Address Gaps in Control and/or Assurance
	Lead Director
	Due Date
	Progress

	1
	SBUHB - 2425-020 Data Quality (2024/25) – Key Finding Ref 1: “Whilst the Welsh Patient Administration System (WPAS) benefits from proactive and comprehensive data quality checks and monitoring, other clinical systems within the health board do not have equivalent oversight, with limited data quality reporting and dashboarding. Whilst Product Specialists are in place for clinical systems, data quality issues in these systems are primarily identified and reported by users which can lead to inconsistent data quality management, and delayed identification and resolution of data quality issues.” Recommendation (Key Finding Ref 1): “The Product Specialists carry out various data quality tasks as part of their day-to-day duties and data quality forms part of their job description. The data quality measures for the systems managed by Digital Services will be formalised, documented and monitored to allow reporting and therefore improved oversight. A process will be implemented to agree data quality measures for new systems/ modules or upgrades to existing systems and these will form part of the transition to business-as-usual following implementation. SBU has a mixed economy of systems managed centrally within Digital Services and others that are managed within specialty/ service areas, such as Radiology, Pathology, Cardiology, where digital subject matter experts manage, maintain and monitor the service-specific systems in those areas. The subject matter experts provide quarterly updates to the Digital Services Management Group (DSMG). Taking a pragmatic approach to reporting from the specialty/ service areas, Data Quality will be added to the standard reports that these services provide to DSMG.”
	Management Response (Key Finding Ref 1): “Data Quality reporting to Information Governance Learning & Operational Group (IGLOG) for systems managed within the Clinical Systems and Data Quality team in Digital Services. Data Quality reporting to Digital Services Management Group (DSMG) for service specific clinical systems.”
This work has started but unfortunately due to long term sickness this process has been halted.  This will be picked up again in July. WPAS Quality reporting has continued. 
	Director of Digital
	30/06/2025

Now expected:
30/09/2026
	Nearly complete

	2
	SBUHB - 2425-020 Data Quality (2024/25) – Key Finding Ref 2: “Linked to key finding 1, not all clinical systems within the health board are proactively monitored for data quality issues. Whilst we note that the Information Governance Learning & Operational Group (IGLOG) will receive quarterly validity and consistency reports, this pertains to WPAS data only. As IGLOG includes data quality as a key agenda item, it is essential that it receives data quality updates and improvement plans across all clinical systems, not limited to just one. This approach ensures comprehensive oversight and facilitates consistent monitoring and improvement of data quality across the entire clinical system landscape.” Recommendation (Key Finding Ref 2): “As per Key Finding 1, provide data quality updates and improvement plans: To IGLOG for systems managed within the Clinical Systems and Data Quality team in Digital Services, and to Digital Services Management Group (DSMG) for service specific clinical systems”
	Management Response (Key Finding Ref 2): “IGCAG minutes reflecting Data Quality reporting to IGCAG for systems managed within the Clinical Systems and Data Quality team in Digital Services. DSMG minutes reflecting Data Quality reporting to Digital Services Management Group (DSMG) for service specific clinical systems.”
This work has started but unfortunately due to long term sickness this process has been halted.  This will be picked up again in July. WPAS Quality reporting has continued.
	Director of Digital
	30/06/2025

Now expected:
30/09/2026
	Nearly Complete

	3
	SBUHB-2425-17 Clinical Coding (2024/25) – Key Finding Ref 3.1a: “The non achievement of the Welsh Government target for clinical coding is recorded on the Digital Services Risk Register. Actions have been identified to address the issues impacting on clinical coding, some of which are currently underway. However, there is no formal service improvement plan which sets out all the actions to be undertaken, resource and timescale and responsibilities. Without a formal plan in place the health board may find it hard to effectively move forward and track actions.” Recommendation (Key Finding Ref 3.1a): “A formal service improvement plan should be developed, and progress against this monitored. The plan should include actions to address all the issues and include responsible officers, targeted deadlines and an identification of resources required.”
	Management Response (Key Finding Ref 3.1a): “Appointment of a Band 6 Service Improvement lead responsible for creation and enabling of a service improvement plan following recruitment freeze.
Recruitment to the Service Improvement Lead post is currently paused while a review is undertaken of the Health Board’s Savings Plan delivery and emerging opportunities for automation and AI in clinical coding at both local and national levels, which may impact role requirements and timelines.
	Director of Digital
	 30/11/2024

Now expected:
30/09/2026
	Nearly Complete



	Additional Comments

	13/05/2026: Following discussion at Executive Board, the current risk score has been reduced from 20 to 15.
22/06/2026: Register reviewed. Related risks updated. Gaps in control and/or assurance reviewed and updated.
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Key / Convention / Glossary

	Strength of Control
	
	Level of Overall Assurance

	Substantial – The identified control(s) provide a strong mechanism for controlling the risk. Few matters require attention, which are advisory or compliance in nature.
	
	Significant – Key governance, risk management and control processes in place provide significant assurance that the risk(s) is/are being managed effectively. Evidence demonstrates that systems and processes are being consistently applied and implemented. Outcomes are consistently achieved across all relevant areas.

	Reasonable – The identified control(s) provide a reasonable mechanism for controlling the risk, albeit there is scope to strengthen this further. Some matters require management attention in control design or compliance.
	
	Good - Key governance, risk management and control processes in place provide a good level of assurance that the risk(s) is/are being managed effectively. Evidence is available to demonstrate that systems and processes are generally being applied and implemented, but no across all relevant areas. Outcomes are generally achieved, but with inconsistences in some areas. 

	Limited – The identified control(s) provide only limited/partial mechanisms for controlling the risk. There are notable weaknesses which require management attention. 
	
	Moderate – Key governance, risk management and control processes in place provide moderate assurance that the risk(s) is/are being managed effectively. Evidence is available to demonstrate that systems and processes are being applied, but is insufficient to demonstrate implementation across all relevant areas. There is some evidence that outcomes are being achieved, but this is inconsistent and/or there are risks to current performance.

	Unsatisfactory – The identified control(s) is/are not effective in providing a mechanism for controlling the risk. Action is required to address the whole control framework in this area. 
	
	Weak – Key governance, risk management and control processes in place provide only weak assurance that the risk(s) is/are being managed effectively. There is only limited evidence available that systems and processes are being applied or implemented.




	Lines of Assurance

	First - This is the internal control environment put in place by Managers. It will typically include reports which detail their plans, performance monitoring data, and the results of local checks and reviews of controls within departments performing relevant day-to-day operational activities. Examples would include:
· Results of compliance reviews undertaken within Departments/Functions, and reported to senior management
· Progress and/or performance reports received by SDG Boards / Committee Sub-Groups

	Second – This level of assurance is often referred to as organisational oversight. It is typically provided by Health Board corporate departments and functions which do not directly manage or deliver specific services, but which oversee and report on how controls are operating, thus providing a greater separation from day-to-day management.  Typically, this level of assurance is typically provided to the Board or one of its committees (which allows Independent Members to bring an additional level of challenge and scrutiny), as well as to senior management groups (e.g., Management Board). Examples would include:
· Reports on the results of Infection Control Audits undertaken by the IP&C Team
· Reports on Fire Safety Audits
· Progress and/or performance reports received by the Board or one of its committees

	Third – This is independent assurance, which typically comes from outside the organisation. Examples would include reports received from:
· NWSSP Audit & Assurance
· Audit Wales
· Healthcare Inspectorate Wales
· Llais
· Royal colleges



	Glossary of Register Fields & Their Use

	Table / Field 
	Considerations for completion

	Key Controls
	What key controls/systems/processes/governance mechanisms do we already have in place to manage this risk?

	Assurance on Control
	What information do we have about the adequacy, effectiveness and application of each of our controls, where is it coming from, and what is it telling us?

	Current Overall Assurance Rating
	The Lead Director and/or nominated representative should state the overall level of assurance that can be taken and given regarding the effective management of this risk, having considered all of the information available regarding the adequacy, effectiveness and application of each of the controls in place, and any gaps identified. A convention is provided.

	Gaps in Control and/or Assurance
	Do we require further assurance that the key controls / systems / processes / governance mechanisms we have in place are working effectively?
What more do we need to do to control this risk, that we are not already doing?

	Actions to Address Gaps in Control and/or Assurance
	What are we going to do, by when, to further manage and mitigate this risk?
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