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	[bookmark: _Hlk215732917]Datix ID Number: 1043 
Date Opened: Apr 2019
	
Date Last Reviewed: August 2026
	CRR Ref Number: 36
Risk Target Date: 31/03/2030
	Current Risk Rating
4 x 4 = 16

	Objective: Care is delivered in partnership with our communities in safe and appropriate settings, supported by innovation
	SRR Ref:
3.4
	Director Lead: Matt John, Director of Digital
Assuring Committee: Digital, Research & Innovation Committee
For information: Quality & Safety Committee

	Risk: Paper Record Storage
The lack of a single Electronic Health Record (EHR) means the Health Board continues to rely heavily on paper records to support patient care. The ongoing embargo on the destruction of records has significantly increased the volume of records that must be retained, creating additional storage pressures and increasing costs for on-site and third-party storage. 
If adequate storage capacity is not available, there is a risk that patient records may be inaccessible when needed, resulting in delays to care, operational inefficiencies and potential patient safety concerns. The continued reliance on paper records also increases the risk of information governance incidents, including loss, unauthorised access and breaches of confidentiality. 
As records are stored across multiple locations and require transportation between sites, there is an increased risk of delays, misplacement and records being unavailable at the point of care. There is also a risk of records being damaged or destroyed through fire, flooding, damp, mould, pests or deterioration over time. The absence of a single EHR means these risks will remain until paper record dependency is significantly reduced.

	Risk Rating
(consequence x likelihood):
Inherent: 4 x 5 = 20
Current: 4 x 4 = 16
Target: 3 x 3 = 9
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	Rationale for current score:
C (Consequence): The inability to locate or provide patient records when required could delay treatment, increase length of stay and impact patient safety. The destruction embargo has increased record volumes and storage costs, while the absence of a single EHR means there remains a significant reliance on paper records and transport of records between sites
L (Likelihood): Record volumes will continue to increase while the destruction embargo remains in place. Although digital records are increasing across the Health Board, reliance on paper records continues, making storage, retrieval and transportation issues likely to persist until a single EHR is fully established.

	
	
	Rationale for target score:
C - The increased development and adoption of the digital record will reduce the need for the paper health record being available at the point of care.
L - The increased development and adoption of the digital record, will reduce the amount of paper required to be stored and managed.

	Controls (What is currently in place to manage the risk?)
	Further Actions (What more are we going to do to address the risk?)

	· There is a plan in place to increase the functionality of the electronic record to document patient care. The delivery of the plan is overseen by the Digital Leadership Group (DLG) and progress provided to Management Board. (Supported by individual project boards as appropriate).
· Records managed by the Medical Records libraries are Radio Frequency Identification (RFID) and location tracked.
· Medical Record libraries are regularly risk assessed for fire by health and safety. 
· Alternative offsite storage arrangements have been identified.
· All records must be documented on the Information Asset Register (IAR).
	Action
	Lead
	Deadline

	
	Allow for new process to stabilise and evaluate benefits of new centralised unit.
	Head of Health Records & Clinical Coding
	30/09/2026

	
	Consider impact of Infected Blood Compensation Authority (IBCA) embargo on the acute records service and provide options for the health board to consider and mitigate the risk relating to storage and its associated financial pressures.
	Head of Health Records & Clinical Coding
	31/08/2026

	
	Review the benefits of the commercial document scanners. Further evaluate the financial impact of the purchase.
	Head of Health Records & Clinical Coding
	30/11/2026

	Assurances (How do we know if the things we are doing are having an impact?)
· RFID has been implemented for the acute record improving the management and storage of records 
· Health Records performance reports developed in line with RFID technology 
· Monitoring complaints and incident reporting. 
· Electronic record is being implemented in accordance with the plan e.g. implementation of Welsh Nursing Care Record (WNCR), Electronic Test Requesting (ETR), Hospital Electronic Prescribing and Medicines Administration (HEPMA).
	Gaps in assurance (What additional assurances should we seek?)
· Investment required supporting the delivery and operational costs of the Digital strategy.
· Reliance on Digital Health & Care Wales (DHCW) for delivery of the solution for a fully electronic patient record.
· Impact of the Infected Blood Enquiry on the Health Boards ability to destroy notes.
· Attainment of the Tier 1 Health Board target for clinical coding completeness which relies on the timely availability and quality of the Paper record and electronic sources.
· Process for ensuring clinical adoption of electronic ways of working and cessation of adding information to the paper record that is already available electronically needs to be agreed and enforced by the Health Board. 
· Impact of the infected Blood Inquiry on the health board’s ability to destroy notes and the change in the records code of practice is being reviewed by the Director of Digital.

	Additional Notes
09/06/2026 - action 1 - audit has been completed and it has been agreed that the review to evaluate the benefits and efficiencies of the centralisation will be undertaken September 2026; action 2 - completion date extended due to delays in the return of the code of connections form and NDA from OPEX. initial overview/training has started and SOPS are in place but testing cannot be started until the pathway to the software is identified.  Due to the embargo the scanners will only address 20% of the annual growth and the need for additional 3rd party storage will remain beyond the estimated embargo end date of 2031.  Even if the blood enquiry embargo is lifted sooner there is now also a directive to not destroy relevant notes that could relate to the grooming gangs enquiry.  
28/07/2026 - We are unable at this time to quantify the benefits of the scanners at this time. This is due to the fact that we are still working through options on how the scanned images will be viewed and accessed across the Health Board and discussions are ongoing with Digital Colleagues. This has been delayed due to key absences within the Health Records Senior Team.
17/08/2026 - Risks associated with paper storage expanded and updated. Action three review date extended to 30.11.26 due to delays in implementing scanning.




	[bookmark: _Hlk215733003]Datix ID Number: 2796 
Date Opened: January 2023
	
Date Last Reviewed: August 2026
	CRR Ref Number: 90
Target Risk Date: 31/07/2027
	Current Risk Rating
4 x 5 = 20

	Objective: The health board is a resilient, sustainable and responsible organisation
	SRR Ref:
N/A
	Director Lead: Matt John, Director of Digital
Assuring Committee: Digital, Research & Innovation Committee

	Risk: Subject Access Request Risk
If the Health Board is non-compliant with the UK General Data Protection Regulation (UK-GDPR), then there is a risk of Information Commissioner’s Office (ICO) enforcement action being taken against SBUHB, as well as reputational damage and the potential for claims. 
Due to insufficient resources and inconsistent processes across Swansea Bay University Health Board, there is a risk that Subject Access Requests (SARs) will not be fulfilled in compliance with UK-GDPR Article 15, resulting in potential breaches of personal data which could cause distress and lead to a loss of public and government confidence in the Health Board’s trustworthiness and legal standing.
Additional Potential Consequences:
· Regulatory Enforcement: ICO may impose fines up to 4% of annual turnover for serious breaches. While the ICO has not historically issued fines for SAR breaches, this may change, especially as enforcement activity increases. Recent public reprimands issued by the ICO to another NHS Trust and several public bodies signals heightened regulatory scrutiny.  There is also potential for Enforcement Notices to be issued by the ICO, requiring organisations to take corrective action when areas of failure have been identified.
· Operational Disruption: Staff diverted from priority tasks to manage SARs, affecting service delivery.
· Legal Exposure: Increased risk of litigation & claims from individuals with compromised data rights.

	Risk Rating
(consequence x likelihood):
Inherent: 4 x 5 = 20
Current: 4 x 5 = 20
Target: 4 x 4 = 16
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	Rationale for current score:
C – This is assessed to be Major (score 4) under the Governance & Assurance risk domain of health board policy. Failure to comply with SAR requirements or mis-sharing of sensitive information in these areas could result in multiple complaints, loss of public confidence, negative media coverage, and/or criticism by Welsh government.
L- The probability of one of these potential consequences occurring is currently considered to score 5 (expected – greater than 50% chance) due to a backlog and/or delays of SARs in a number of different areas. These delays are often the result of waiting for approval to release from Health Care Professionals. 2024/25 statistics showing 65% of SARs were released without full clinical approval. Certain areas have experienced surges in requests following media coverage, with further increases expected. The complexity and sensitivity of these cases, combined with limited resources and inconsistent processes, make delays and errors expected. While the risk of an ICO fine remains low, public reprimand remains a stronger possibility, and the frequency of breaches, solicitor correspondence, complaints, ICO involvement and claims for financial compensation is already high and likely to escalate.

	
	
	Rationale for target score:
C – As above
L – Completion of tasks within the SAR Action Plan will lead to greater consistency in how SARs are managed across the Health Board, along with clearer guidance. There will also be an electronic redaction system in place to help support the initial redaction process, providing finance is available. Completion of the Action Plan will lead to recommendations, the implementation of which will be resource dependent meaning that there will come a time when all has been done that is possible with the resources available. For this reason, the target likelihood score is currently a 4 instead of a 3. Additional resources would allow the organisation to make significant improvements to the process by which SARs are managed. Being able to adequately comply with legal requirements reduces the likelihood of enforcement action and fines from the ICO, as well as minimising the risk of reputational damage.

	
	
	

	Controls (What is currently in place to manage the risk?)
	Further Actions (What more are we going to do to address the risk?)

	· Approved SAR Policy: Provides a formal framework for consistent SAR handling.
· Dedicated SAR Lead (Band 7 IG Manager): Ensures operational oversight and coordination.
· Defined Governance Roles: Senior Information Risk Owner (SIRO), Caldicott Guardian, and Data Protection Officer (DPO) roles are in place and active.
· Legal and Risk Advice: Accessed for complex SARs to ensure lawful and appropriate handling.
· Escalation to Information Governance & Cyber Assurance Group (IGCAG): Enables timely intervention and oversight of emerging issues
· SAR Working Group monitoring: Tracks delivery of actions and feeds into governance structures.
	Action
	Lead
	Deadline

	
	Further Actions from the Subject Access Request - IG Modernisation Action Plan will be added above as exisitng Actions 1-5 listed within this risk are completed.
	Data Protection Officer/Head of Health Records
	31/03/2027

	
	Develop a specification for the routine scope and search of paper and electronic data held by the Health Board when a request is received for “all data held” on an individual to limit duplication and minimise missing information.      
	Data Protection Officer/Head of Health Records
	30/09/2026

	[bookmark: _Hlk184388205]
	Consult with Caldicott Guardian and clinicians within services where the "open approval" model is in place, to determine what improvements can be made to reduce the risk of data breaches within SAR disclosures.
	Data Protection Officer/Head of Health Records
	30/09/2026

	
	Develop additional guidance and documentation for staff reminding of their responsibilities in relation to the management of SARs - publicise on IG intranet page
	Data Protection Officer/Head of Health Records
	31/08/2026

	
	Undertake exercise to determine recent costs incurred by the Health Board in relation to information disclosures (including legal advice, claims, compensation, etc.) to better understand how future resources can be utilised
	Data Protection Officer/Head of Health Records
	31/12/2026

	Assurances (How do we know if the things we are doing are having an impact?)
· Bi-monthly reporting to Digital, Data, Research & Innovation Committee (DDRI): Provides regular oversight and visibility at committee level.
· IGCAG oversight: Chaired by the SIRO and attended by key governance leads.
· Escalation reports to Management Board and DDRI: Ensures senior leadership awareness.
	Gaps in assurance (What additional assurances should we seek?)
Internal audit report identified the requirement to invest in resources to address gap in assurance.

	Additional Comments
Background and Context:
The Health Board faces a sustained increase in both the volume and complexity of SARs, driven by technological advancements, expanded data availability, and evolving communication practices (e.g. use of WhatsApp and non-corporate email channels). This surge has outpaced existing capacity, including that of professional and expert staff, with many requests exceeding statutory response times and lacking adequate redaction or clinical review. The fragmented nature of record-keeping—spanning paper files, multiple systems, and sensitive content— and inconsistent handling procedures across departments further complicates timely and compliant disclosures. 
During the 24/25 financial year, the acute SAR team processed 8,652 requests for data. This excludes other areas of SBUHB who manage their own SAR. Each SAR application may involve multiple requests for Health Care Professionals (HCPs) to approval the release of information. The 8,652 applications resulted in 9,102 requests to HCPs to approve, with an additional 4561 released without specific approval based on an ‘open consent’ given previously. Of the requests to approve, 48% (4,366) did not reply within 7 days and therefore this data was released without approval. Therefore only 35% of all SAR requests are released with full HCP oversight. The acute SAR team note that of the 8,652 requests into them, 124 were unable to be completed within the 28-day mandatory timescale. Of these 124, 104 were relating to Children and Young People (CYP) and 18 related to complex email enquiries. Whilst these figures may not appear significant in comparison to the total annual requests received, it is important to recognise that the time required to address these CYP and complex emails is considerable and places an excessive pressure on the organisation, e.g. A large email search may result in 10,000-15,000 emails, all requiring oversight and review, often taking weeks to complete for each request. 
During 2024/25, SBU received 10 SAR complaints from the public, an additional 3 SAR complaints from the ICO, and reported 1 SAR breach to the ICO.
During 2025/26, SBU received 20 SAR complaints from the public (double the previous 12-month period), an additional 7 SAR complaints received via the ICO (up from 3), but did not report any SAR breaches to the ICO (down from 1). 

	Progress Notes
17/08/2026 - Updated two actions on the risk: Dates have been moved back to end of September 2026 because while documents have been prepared, they are either (1) out for consultation with stakeholders awaiting responses before they can be taken to IGCAG as part of the regular updates provided there on the progress of the SAR Modernisation Action Plan or (2) necessary meeting with Caldicott Guardian as part of the action is scheduled for early September.
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Date Opened: May 2025
	
Date Last Reviewed: August 2026
	CRR Ref Number: 104
Risk Target Date: 31/03/2027 
	Current Risk Rating
4 x 5 = 20

	Objective: Care is delivered in partnership with our communities in safe and appropriate settings, supported by innovation
	SRR Ref:
3.4

	Director Lead: Marie Davies, Executive Director of Planning, Partnerships & Performance
Assuring Committee: Digital Data & Innovation Committee 
For information: Quality & Safety Committee 

	Risk: Failure to meet Tier 1 targets in Clinical Coding Completeness 
Because: The volume of new inpatient episodes exceeds the available clinical coding staff capacity; There are difficulties recruiting and retaining a sufficient number of trained clinical coding staff to address the gap, and clinical information is not always of sufficient quality or completeness electronically the Discharge Advice Letter (DAL), to support swift coding.
There is a risk that: Clinical notes for inpatient episodes will not be coded in a timely way.
Resulting in: The non-achievement of the Tier 1 Welsh Government target (which is that 95% of inpatient activity should be coded within 30-days of discharge); Insufficient coded data to support effective service planning for population health needs; Inadequate data being available for mortality review/quality and safety purposes, with increased risk of failure to spot variance that are negatively impacting levels of patient care and potentially causing avoidable deaths; Negative impact on accuracy of analysis to understand how resources are being allocated and used at Health Board level and national level (programme budgeting); Delays in claiming case mix sensitive contract lines with Joint Commissioning Committee (JCC), Hywel Da and Cwm Taff (circa £70m per annum value in total) due to lack of coding data.

	Risk Rating 
(consequence x likelihood): 
Inherent: 4 x 5 = 20 
Current: 4 x 5 = 20 
Target: 4 x 3 =12 
	 [image: ]
	Rationale for current score: 
C – Insufficient coding data will negatively impact service planning for population health needs and inadequate data being available for mortality review/quality and safety purposes. This could result in failures at spotting patterns of variance that are negatively impacting levels of patient care and potentially causing avoidable deaths. 

Clinically coded activity is also used to understand how resources are being allocated and used at Health Board level and national level (programme budgeting), and therefore a reduction in coding completeness will impact on the accuracy of this analysis. It is also used to claim case mix sensitive contract lines with JCC, Hywel Da and Cwm Taff of circa £70m per annum with lack of coding data impacting on the timeliness in making these claims. 
 
L – Tier 1 target is currently not being met on a regular basis. 
 

	
	
	Rationale for target score: 
C – Insufficient coding data will negatively impact service planning for population health needs and inadequate data being available for mortality review/quality and safety purposes. This could result in failures at spotting patterns of variance that are negatively impacting levels of patient care and potentially causing avoidable deaths. 

Clinically coded activity is also used to understand how resources are being allocated and used at Health Board level and national level (programme budgeting), and therefore a reduction in coding completeness will impact on the accuracy of this analysis. It is also used to claim case mix sensitive contract lines with JCC, Hywel Da and Cwm Taff of circa £70m per annum with lack of coding data impacting on the timeliness in making these claims. 

L – Increase in what can be coded electronically, unit centralisation, greater staff retention and the development of an auto-coding model will lead to increased capacity and a reduction in likelihood for targets not being met. 

	Controls (What is currently in place to manage the risk?) 
	Further Actions (What more are we going to do to address the risk?) 

	· A three-year coding modernisation plan has been approved by executive board on 26th February 2025. This plan will see the implementation of an auto-coding solution and a re-banding of the clinical coding department within existing budgets to attain Tier 1 targets by 27/28. 
· The coding management team assess the staffing complement on a daily basis to ensure resources are deployed in the most efficient and effective manner, in line with demand and clinical coding priorities.  
· There is a comprehensive training programme in place for new Trainee Coders. 
· The Clinical Coding Departments raise incidents when clinical information is missing from the patient’s health records and prevents the activity being coded in a timely manner. These incidents are highlighted at the Directorate Business Meetings held on a bimonthly basis as part of the Clinical Coding Key Performance Indicators. 
· Clinical coding staff performance continues to be monitored and discussed during the monthly Clinical Coding Managers Meetings, which are chaired by the Head of Health Records & Clinical Coding, and an update is also reported and presented on the Health Board Performance Scorecard. 
· An App has been developed by Digital Intelligence that shows any relevant data relating to a patient episode from different systems including Signal, Theatre Operative Management System (TOMs), Electronic Pre-operative Assessment (EPOA) and the DAL in one place. This will reduce the number of systems a clinical coder needs to log into.
	Action 
	Lead 
	Deadline 

	
	Revised action: Working with an external partner to implement AI-enabled solutions aimed at improving coding accuracy across four priority specialties. 
	Head of Digital Intelligence Programmes 
	31/10/2026

	
	
	
	

	Assurances (How do we know if the things we are doing are having an impact?) 
· Attainment of the Tier 1 Health Board target for clinical coding completeness which relies on the timely availability and quality of the paper record and electronic sources. Coding 95% of in-patient activity within 30 days of discharge is a tier 1 Welsh Government target that is currently not being achieved regularly within SBU – with an average of circa 74% for 24/25.  Performance is reported to Digital Business Meeting every 6 months, and to Digital, Data, Research & Innovations Committee via a Coding Paper.
· Episodes are coded from paper and electronic sources; the ability to code from electronic sources improves the timeliness & accuracy; approximately 52,000 episodes of 150,000 episodes are coded from electronic sources currently. This is reported to Digital Business Meeting every 6 months, and to Digital, Data, Research & Innovations Committee via a Coding Paper.
· An Audit has been carried out by NHS Wales Assurance and Audit Services of the Coding Department was completed in June 2024 with a result of limited assurance. In response a twelve-point action plan was developed and implemented.
	Gaps in assurance (What additional assurances should we seek?) 
· Investment required supporting the delivery and operational costs of the Digital strategy.  
· Replacing qualified coders who have left the department with trainees reduces productivity – the only mitigation against this is an auto-coding product to increase productivity and re-banding across coding department to put staff at same bandings as NHS England and help staff retention – the investment required for this is yet to be funded. 
· The Quality of Discharge Summary provision and standard of clinical information available at the point of coding requires improvement to assist with prompt and accurate coding. 
There continues to be missing clinical information at the point of coding, preventing accurate and timely coding.
· Incomplete DALs.  

	Additional Comments / Progress Notes
Supplementary Notes: 
· Coding 95% of in-patient activity within 30 days of discharge is a tier 1 Welsh Government target that is currently not being achieved regularly within SBU – with an average of circa 74% for 24/25.  
· Contract coders and overtime have been used to achieve that 75% average which has stopped due to the current financial situation of the Health Board.
· Retaining and recruiting qualified coding staff is a big challenge due to higher bandings in England and the availability of digitised record to allow home working. 
· 7 WTE qualified coders have been lost to English Health Boards or DHCW in the last 3 years due to higher bandings with a further 2WTE retiring. This has resulted in circa 44% of the current coding WTE being trainees/unqualified. Currently, there are 3 coding vacancies (March 2026).
29/06/2026: Following evaluation of the Health Board’s Savings Plan, a decision has been made not to proceed with recruitment to the Band 6 Service Improvement Lead post. Consideration is currently being given to whether key responsibilities associated with this role can be absorbed across a number of existing senior roles within the Clinical Coding function.
In parallel, the department is actively working with an external partner to implement AI-enabled solutions aimed at improving coding accuracy across four priority specialties. This work is intended to help mitigate challenges relating to workforce capacity and retention, while supporting service improvement objective. Date for review: October 2026.





	[bookmark: _Hlk215733175][bookmark: _Hlk222301892]Datix ID Number: 3114
Date Opened: May 2025
	
Date Last Reviewed: August 2026
	HBR Ref Number: 105
Risk Target Date: 31/12/2026
	Current Risk Rating:
4 x 4 = 16

	Objective: Care is delivered in partnership with our communities in safe and appropriate settings, supported by innovation
	SRR Ref:
3.3
	Director Lead: Matt John, Director of Digital 
Supporting Director: Chris Morrell, EDAHPHS
Assuring Committee: Digital, Data & Innovation Committee 
For information: Quality & Safety Committee

	Risk: Significant increased cost for the replacement Pathology System LIMS
If the national Laboratory Information Management (LIMS) 2.0 programme is unable to secure funds from Welsh Government for the overrun into Q1 and Q2 FY 2026/27, then there will be significant additional cost across NHS Wales which could impact the Health Board’s financial plans in 2026/27. Costs would have to be covered to avoid pathology losing access to the current LIMS system resulting in the inability of pathology to deliver diagnostic results and blood transfusion services across all Health Board services including emergency, acute, primary and community services. There is also an emerging financial risk associated with access to legacy data (see Gaps in Assurance).

	Risk Rating
(consequence x likelihood):
Inherent: 5 x 5 = 25
Current: 4 x 4 = 16
Target: 4 x 1 = 4
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	Rationale for current score:
Consequence – Additional costs could be in region of approximately £1m for the Health Board depending on the length of delay. Costs for Q1 and Q2 are £0.49m, these costs are on the basis of Blood Sciences go-live in July and Blood Transfusion in September. Pathology and digital are working closely with DHCW to meet these ambitious timescales. Any delays to go-live will incur additional costs.
Likelihood – probable (10-50% chance currently) – due to being off-track on project and ambitious dates in the back-up plan.

	
	
	Rationale for target score:
Consequence as above
Likelihood will be negligible if effective system / mitigations put in place in time

	Controls (What is currently in place to manage the risk?)
	Further Actions (What more are we going to do to address the risk?)

	The national team have approached Welsh Government for Q1 and Q2 costs
National costs for Q1 and Q2 FY 2026/27 total £4.5m across Wales, with £0.49m apportioned to SBUHB. The national team have approached Welsh Government to request funding. The national team have asked Health Boards to request the same funding through local governance processes, in case Welsh Government funding is not confirmed.

Configuring and testing the new LIMS system 
SBUHB is live with Cellular Pathology and were the first users of the system in Wales.

For Blood Sciences, there remain a significant number of critical defects that must be resolved and / or mitigated against before go-live; the national programme is aiming to have fixes in place by 31st July 2026 ready for Health Board testing. The current Blood Sciences go-live date in the national plan is July. 
. 

The project team and the Blood Transfusion service remain concerned about the delivery of the Blood Transfusion module in LIMS 2.0. The national plan (first published mid-January 2026) is indicating a go-live in September. The plan needs to undergo further consultation with Health Boards to assure the ambitious dates being proposed are realistic and that resources can be made available to meet the September go-live. Paramount to the go-live will be assurance that the system configuration supports clinical workflow and importantly, regulatory requirements.

Should Blood Transfusion go-live be delayed further, SBUHB will need to continue to use the current LIMS 1.0. The supplier, Intersystems, have waived their costs until end of August but they will begin again from September onwards at £69k per month. DHCW will not be passing on any costs.

Pursuing only a ‘Minimal Viable Product’ to avoid scope-creep
SBUHB Pathology Services are only seeking to pursue a safe replacement system, known as a ‘Minimal Viable Product’. This is to eliminate the possibility of testing timescales being extended. Other Health Boards and Trusts report they are following the same approach.

Challenging the supplier and Digital Health and Care Wales for their technical delivery
The supplier is responsible for addressing any defects identified during testing. Digital Health and Care Wales (DHCW) are responsible for delivering some of the technical integrations (in addition to co-ordinating the national programme). The SBUHB Project Team, through the programme governance, challenge the supplier and DHCW to deliver on their commitments.

	Action
	Lead
	Deadline

	
	Ensure financial risk is included in the Health Board financial plan for 26/27, and work with the national team to:
· Secure funding from Welsh Government for Q1 and Q2.
· Determine the financial impact of the legacy data access requirements.
	Director of Digital
	31/08/2026

	
	Continue to work in collaboration with other NHS Wales organisations to challenge supplier delivery to support go-live dates before the end of Q2. 
	SBUHB Project Team

	30/09/2026

	Assurances (How do we know if the things we are doing are having an impact?)
National Programme Board
SBUHB, together with all Health Boards, Trusts and the supplier belong to the national LIMS Programme Board. 

The Programme Board receives updates on testing activities, including metrics showing the number of outstanding system issues. It is chaired by the Executive Director of Allied Health Professions and Health Science for Aneurin Bevan University Health Board. 

SBUHB Project Team
A Project Manager is in place to manage the SBUHB Project Team on daily basis.

Operational Delivery Network LIMS 2.0 Sub-Group
SBUHB work in regional partnership with Hywel Dda University Health Board (HDUHB) and hold a joint, monthly Operational Delivery Network LIMS 2.0 Sub-Group, which receives reports from the SBUHB and HDUHB Project Managers, along with Programme Managers from the supplier and Digital Health and Care Wales.

This group is jointly chaired by the SBUHB Clinical Lead for Laboratory Medicine and HDUHB Head of Pathology Service, who are also Senior Responsible Officers for the SBUHB and HDUHB projects.

Morriston Management Board
The SBUHB project regularly reports progress to the Morriston Management Board.

Digital, Data, Research and Innovation Committee
The SBUHB project regularly reports progress to the Digital, Data, Research and Innovation Committee.

	Gaps in assurance (What additional assurances should we seek?)

Quantifying additional costs for legacy data access
The national LIMS programme has confirmed that extended access to legacy data – specifically TCL 2016, the Legacy Data Repository (LDR), associated scanned images, and the legacy data viewer – falls outside the existing TCLE upgrade contract and will attract additional cost. Programme Board members noted that these costs relate to continued safe access to historical data beyond the lifetime of TCL 2016, and are required to meet patient safety, operational, and legal obligations.

DHCW is currently developing the technical design and cost model, including the licensing charges from the supplier for continued use of TCL 2016 and the legacy viewer, Azure hosting costs for the TCL and LDR databases, and ongoing support and maintenance. 

The Programme Board reported that these additional costs are unavoidable and not a result of programme delay; rather, they arise from requirements not captured in the original 2023 contract. Early Programme Board feedback in March indicated that each Health Board should expect further financial impact once DHCW had finalised infrastructure requirements and supplier costings within the following weeks. However, costs remained unavailable in the 14 April national LIMS Programme Board where national team commented that costings were expected to be available by the end of April. 

Outline costs have been provided. However, the request has been rejected by the supplier. The National Programme are challenging this position whilst also seeking alternatives. 


	Additional Comments / Progress Notes
The current go-live schedule is tabulated below:
	Tranche
	Discipline
	Go-live date

	1
	Technical deployment only
	October 2025

	2
	Cellular Pathology/Andrology
	January 2026

	
	Mortuary
	March 2026

	3
	Public Health Wales/Microbiology/Cervical Screening
	June 2026

	4
	Blood Sciences/Point of Care Testing/Newborn Screening
	New date to be proposed

	5
	Blood Transfusion
	September 2026 proposed



User Acceptance Testing sign-off
User Acceptance Testing across Wales was originally expected to take place across the two months of September and October 2024. However, a significant number of issues in the system, coupled with partial delivery of integrations between the LIMS and national systems managed by Digital Health and Care Wales, were identified early in the process. Maintaining the availability of Pathology staff to undertake testing across an extended duration, alongside maintaining service delivery, has also been challenging.

Blood Transfusion services in other part of Wales
SBUHB Blood Transfusion are the only Blood Transfusion service in Wales that have successfully migrated onto the current LIMS system. 

Pathology resource for testing
Testing is reliant on the knowledge and skills of Health Board staff whose availability is limited, having to manage testing alongside operational service delivery. With a national shortage of Biomedical Scientists, there is no readily available external resource to support this process.

03/07/26 – Proposed new date for blood sciences go live is September 26.  Welsh Government have confirmed that they will fund Q1 and Q2 overrun costs.  The National team are continuing to look for alternatives for legacy data access that are lower costs than originally proposed.  Blood Transfusion in particular remains under pressure due to the knock-on effects of supplier delay revised go live date being planned with National team.
28/07/2026 – DHCW have advised that Welsh Government support for the all-Wales £4.5m overspend of national costs associated with extension of the project into Q1 and Q2 is expected, with formal funding arrangements still being finalised. DHCW are still building costs for access to legacy data. The costs of extending the programme into Q3 (adoption of Blood Sciences (to be completed across Wales by 16th October) and implementation of Blood Transfusion) are to be confirmed. It is thought that Welsh Government are unlikely to provide any further funding.
11/08/2026 - Risk reviewed following Quality and Safety Committee meeting in August. The risk of potential unavailability of LIMS arising from the ageing infrastructure supporting LIMS 1.0 has been reviewed through the National Pathology IT Service Management Board. Mitigations put in place by Digital Health and Care Wales, who are responsible for hosting and supporting the infrastructure, including engagement of specialist third-party infrastructure support, expanded spare parts provision and enhanced operational resilience arrangements, have reduced the likelihood rating of unavailability of LIMS arising from the ageing infrastructure supporting LIMS 1.0 from 4 to 3. However, the underlying risk cannot be fully eliminated whilst components remain beyond mainstream vendor support and are approaching end of life.
 
On that basis, Pathology has been tasked with reviewing and reconfirming relevant business continuity and downtime arrangements to ensure appropriate mitigations remain in place in the event of a system outage.
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Date Last Reviewed: August 2026
	CRR Ref Number: 108
Risk Target Date: 31/03/2029
	Current Risk Rating
4 x 4 = 16

	Objective: Care is delivered in partnership with our communities in safe and appropriate settings, supported by innovation
	SRR Ref: 3.4
	Director Lead: Matt John, Director of Digital
Assuring Committee: Digital, Data, Research and Innovation 

	Risk: WCCIS/Connecting care - Provision of an Integrated Health Record for MH&LD and PCT
If the Connecting Care programme fails to deliver a digital solution that meets the operational, clinical, and reporting needs of Mental Health & Learning Disabilities (MH&LD) and Community & Therapies services,
Then wider MH&LD, Community and Therapies teams will lack access to timely, accurate, and shared information across care settings, resulting in fragmented service delivery, limited availability of high-quality data for performance monitoring and informed decision making, increased duplication of effort, and elevated clinical and governance risks. This includes the potential for further Regulation 28 reports, as previous Prevention of Future Deaths (PFD) notices have explicitly cited the absence of an integrated electronic system as a contributing factor to avoidable harm. Without a fit-for-purpose solution, the Health Board may be unable to fulfil the actions required under Regulation 28, particularly around effective information sharing and risk management across agencies.

Whilst the issue facing current users across integrated teams from the loss of WCCIS will be largely mitigated through the approved procurement of replacement solutions through the strategic partnership with the supplier, there remains to be 3,000 users across MH&LD and PCT who continue to provide services without an appropriate digital solution to support them. The provision of a solution is a core component of the SBU Digital Strategy. A recent independent review of Mental Health and Learning Disability services at SBUHB identified the lack of a single digital solution as a critical barrier to safe and effective care, highlighting that fragmented systems and manual processes are contributing to clinical risk, delayed interventions, and repeated Regulation 28 reports due to inadequate access to shared electronic records.

	Risk Rating
(consequence x likelihood):
Inherent: 4 x 5 = 20
Current: 4 x 4 = 16
Target: 4 x 2 = 8
	[image: ]

	Rationale for current score:
Likelihood – The Health Board have procured Rio as an Electronic Patient Record (EPR) for users in integrated teams that currently use WCCIS on the Swansea Council Contract. The strategic partnership to develop and inform Access Intelligent Care Platform (AICP) which is an integrated shared care record, is in place and will serve the integrated teams using WCCIS as well as teams in Mental Health and Learning Disabilities that were predominantly using paper. The wider roll out of an EPR for the 3,000 users across MH&LD and PCT will require additional funding and procurement activities. We continue to work with the National Connecting Care programme to inform the development of a shared care record, including funding to support a wider roll out across Community and Mental Health.  
Consequence – there would continue to be a significant impact on quality of care and capacity of the MH&LD and PCT teams. The organisation would fail to address the requirements of Regulation 28 reports and there would continue to be a lack of quality data to allow performance monitoring and informed decision making on service transformation. This has a wider impact on the health service provision across the health board, including secondary care. 

	
	
	Rationale for target score:
Likelihood – If the health board introduce a solution for the wider community and mental health teams, then it is unlikely the consequence associated with system failure or not replacing the new system will occur and some reduction in risk level may be possible.
Consequence – the consequence of not having a digital solution to support integrated teams and the wider community and MHLD teams will remain the same.

	Controls (What are we currently doing about the risk?)
	Mitigating actions (What more should we do?)

	· Local Programme Board has been established and is responsible for the delivery of Rio for paper-based teams and integrated WCCIS users. 
· Development of the business case for an EPR for wider roll out to Community and MH/LD. 
· Regional Program Board is in place to ensure HB and councils are working together and align implementation of solutions.
· DHCW National Program Board is in place to deliver national approach.
	Action
	Lead
	Deadline

	
	Implement the new interim solution
	Director of Digital
	31/12/2026

	
	Business case completed and approved for the provision of an Electronic Patient Record for the whole of Community and MH&LD
	Director of Digital
	31/03/2027

	Assurances (How do we know if the things we are doing are having an impact?)
· Digital leadership group will have oversight of the delivery of the actions of the Local Program Board and reports to Management Board
· Digital, Data, Research and Innovation Committee will have oversight of the overall plan and act as escalation route to Health Board if required.
	Gaps in assurance (What additional assurances should we seek?)
· The national approach has been delayed and is difficult to influence in terms of scope and timelines for delivery
· The route to obtaining national funding to support the Health Board is not clear.

	Additional Comments
The Welsh Community Care Information System (WCCIS) was developed to provide staff across health and social services with a single system and shared electronic record to enable delivery of more effective and efficient services. It is used by health board teams within mental health and community services, in addition to local authority social services teams, but the system is now end of life, it is anticipated that it will be discontinued from September 2027. SBUHB users are mainly operating within Integrated Teams and access the solution via the Swansea Council’s contract with the system provider.
· A business case for an interim solution to address the immediate needs of the current SBUHB users of WCCIS (integrated teams) was presented to and approved by Management Board on 19th December 2024. 
· The Health Board are continuing to support the National Program in the process for acquiring a longer-term solution 
· The procurement of the interim solution was completed at the end of 2025/26 and project implementation has commenced.
· In September 2025 WG confirmed approval of funding to DHCW of the first year costs in the National OBC. Funding is only available in 2025/26 and a proportion of the funding is available to SBUHB to support the interim solution for integrated teams and next steps. There has been no formal commitment from WG of funding in future years.
10/07/2026 - Reviewed, no updates to be made.
17/08/2026: No changes




	Datix ID Number: 4842
Date Opened: Mar 2026
	
Date Last Reviewed: August 2026 
	CRR Ref Number: 113
Risk Target Date: 31/03/2027
	Current Risk Rating
5 x 3 = 15

	Objective: Care is delivered in partnership with our communities in safe and appropriate settings, supported by innovation
	SRR Ref:
3.4
	Director Lead: Matt John, Director of Digital
Assuring Committee: Digital, Data, Research & Innovation

	Risk: Sustainability and Refresh of Digital Systems and Infrastructure
If Swansea Bay University Health Board is unable to sustainably support, maintain, secure and refresh its digital services, systems and infrastructure due to financial constraints, workforce capacity pressures, increasing reliance on legacy technologies and growing demand for digital services, then the organisation's ability to deliver safe, reliable and resilient digital services will be compromised, resulting in increased operational disruption, cyber security vulnerabilities, failure to meet statutory and organisational requirements, delays to digital transformation, reduced staff productivity, and adverse impacts on patient care and organisational performance.

	Risk Rating
(consequence x likelihood):
Inherent: 5 x 5 = 25
Current: 5 x 3 = 15
Target: 5 x 2 = 10
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	Rationale for current score:
Consequence – Failure or significant degradation of digital systems, devices or infrastructure would have a major impact on patient safety, clinical service delivery, cyber security, business continuity and organisational reputation. Many core clinical and corporate functions are critically dependent on reliable, secure and available digital services, meaning the consequence of failure remains high.
Likelihood – The likelihood of occurrence is currently material due to elements of the digital estate remaining ageing or approaching end of life, some refresh requirements not yet fully funded, and ongoing reliance on legacy systems pending replacement. Although controls are in place to manage and prioritise risk, extended refresh cycles and funding constraints mean disruption or increased cyber exposure remains plausible.

	
	
	Rationale for target score:
Consequence – The potential consequence of digital service failure remains high due to the critical nature of digital systems in supporting care delivery and organisational operations.
Likelihood – The likelihood is expected to reduce as a result of continued delivery of funded technology refresh programmes, improved asset lifecycle management, strengthened cyber resilience for legacy systems, and clearer long‑term planning for infrastructure and device replacement.

	Controls (What is currently in place to manage the risk?)
	Further Actions (What more are we going to do to address the risk?)

	· Cyber Security Policy in place, supported by mandatory cyber security training for staff
· Programme in place to manage and track legacy digital systems, devices and infrastructure
· Multi‑year capital plans established for technology refresh, including networks, servers and end‑user devices
· Risk‑based prioritisation approach to ensure highest‑risk systems and assets are addressed first
· Digital feed into the annual capital plan and leverage the Welsh government national slippage programme 
· Active monitoring, patching and protection of networks, systems and infrastructure
· Immutable backup solutions in place with defined recovery processes
· Service‑level Business Continuity Plans in place, supported by EPRR arrangements to manage digital outages
· Formal review process for major digital incidents, including lessons learned and follow‑up actions
· Digital strategy and supporting roadmaps in place, including infrastructure and sustainability considerations
	Action
	Lead
	Deadline

	
	Continue delivery of the technology refresh programme, prioritising end‑of‑life and unsupported assets
	Director of Digital
	31/03/2027

	
	Review the 10-year financial plan for digital systems and infrastructure with Finance and incorporate into the 27/28 IMTP 
	Director of Digital 
	30/09/2026

	
	Key systems to be reviewed for legacy and cyber security risks
	Director of Digital
	31/12/2026

	Assurances (How do we know if the things we are doing are having an impact?)
· Regular reporting on delivery of technology refresh programmes and capital schemes to DDRI and DSMG 
· Reduction in the number of unsupported or end‑of‑life systems and devices
· Improved cyber security compliance and reduced critical vulnerabilities through NIS annual assessment
· INFRAM assessment 
· Trend analysis showing infrastructure‑related incidents or service outages reported to the Business Meeting and DSMG 
· Oversight through Digital governance structures and assurance committees
	Gaps in assurance (What additional assurances should we seek?)
· Confirmation of funding for future refresh cycles beyond current planning horizons

	Additional Comments / Progress Notes
17/08/2026 – Risk description updated







Risk Score Calculation

For each risk identified, the LIKELIHOOD & CONSEQUENCE mechanism will be utilised.  Essentially this examines each of the risks and attempts to assess the likelihood of the event occurring (PROBABILITY) and the effect it could have on the Health Board (IMPACT).  This process ensures that the Health Board will be focusing on those risks which require immediate attention rather than spending time on areas which are, relatively, a lower priority.
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Risk Matrix

CONSEQUENCE (**) 1 - Rare 2 - Unlikely 3 - Possible 4 - Probable 5 - Expected

1 - Negligible 1 2 3 4 5

2 - Minor 2 4 6 8 10

3 - Moderate 3 6 9 12 15

4 - Major 4 8 12 16 20

5 - Catastrophic 5 10 15 20 25

LIKELIHOOD (*)
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