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	Purpose of the Report
	For Assurance
	Report Summary; detailing any action required

	This paper provides the Committee with an update on the operational performance, availability and resilience of key digital systems between 1 April and 31 July 2026. It summarises service interruptions, supplier issues, resilience events and learning from incidents. The paper is submitted to provide assurance that incidents were appropriately managed, mitigations were applied, and further actions are being progressed to strengthen digital resilience and business continuity.


	Key Issues

	The report highlights digital service interruptions affecting radiology, network connectivity, infrastructure resilience, national system testing and storage services, as well as the Health Board’s involvement in the DHCW Cloud Transition Programme and planned WPAS migration to Microsoft Azure Cloud. No new material risk is identified, but continued focus is required on supplier performance, infrastructure resilience, environmental risk, national programme dependencies and improved reporting of clinical and patient impact.


	Decision / Action required
	No

	Recommendations

	Members are asked to:
· Receive assurance that the digital service interruptions and resilience events identified during the reporting period were managed, resolved or mitigated through established operational response arrangements.
· Receive assurance that Digital Services maintained continuity of critical digital services during the June extreme heat event, with no major loss of critical services reported.
· Receive assurance that learning from incidents continues to be captured through Digital Services governance, supplier service reviews, emergency preparedness arrangements and national service management routes.
· Note the Health Board’s involvement in the DHCW Cloud Transition Programme and planned WPAS migration to Microsoft Azure Cloud, recognising the need for continued local engagement and oversight due to the complexity and criticality of the service.	Comment by Sophie Herbert (Swansea Bay UHB - Corporate Governance ): We don't use 'Note'. It's 'Take Cognisance'?
· Note that Digital Services will explore opportunities to improve clinical and patient impact reporting during digital incidents, subject to feasibility and available capacity, to help distinguish between technical downtime and operational or patient care consequences.
























OPERATIONAL PERFORMANCE AND HEALTH BOARD SOLUTIONS

1. INTRODUCTION
This paper updates the Committee on the operational performance of digital systems.

The report covers digital system availability for the period 1 April to 31 July 2026.

System availability is a key factor in operational performance. This report provides assurance that local and national systems remain highly available and continue to operate effectively.


2. BACKGROUND

Swansea Bay University Health Board (SBUHB) uses a range of local, national and commercially provided digital systems. Local clinical and administrative systems are supported by Digital Services; national systems are supported by Digital Health and Care Wales (DHCW); and some services, such as Attend Anywhere and the Swansea Bay Patient Portal, are provided directly by commercial suppliers.

DHCW services are managed through a Service Level Agreement (SLA). The SLA covers infrastructure, national clinical systems and associated integrations, including the Welsh Laboratory Information Management System (WLIMS), Welsh Clinical Portal (WCP) and Welsh Patient Administration System (WPAS). Services delivered directly by commercial suppliers are managed through separate contracts.

Some supplier-provided systems use public cloud services, such as Amazon Web Services and Microsoft Azure, while others are hosted in supplier-managed data centres or private cloud environments.

This report summarises the performance and stability of local, national and commercial digital solutions, including changes in service provision.


3. OPERATIONAL PERFORMANCE AND AVAILABILITY

Digital systems cannot always achieve 100% availability. As Swansea Bay University Health Board becomes more dependent on digital services, robust and regularly tested business continuity arrangements remain essential to safe patient care.
Between 1 April and 31 July 2026, several interruptions and resilience events were recorded. The principal events, impacts, controls and follow-up actions are summarised below.
3.1 Radiology Information System and Picture Archive and Communication System Programme (RISP) – April to May 2026
The Philips-managed RISP service supports the storage, viewing and reporting of radiology images and is critical to pathways including stroke and trauma. Seven PACS-related outages were recorded during April and May, affecting image viewing and storage, access, worklists and the flow of reports into the Welsh Clinical Portal (WCP). Digital Services, Radiology and Philips coordinated the response, and stable operations were agreed on 20 May 2026.
Outstanding technical, operational and service management actions are being monitored weekly. Formal SLA governance will be established once these actions close. No Datix incidents were reported to Digital Services, and Radiology business continuity arrangements allowed direct access to images on diagnostic equipment for time-critical cases. Migration from the legacy Fuji platform is complete, but contract exit, assurance and decommissioning must be concluded safely before March 2027.
3.2 Virgin Media fibre outage affecting Central Clinic and other services – May 2026
Fire damage, subsequently confirmed as malicious, caused the loss of multiple Virgin Media network links, most notably affecting Central Clinic. Repairs required replacement and re-splicing of fibre cables, extending restoration times. PSBA failover, temporary connectivity and manual workarounds reduced the impact, although some digital and clinical disruption occurred. There have been no reports of delayed treatment of patients.
The incident was managed through Digital Silver and established operational routes, with supplier escalation maintained until restoration. Learning includes reviewing carrier diversity at critical sites, strengthening contingency arrangements, formalising the Digital Services Major Incident playbook, improving single-channel communications and completing a post-incident review with Virgin Media.
3.3 Extreme heat and local digital infrastructure resilience – June 2026
During the extreme heat event of 23 to 26 June, Digital Services activated a formal command structure aligned with Health Board emergency arrangements. Critical systems remained available, including HEPMA, WNCR, Rio and BadgerNet, with no major loss of critical digital services.
The main risk was overheating in server rooms and infrastructure locations, particularly at Neath Port Talbot Hospital. Teams increased monitoring of temperatures, network hubs, UPS equipment and environmental sensors, while coordinating local cooling with Estates and contractors. Repeated power disruption at Singleton Hospital was also managed, with generators, business continuity devices and backup equipment checked.
Mobile air-conditioning, monitoring of critical clinical areas, business continuity workstations, support for virtual clinics and proactive service communications helped maintain continuity. An air-conditioning failure at Neath Port Talbot created a significant risk and brought the organisation close to controlled system shutdowns, which were avoided. The event confirmed extreme weather and climate change as material digital resilience risks requiring inclusion in future emergency planning.
3.4 National NHS Wales data centre outage – June 2026
A power outage at DHCW’s Church Village Data Centre on 29 June disrupted several national NHS Wales services. DHCW invoked a major incident and transferred critical services to the Newport Data Centre. Full recovery and restoration of resilience arrangements were completed on 14 July 2026.
SBUHB impacts arose mainly from disruption to national integration, messaging and patient search services, affecting WCP, WNCR, WPAS, the NHS Wales App and related workflows. Digital Services worked with DHCW and local teams to maintain continuity. Based on information available to Digital Services, no patient safety incidents, treatment delays, cancelled activity or adverse patient outcomes were reported within SBUHB.
3.5 Storage Area Network outage – July 2026
During planned Dell maintenance at Neath Port Talbot Hospital on 6 July, the remaining live SAN controller failed while a faulty controller was being replaced. This caused temporary loss of access to virtual machines and services hosted in the NPTH environment, including TOMS and the SBU Clinical Portal.
Digital Services coordinated the incident, issued staff communications and worked with Dell to restore services. Most critical services were restored within 35 minutes. Integrity checks found no evidence of data loss or corruption.
3.6 Improving clinical and patient impact reporting
Digital Services will explore proportionate improvements to the capture and reporting of clinical and patient impacts, subject to feasibility, capacity and engagement with affected services. Future reporting should distinguish technical downtime from service disruption, operational consequences and effects on patient pathways, supporting clearer escalation and assurance through established governance forums.
The incidents recorded during the period were managed through established operational, supplier and governance routes. Interruptions were resolved or mitigated, and business continuity arrangements helped limit impacts on services and patient care. Learning will continue to inform resilience planning and service-level impact reporting.
3.7 DHCW Cloud Transition Programme: SBUHB WPAS migration
SBUHB is working with DHCW to migrate WPAS to Microsoft Azure under the national DHCW Cloud Transition Programme. The complexity reflects WPAS integration with GP, Pathology, Radiology and Finance systems, alongside its role in patient administration across acute services.
Stage 1 will migrate user accounts, access and databases by April 2027. Stage 2 will migrate associated integrations by December 2027. DHCW describes the programme as supporting secure cloud migration, improved reliability, cyber security and performance, greater agility, scalability and availability, clearer hosting costs and a reduced carbon footprint. 

4. GOVERNANCE AND RISK ISSUES

This report does not identify any new material risk requiring escalation to the Health Board risk register. However, the reporting period has reinforced the importance of continued focus on digital resilience, supplier performance, environmental risks to infrastructure, business continuity, proactive monitoring, and the timely capture of clinical and operational impact during incidents.

Learning from the May fibre outage and June extreme heat event will continue to be managed through Digital Services governance, supplier service reviews, Emergency Preparedness, Resilience and Response arrangements, and relevant national service management routes. This will include ongoing focus on incident communication, escalation arrangements, supplier accountability, infrastructure resilience and the ability of services to maintain safe operations when digital systems or connectivity are disrupted.

The WPAS cloud migration will also require continued local oversight because of the scale of integration dependencies, the criticality of the system to patient administration, and the need to manage operational readiness alongside the national programme timetable.

Enhanced monitoring is also a key control for digital resilience. Improved monitoring, escalation and service-level feedback will support earlier identification of emerging risks, faster coordination of mitigations, better visibility of supplier issues, and clearer evidence of clinical or operational impact. Digital Services is not only responding to outages but is actively working to prevent avoidable disruption and reduce the consequences of unavoidable incidents.

5. OPEN AUDIT RECOMMENDATIONS
There are four open audit recommendations from an operational point of view as listed below. Further details can be found in Appendix 1.

	Audit
	Open recommendations
	Current
Status

	Technical Resilience Audit Report 2023/2024
	1
	Consideration of moving fire suppression from audit to risk and mitigation by the end of September.


	Data Quality Audit 2024/2025
	2
	The target date for completion of both these actions is Q3 2026.


	Signal System Audit 2024
	1
	Signal v4 which is currently in development with an anticipated go live in Q3 2026/ 27 will address this recommendation.





6. FINANCIAL IMPLICATIONS

There are no known direct financial implications arising from the incidents described in this report. However, digital outages, supplier failures, environmental events and loss of critical systems can create indirect costs through disruption to services, recovery activity, operational inefficiency and potential regulatory exposure. Failure to maintain appropriate availability, cyber security and resilience of network and information systems could result in enforcement action under the Network and Information Systems Regulations.


7. RECOMMENDATION

Members are asked to:
· Receive assurance that the digital service interruptions and resilience events identified during the reporting period were managed, resolved or mitigated through established operational response arrangements.
· Receive assurance that Digital Services maintained continuity of critical digital services during the June extreme heat event, with no major loss of critical services reported.
· Receive assurance that learning from incidents continues to be captured through Digital Services governance, supplier service reviews, emergency preparedness arrangements and national service management routes.
· Note the Health Board’s involvement in the DHCW Cloud Transition Programme and planned WPAS migration to Microsoft Azure Cloud, recognising the need for continued local engagement and oversight due to the complexity and criticality of the service.
· Note that Digital Services will explore opportunities to improve clinical and patient impact reporting during digital incidents, subject to feasibility and available capacity, to help distinguish between technical downtime and operational or patient care consequences.


	Governance and Assurance

	Strategic Objectives

	Strategic Objectives
(please choose which is impacted)
	People of Swansea Bay live healthier, fairer and more prosperous lives
	☒
	
	Care is high quality, safe, efficient and delivers the best possible outcomes for people in partnerships  
	☒
	
	Care is delivered in partnership with our communities in safe and appropriate setting, supported by innovation
	☒
	
	The Health Board is a great place to work where staff feel valued and work together towards a common goal
	☒
	
	The Health Board is a resilient, sustainable and responsible organisation
	☒
	Health and Care Standards

	Standards (please choose which applies)
	Safe Care
	☒
	
	Timely Care
	☒
	
	Effective Care
	☒
	
	Efficient Care
	☒
	
	Equitable care
	☒
	
	Person-centred Care
	☒
	
	Staff and Resources
	☒
	Enablers (please choose which applies)
	Whole Systems Approach
	☒
	
	Leadership
	☒
	
	Workforce
	☒
	
	Culture
	☒
	
	Information 
	☒
	
	Learning, Improvement and Research
	☒
	Quality, Safety and Patient Experience

	Digital systems are now fundamental to the delivery of safe, timely and effective care. They support access to clinical records, diagnostic images and results, referrals, patient administration, operational coordination and communication between services. The availability, integrity and performance of these systems therefore have a direct bearing on quality, safety and patient experience.
Interruptions to critical digital systems can affect clinical decision-making, delay access to information, disrupt diagnostic and treatment pathways, increase reliance on manual processes and create additional operational pressure for staff. While the incidents described in this report were managed through established operational, supplier and business continuity arrangements, they demonstrate the importance of resilient infrastructure, effective incident response, clear communication and tested contingency plans.


	Financial Implications

	There are no known direct financial implications arising from the incidents described in this report. However, digital outages and supplier service failures can create indirect financial consequences through staff downtime, operational inefficiency, delayed activity, recovery costs, additional technical support, and potential impact on clinical productivity. Continued investment in resilient infrastructure, proactive monitoring, supplier management and business continuity arrangements will be required to reduce the likelihood and impact of future disruption. Where recommendations from incident reviews or audit actions require capital or revenue funding, these will be assessed through the appropriate planning, prioritisation and governance routes.


	Legal Implications (including equality and diversity assessment)

	As an Operator of Essential Services, the Health Board has legal and regulatory duties to maintain appropriate levels of availability, cyber security and resilience for essential digital systems. Significant loss of service arising from inadequate resilience, supplier failure or poor cyber security controls could expose the organisation to regulatory scrutiny or enforcement action under the Network and Information Systems Regulations.
Digital incidents may also create legal implications under UK GDPR and the Data Protection Act 2018 where they involve loss, corruption, unauthorised access to, or reduced availability of personal or special category health data. Where incidents affect patient information, confidentiality, clinical records, audit trails or access to systems that support care delivery, appropriate assessment, escalation and reporting arrangements must be followed, including consideration of whether notification to the Information Commissioner’s Office or affected individuals is required.
The Health Board must also ensure that supplier-managed systems and cloud-hosted services are governed through appropriate contractual, information governance, cyber security and service management arrangements. This includes clear responsibilities for incident notification, recovery, data protection, business continuity and assurance over subcontractors or third-party hosting providers.
Equality and diversity considerations are relevant where digital disruption could disproportionately affect patients or staff who rely on timely access to digital services, communication channels or reasonable adjustments. Business continuity arrangements should therefore consider accessibility, equitable access to services, and the potential impact of digital outages on vulnerable groups.


	Staffing Implications

	Digital outages place additional demands on clinical, administrative, operational and digital staff. During periods of disruption, staff may be required to implement business continuity plans, revert to manual processes, prioritise urgent clinical activity, manage delayed workflows, support recovery activity and communicate service impacts.
It is therefore important that business continuity plans are regularly reviewed, tested and understood by staff in affected services, and that staff know how to access guidance and escalate issues during a digital incident. Digital Services also requires sufficient capacity and specialist skills to monitor systems, coordinate incident response, manage suppliers, support recovery activity and capture clinical and operational impact. Learning from incidents will continue to inform training, preparedness and resilience planning across services.


	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	This paper supports the Well-being of Future Generations (Wales) Act 2015 by promoting a preventative and long-term approach to digital resilience. Reliable, secure and sustainable digital services are essential to maintaining safe, timely and effective care, reducing avoidable disruption, and supporting the Health Board’s ability to deliver services for current and future generations.
The report reflects the five ways of working by: taking a long-term view of digital infrastructure, supplier resilience and environmental risks; preventing avoidable service disruption through proactive monitoring, business continuity planning and incident learning; integrating digital resilience with clinical, operational, emergency preparedness and supplier management arrangements; collaborating with internal teams, national partners, DHCW and commercial suppliers; and involving services through improved reporting of clinical and patient impact.
Strengthening digital resilience also contributes to sustainability by supporting more efficient use of resources, reducing the need for reactive recovery activity, enabling modern cloud-based services where appropriate, and supporting equitable access to dependable digital systems across Health Board sites and services.


	Report History

	None


	Appendices

	3.1 Appendix 1 Operational Performance – September 2026
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