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	Key matters considered by IGCAG included:
· Approval of the Information Governance Strategic Work Plan 2026-2028.
· Updates on the management of corporate and Health Records SAR risks, including associated compliance and performance issues and the revised Subject Access Request (SAR) Modernisation Action Plan
· Assurance regarding the successful completion of the Welsh Information Governance Toolkit submission for 2025/26 and third-party records storage arrangements, including the impact of the Welsh Government records destruction embargo.
· Consideration of Information Governance incidents reported to the Information Commissioner's Office (ICO), implementation of Non-Corporate Communication Channels (NCCC) guidance and approval to defer revision of the IGCAG Terms of Reference pending wider organisational changes.
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	Recommendations

	Members are asked to:
· Receive for Assurance the report and the key matters considered by IGCAG 



Information Governance & Cyber Security Assurance Group (IGCAG) Update

1. INTRODUCTION
The Information Governance & Cyber Security Assurance Group (IGCAG) met on 29 April 2026 to review key information governance (IG), cyber security (CS), records management (RM) and compliance matters. The group received a number of reports providing assurance regarding strategic governance arrangements, organisational risks and compliance improvement activities. 

2. BACKGROUND
IGCAG continues to provide operational and strategic assurance in relation to information governance, cyber security, records management and statutory compliance obligations, escalating significant matters through the established governance structure where appropriate. 

3. GOVERNANCE AND RISK ISSUES

· Information Governance (IG) Strategic Work Plan 2026-2028 

IGCAG reviewed and approved the Information Governance Strategic Work Plan for 2026-2028. The plan establishes a structured programme of work across key areas including governance, policies, training and awareness, subject rights, information sharing, records of processing, risk management, breach management and information security. Particular emphasis is placed on maintaining compliance with evolving legislative requirements and responding to emerging technologies and data use initiatives. 

· Subject Access Request (SAR) Programme and Corporate Risk 

IGCAG considered the ongoing SAR corporate risk, which remains recorded on the Corporate Risk Register. Members reviewed the revised SAR improvement approach and approved the SAR Information Governance Modernisation Action Plan. The revised arrangements separate Information Governance and Health Records actions into distinct action plans to improve accountability whilst maintaining a coordinated approach to risk reduction and service improvement. 

Members noted increasing complexity and workload associated with SAR processing, particularly in relation to high-volume email disclosures. Significant compliance risks remain linked to redaction requirements, governance approval processes and the absence of automated workflow and deduplication tools following delays associated with the Smartbox.ai procurement. Despite these challenges, quarterly performance remained high, although several complex cases remain outstanding and are subject to enhanced monitoring. 


· Information Governance Incidents

The group received assurance regarding incidents notified to the Information Commissioner's Office (ICO) during the reporting period. Two incidents were reported between January and March 2026. One notification remains under ICO consideration whilst a second notification has subsequently been closed with recommendations provided to the Health Board. Lessons learned continue to be shared through governance arrangements to promote good practice and continuous improvement.

· IGCAG Terms of Reference

IGCAG approved a proposal to defer updating the group's Terms of Reference until organisational changes associated with the Organised for Success Programme have been completed and future governance structures are confirmed. Existing Terms of Reference will remain in force in the interim period.

· Welsh Information Governance Toolkit

Members received assurance that the 2025/26 Welsh Information Governance Toolkit submission was successfully completed. The Health Board achieved an overall assessment rating of "Expectations Exceeded" with 100% of minimum requirements achieved across all sections of the Toolkit. Areas identified for further development or improvement have been incorporated within the IG Strategic Work Plan 2026-2028.

· Third-Party Records Storage

Members received assurance regarding actions taken following the internal audit of records management arrangements. The group noted that formal contractual arrangements had now been established with third-party storage providers, addressing a key audit recommendation. Members also considered the impact of the Welsh Government embargo on destruction of patient records, currently expected to remain in place until at least 2031. The embargo presents ongoing storage capacity and financial challenges, with mitigation work underway including digitisation initiatives and increased scanning capability within Health Records services.


4.  OPEN AUDIT RECOMMENDATIONS 
As noted under section 3 – Third-Party Records Storage; members received an update relating to progress made on internal audit recommendations relating to records management arrangements.

5. FINANCIAL IMPLICATIONS
Whilst no specific financial implications were identified within the Information Governance Highlight Report, IGCAG noted ongoing financial pressures associated with SAR processing and increasing records storage requirements arising from the records destruction embargo. 

6. RECOMMENDATION

Members are asked to:
· Receive for Assurance the report and the key matters considered by IGCAG. 

	Governance and Assurance

	Strategic Objectives

	Strategic Objectives
(please choose which is impacted)
	People of Swansea Bay live healthier, fairer and more prosperous lives
	☐
	
	Care is high quality, safe, efficient and delivers the best possible outcomes for people in partnerships  
	☒
	
	Care is delivered in partnership with our communities in safe and appropriate setting, supported by innovation
	☐
	
	The health board is a great place to work where staff feel valued and work together towards a common goal
	☐
	
	The health board is a resilient, sustainable and responsible organisation
	☒
	Health and Care Standards

	Standards (please choose which applies)
	Safe Care
	☒
	
	Timely Care
	☐
	
	Effective Care
	☐
	
	Efficient Care
	☒
	
	Equitable care
	☐
	
	Person-centred Care
	☐
	
	Staff and Resources
	☒
	Enablers (please choose which applies)
	Whole Systems Approach
	☒
	
	Leadership
	☐
	
	Workforce
	☐
	
	Culture
	☒
	
	Information 
	☒
	
	Learning, Improvement and Research
	☐
	Quality, Safety and Patient Experience

	Effective governance, security and information management practices are essential to the effective running of the organisation, supporting day-to-day clinical and business operations and the effective management of services and resources. These arrangements help maintain the security, confidentiality and privacy of personal data, whilst promoting trust and transparency by ensuring individuals understand how their information is processed and protected by the Health Board.

	Financial Implications

	There are no direct financial implications arising from the matters presented in this report. However, it should be noted for awareness that there is potential for the Health Board to receive significant financial penalties under UK-GDPR/Data Protection Act 2018 and the NIS Regulations 2018 should serious compliance failings occur.

	Legal Implications (including equality and diversity assessment)

	This report includes assurances on the measures in place to support compliance with UK-GDPR, Data Protection Act 2018, NIS Regulations 2018 and other relevant legislation and standards outlined within the IG and CS framework.  

	Staffing Implications

	All staff are required to comply with Health Board policies, procedures and guidance on information governance and cyber security practices as well as completing mandatory training on a bi-annual basis.  

	Long Term Implications (including the impact of the Well-being of Future Generations (Wales) Act 2015)

	There are no specific implications to note, however governance, security and information management practices are essential in supporting the core aims of the Act.  

	Report History

	Regular updates are provided from IGCAG, however there is no specific content to note from previous reports. Updates provided within this report will also be submitted to the next Management Board meeting. 


	Appendices

	No related appendices.
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