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1.      POLICY STATEMENT 
The Health Board is committed to improving the environment within its premises for Patients, Staff and other users.  Patients have a right to be treated free from the fear of assault or abuse in an environment that is safe and secure.  This Policy is designed to: 

· Detail individuals’ responsibilities
· Highlight a framework of Security management that will be considered when developing individual departmental or site-specific security procedures. 

The Health Board is committed to improving the environment within its premises for Patients, Staff and other users. Patients have a right to be treated free from the fear of assault or abuse in an environment that is safe and secure. This Policy is designed to:
· Detail individuals’ responsibilities

· Highlight a framework of Security management that will be considered when developing individual departmental or site-specific security procedures.

This Policy covers the physical security of people, premises and assets. For related areas of security management such as Acts of Terrorism, Fraud, Network Security, Data Security, Incident Reporting, Baby Tagging and Monitoring, Lone Working and Violence and Aggression reference should be made to the following Health Board Policies:
· Counter Fraud Policy & Response Plan

· Information Security

· Data Security

· Incident Reporting

· Security of the newborn including baby and child abduction policy

· Lone Working

· Violence & Aggression

· Health and Safety

· Recruitment and Retention

· Control of Contractors

· Acts of Terrorism

Where the Security Policy refers to Risk Assessment and Risk Management reference should be made to the Health Boards Risk Management Policy.  

The Health Board through this policy seeks to ensure that an appropriate balance is maintained between free access to the buildings and services and the protection of patients, visitors, staff and assets.  

Martyn’s Law
One of the recommendations of the Inquiry into the Manchester Arena bombing in 2017 was the introduction of a ‘Protect Duty’ on those responsible for publicly accessible venues and events to take steps to reduce the risk to the public from terrorist attack.

The draft Terrorism (Protection of Premises) Bill  which was published in May 2023 sets out the requirements that, under Martyn’s Law, venues and other organisations will have to meet to ensure public safety. Venues with capacity of 800 or more, and qualifying public events, will be subject to an enhanced duty. (Martyn’s Law has not yet been passed as legislation, the final requirements and scope are not yet finalised).

‘Martyn’s Law’ will place a requirement on those responsible venues to consider the threat from terrorism and implement appropriate and proportionate mitigation measures.

The legislation will ensure that people are prepared, ready to respond and know what to do in the event of an attack.   Better protection will be delivered through enhanced security systems, staff training, and clearer processes.

EQUALITY IMPACT ASSESSMENT STATEMENT

This policy has been screened for relevance to equality.  No potential negative impact has been identified so a full equality impact assessment is not required. 
2.      SECURITY AIMS AND OBJECTIVES
To improve and develop existing security monitoring procedures to identify and effectively support crime prevention initiatives that seek to address and reduce the number of crimes in Health Board premises.  

Swansea Bay University Health Board recognises its responsibility to provide a Safe and Secure Environment for its patients, staff and visitors.  The Health Board acknowledges that, as a public body, it has a responsibility to protect items of value from theft, fraud, and damage. 

In line with these objectives the SECURITY POLICY STATEMENT of the Health Board is:

“The Health Board seeks to ensure the personal safety at all times of patients, staff and visitors alike; to provide all reasonable safeguards to protect property against fraud, theft and damage, and to ensure as far as is reasonably possible the smooth and uninterrupted delivery of health care.”
The provision of Security must be balanced so that a deterrent to crime is provided without threatening the comfort of patients or affecting the atmosphere within the Health Board.

3.      SECURITY ROLES AND RESPONSIBILITIES

Chief Executive
The Chief Executive is ultimately accountable for security matters within the Health Board.

Executive Lead

Executive Lead for Security in Swansea Bay University Health Board is the Director of Finance and Performance on behalf of the Health Board Chief Executive. 

Task Lead

The Assistant Director of Estates has Task Lead for Security within the Health Board, and is responsible for ensuring the review of this Policy in line with Health Board protocols.
Security Management Group (SMG)
The Security Management Group chaired by the Assistant Director of Estates, acting as Task Lead within the Group, will provide support and security advice to the Health Board.  

The Security Management Group will consist of:

· Head of Health & Safety

· EPRR

· Safeguarding

· Service group Representatives

· Morriston Service unit

· Singleton & Neath Service Group

· Primary Care & Therapies Service Group

· Mental Health & LD Service Group

· South Wales Police

· Digital Services

· Support services

· Counter Fraud

· Estates managers 

· Finance

· Communications & Engagement

· Workforce

· Capital Services

· Assistant Director of Estates (Chair)

· Burns

· Medicines Management

· Maternity

· Paediatrics 

The Security Management Group has been established to ensure that there is a secure environment that protects the patients, staff and visitors. The Group aims to ensure the best practice is shared throughout the Health Board, enabling Service Groups to formulate robust Security Policy and Procedures building on the Health Board central policy and Procedures.  

The Group will:

· The review the Security Polices and security protocols.

· The identification of security hazards, supporting the assessment of risks, identifying and monitoring control measures developing appropriate protocols. 

· Provide a forum in which security incidents can be reviewed  and  outcomes and risks can be evaluated, so that appropriate reduction or elimination actions can be shared between service units;

· Provide regular assurance and exception reports to the Health & Safety Committee and EPRRG;

· To ensure the changes to systems the estates as a result of capital developments are take into consideration security and counter terrorism issues;

· To consider training and exercise programs, for staff development related to security management issues.

· To ensure there are systems in place to monitor Security Systems throughout the Health Board premises.  

· The group will review the audit arrangements in place for the Health Board to ensure robust systems are in place  

· To act collectively to ensure effective communication of ideas, sharing of experiences and areas of best practice.

· To raise awareness materials on the full range of security issues including physical, digital and informational.

· Review identified risks across Health Board, prioritising them to provide  central action plans.

· Provide regular assurance and exceptional Security reports to the Health & Safety Committee.

· Monitor implementation of Security advice, agree actions and report on the outcomes.

· Consider the risk assessment findings and prioritise any remedial works, and agree priorities for the Health Board both through the capital program and the revenue commitments.

Reporting lines

The Security Management Group report to the Health and Safety Committee and provide assurance reports to the EPRR
Health & Safety Committee

The Health & Safety Committee is responsible for approving the Security Policy. 

Service Unit Directors

The respective Service Director / Operational Manager / holds final responsibility of Security in their departments.  General areas come under the Service Directors for the sites.  
Service Unit Directors will ensure that all the Service Managers / Department Heads under their control have risk assessed security arrangements in place where appropriate and developed the appropriate local policy and procedures to deal with these specific set of circumstances. They will also ensure that within common and communal areas suitable security arrangements are in place and have developed local policies which will be shared with all departments within the sites for which they are responsible.  All Site and department specific Policies and/or Procedures are to be reviewed at least bi-annually and remain in accordance with Health Board requirements seeking to achieve:

(i) The personal safety at all times of patients, visitors, and staff.
(ii) The protection of property against fraud, theft and damage.
(iii) The smooth and uninterrupted delivery of health and community care. 

Department /Line Managers

Department / Line Managers must ensure that all incidents reported to them are dealt with in accordance with this policy and the Health Board Incident Reporting procedures.

Line Managers must ensure that where a training need has been identified, staff are adequately trained and that the appropriate time, resources, and training is provided to staff to ensure that directorate security policies and procedures are adhered to on a day-to-day basis.

Managers should review staff roles and responsibilities to ensure sufficient security training is provided and maintained.
Individual Members of Staff:
· Staff will be expected to cooperate fully with Managers to ensure a proactive approach to security in their area. 

· All staff must report security incidents to their line manager, in accordance with the incident reporting procedure.  

· Staff must ensure they take appropriate measures to ensure the safety of the Health Boards and Patients property.  
· Staff should at all times ensure that they take reasonable steps to protect their own property. 
· Must attend training as required by their department. 

· Must inform their line manager if they cannot access appropriate training.

· Staff are reminded that it is an offence to remove any Health Board property without authorisation, as such action could result in criminal proceedings and / or disciplinary action.  

· All staff including contractors, temporary staff and agency workers must wear their ID badges in a visible manner at all times.  

· All staff within the Health Board are required to comply with the requirements of this policy.  

4.      SECURITY POLICY & IMPLEMENTATION
The Security Policy will be reviewed bi-annually and then presented at the Operational Health & Safety group before going to the Health and Safety Committee for adoption.
5. COMMUNICATION  
Once adopted by the Health and Safety Committee the policy will be made available on the Health Board intranet. The service delivery units Health and Safety Committees will then advise departments that the policies available asking them to disseminate this information to staff. Bulletins will be posted to raise awareness of its approval and presence there. Future revisions will be communicated through the same channels.
The policy sees the development of existing site Health and Safety meetings to include security issues as an agenda item as fundamental to improving security management will help support the Security Strategy. 
5.1 
Incident Reporting

Each department should have its own security procedures.  Where there are incidents which could be considered as Security related such as theft, vandalism, malicious damage, abuse verbal or physical these should be reported via the Health Board incident reporting procedure and recorded on the DATIX system. Each department should report security incidents at the Health and Safety meetings.  Where it is deemed that the incident is exceptional or where it is felt colleagues should be updated these will be reported to the Security Management Group.

5.2
Incident Monitoring
The Security Management Group (SMG) will review security incidents as an agenda item at each meeting, reviewing trends and highlighting areas for improvement.  The task lead will have access to the reporting facilities of DATIX for monitoring.    

Each of the service units will report on any security incidents and all security issues they have. The SMG will identify specific issues under the four crime prevention categories which warrant further investigation or support, identifying members from the group to support the local management teams in developing a robust action plan to address the issues identified and monitor their success.   The findings from these action plans will be reported back to the SMG for dissemination across the other service units. 

SMG will also monitor security performance as an agenda item.

· EFPMS performance 

· Number of assaults on staff EFPMS performance
· Number of security incidents reported (EFPMS).

· Number of security incidents

· Number of RIDOR – security reports

· Number of security incidents with physical abuse against patients – by perpetrator

· Number of physical assaults.

· Number of physical assaults requiring attendance of police.

· Number of incidents of non-physical assault to staff.

· Number of security incidents where Police were involved

· Number of security incidents of verbal abuse 

· Number of thefts within health premises

· Number of thefts from vehicles

· Number of acts of vandalism
· Number of Baby Tagging exercises 

6.      SECURITY AND PATIENTS

The safety of patients is the number one priority of the Swansea Bay University Health Board. 

6.1
Patient access 

It is of course good practice to maintain as open an approach as possible for access to patient care.   It must be noted that to balance this approach with restricted access to intruders would have an effect on patient care, and their recovery. It is however recommended that where possible:

· Patient Care areas should be secured at night;

· Staff challenge individuals who should not be in the area;

· Reception points should be appropriately manned on wards, floors, and clinic/surgery entrances during core hours;

· Impose a 9.00pm curfew on general visiting in Hospital buildings;
· Engineered access control measures should be developed.
6.2
Staff vigilance and identification

The vigilance of staff working in patient care areas will be a major defence against intruders, especially where open access is encouraged.  Staff awareness is of paramount importance, as is clear identification of all authorised personnel.

Staff should never put their own safety at risk by tackling intruders and should always follow department security procedures. Where there is a live security incident staff should follow their departmental procedures, which may include escalation protocols. Staff should not put themselves in harm’s way and if there is a criminal act or acts of terrorism taking place, they should contact the police.   

6.3
Identification Badges

All staff including contractors must wear their ID Badges/contractors badge in a visible manner at all times regardless of standing within the Health Board. ID Badges are provided to all staff on induction. Lost, mislaid or badge changes must be reported to the Department Manager. Any staff requesting a new or replacement ID card MUST provide appropriate ID e.g. P1, copy of their contract or passport. On leaving the Trust ID badges must be handed into the line manager / senior manager for that area. 

6.4
Security Codes

A number of departments now have access systems in place.  It is of vital importance that staff do not share security codes.  Sharing this information or failing to keep it secure can be considered under the Health Board Disciplinary Procedure.   

6.5
Patient Records

In compliance with the existing Health Board Policy - Accountability for Health records Policy, all staff involved with health records must be clear about their personal responsibility for the safe custody, secure storage and correct management of health records, as non-compliance may result in a disciplinary action.
7. SECURITY AND PERSONNEL

It is essential that an effective Security Policy should involve all staff, to ensure that there is a clear awareness, ownership and understanding of the Health Boards’ requirements.

7.1
Disciplinary Procedure

It is regrettable that a number of security incidents could involve staff, in such instances the Health Board will be required to take appropriate action to assist in any investigation relating to incidents and will act to comply with Health Board code of conduct.

In the event of a security incident arising from the action of a staff member, departments will follow Health Board Disciplinary procedure to ensure a consistent approach. 

7.2
Vetting of Staff

Management should ensure that any prospective employees are vetted in accordance with Health Board Recruitment and Retention Policy  

In respect to Contract and Agency staff, as part of pre-tender arrangements, the Health Board should request copies of application forms used by agencies. Managers and contractors must ensure that any staff working in their department have been suitably vetted to ensure that the necessary questions have been asked and are appropriately quoted.

The Health Board has the right to refuse employment to anyone where there is reasonable grounds to suspect that they may engage in criminal activity.

7.3
Impersonation of Staff

The Directorate / Site Manager, and the police should be involved immediately if there is the slightest suspicion that an impostor is on the premises.

8. PROTECTION OF HEALTH BOARD MATERIALS & EQUIPMENT

All departments need to consider the effective management and security of materials & equipment under their control.  

8.1
Condemning and Disposal of Obsolete items: Departments must follow Health Board condemning processes.  

Condemned stock should be removed promptly from the users’ department and taken to a secure area, from where the suppliers department should arrange disposal on the best possible terms.

The Director of Finance and Performance should authorise designated officers responsible for condemning various groupings of materials and equipment, e.g. Electrical and mechanical, soft furnishings and linen.  Details and specimen signatures of such officers should be made known to suppliers’ personnel and budget holders/managers.  Condemned items should not be allowed to accumulate and there should be effective liaison between all concerned to ensure speedy disposal.

Requisitions for replacement items, lost, damaged, stolen or obsolete should be cross-referenced to a security incident report to ensure that appropriate investigation and write off action has been taken.  The person authorising the requisition, usually a budget holder or manager should be responsible to the Director of Finance for checking that all recording and investigative action is taken in accordance with Standing Financial Instructions and procedures.

8.2
Marking and Identification of Property

Swansea Bay University Health Board Information Technology Department ensure that all IT equipment installed within the Health Board is marked for security purposes.  

The Health Board promotes this Security marking of all its Valuable and attractive items of equipment, especially those that are portable, to deter theft and assist in identification following loss.  

Visible and invisible to the naked eye, such systems include:

· Engraving and Stamping;

· Etching;

· Use of fluorescent materials.

Whatever method is preferred, it is recommended that the appropriate postcode be used followed by a letter abbreviation of the name of the organisation or premises.

8.3 
PROPERTY   

Loss of property can put such stress on patients that it affects their recovery.  It is not only the lost valuable item or cash which causes great inconvenience, but such incidents can also cause distress among staff and a lowering of morale.

Departments must follow the Health Board’s Financial Control Procedures for Patients Property FCP21A-E. 

8.3.1
Damage to Property

(i) Criminal Damage 
Where there is evidence of Criminal Damage and the offender can be identified, the Health Board will press for action to be taken in the criminal courts. 

Compensation for wilful damage should also be sought in the civil courts.

Damage which threatens health and safety is an offence under the Health and Safety at Work Act.

(ii) Accidental Damage

Accidental Damage should be reported and investigated by the department manager to establish whether it was caused by negligence or gross carelessness.

It must be made clear to employees that the Health Board will not accept financial responsibility for claims arising from theft, loss or damage to personal property at the place of work, unless it can be proven to have arisen because of the organisation’s negligence. 


Staff are responsible for the security of their own possessions and should take reasonable steps to secure their safety.

8.3.2
Lost and found Property

Patients, staff and visitors need to understand that the organisation takes lost property seriously.

The receipt of property found on the premises should be properly documented in accordance with the Health Board’s FCP21E Found Property.  All items should be safeguarded while the establishment of ownership is attempted.

9. CRIME PREVENTION PROGRAMME

The Health Board acknowledges that Crime Prevention is cornerstone of good Security Management, and its ethos is based upon the following elements:

· Deterrent - to deter Criminal activity where possible;

· Denial/Delay – to deny the Criminal the opportunity and delay the attack if it happens;

· Detection – to detect the Crime when it is committed;

· Response - respond effective to events.

The security policy identifies the need for departments to develop and maintain localised documented security procedures.  All areas have to consider the full range of services they provide and how these affect the security and safety of the patients, staff and visitors that utilise their services.  Along with the more general security issues such as access, confidentiality etc, and these procedures have to ensure they consider crime prevention as part of these arrangements.  

Effective crime prevention seeks to address and reduce the number of crimes within Health Board premises.  The routine activity theory for crime prevention, identifies three elements that affect security of its premises and facilities, these are:

· The absence of a guardian (formal or informal)

· A motivated offender 

· A suitable target

To ensure that a coordinated approach is adopted to crime prevention, incidents will be categorised into four main areas: 

· Petty theft /opportunism 

· Violence

· Vandalism 

· Car Theft

It is against these four areas that the crime prevention will be targeted.  
Within the Health Board we have a number of crime prevention initiatives already in place within each of these categories.  These have been developed to address security issues that have been identified on a local level.   

The Service units will be expected to develop crime prevention initiatives based on the four areas identified Petty theft, opportunism, Violence, Vandalism and Car Theft. 
The progress on these crime prevention initiatives and their effectiveness will be monitored through the Security Management Group and initiatives that have been successful will be share across all service directorates.  

9.1     Monitoring of crime prevention program.

The SMG will work with Service Directors to agree a Crime Prevention Programme for each of the areas, progress on the initiative will be reported at the SMG.   The SMG will monitor the effectiveness of Crime Prevention initiatives and were successful across the Health Board
9.1
Training

Security is covered as part of the induction process however; departments must ensure local induction cover security issues within their area. 

To ensure crime prevention does not just get considered after an incident has occurred, the Health Board recognises the need to ensure security and crime prevention form part of the annual Health and Safety risk assessment undertaken within all departments within the Health Board.   It is therefore proposed that training will be provided to the existing Health and Safety representatives so that they can assess security issues as part of the annual Health and Safety risk assessment.

9.2
EPRR Counter Terrorism Awareness Training

The Health Board also provide EPRR Counter Terrorism Awareness Training and online training resources on the EPRR SharePoint pages - Counter Terrorism Awareness Training (sharepoint.com)
Further resource links for your information:

“Martyn’s Law” - What you need to know | ProtectUK



Terrorism (Protection of premises) draft bill: overarching documents - GOV.UK (www.gov.uk)



10. Related Issues

10.1
Violence and Aggression

The Security Policy does not cover Violence and Aggression specifically as this is covered under the Health Board Violence and Aggression Policy. 

10.2
Lone Working

The Security Policy does not cover Lone Working specifically as this is covered under the Health Board Lone Working Policy.
10.3
Counter Fraud

Any concerns regarding potential fraud or corruption should be raised initially with the Local Counter Fraud Specialist (LCFS), or via the Fraud and Corruption Reporting Line or Website.  Contact details are available via the Counter Fraud pages on the Health Board Intranet site.

These concerns will then be managed in line with the Health Board’s Counter Fraud Policy and Response Plan (Standing Order Schedule 6). 
10.4
Mandatory Training

All staff must be compliant with training that supports a positive attitude and develops competencies that contribute to a safe and secure environment for staff and service users.  The following training is considered to be of significance in this respect. 

· Fire safety awareness training

· Violence & Aggression

· Child protection

· Protection of Vulnerable Adults

11.    Equality Impact Assessment Statement

This policy had been subject to a full equality assessment and no impact has been identified. 
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