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1. Introduction
On Tuesday the 25th April at approximately 08:30 hours, Swansea Bay University Health Board (SBUHB) started to experience issues with network access across all sites. This was effecting internet access, the ability to access e-mails, Microsoft Teams and SBUHB patient recording / information and data systems (WPAS etc.).
The Health Board (HB) must have robust business continuity management processes in place in order to plan, respond and recover from any potential disruption of services and this includes loss of digital services. The Civil Contingencies Act, (2004) requires Category One Responder organisations, including the NHS, to demonstrate that they are capable of dealing with such incidents. All having to be achieved during a time when demand and available resources need to be managed and delivery of safe care is required.
The HB established the Command, Control and Coordination arrangements that would be essential to deal with the impacts of the BCI during this period. These are listed below.
The C3 arrangements that were established are aligned to the Health Board Emergency response procedures.
1.1 Digital Services Silver
· 09:05 – Digital Silver established 
· Included key system owners (Pathology and Radiology)
· Included key Service Delivery Group (SDG) Leads
· Included Emergency Preparedness Resilience and Response (EPRR) Team
· Digital Services Bronzes were established on each site
· Agreed requirement to establish Health Board (HB) wide Silver
· 17:30 – Digital Silver
· Included Digital site Bronzes
1.2 Health Board Silver Meetings
· 10:10 – Health Board Silver meetings established (chaired by Matt John - Director of Digital)
· Included all Service Delivery Group (SDG) Silvers
· Included Chief Operating Office (COO) / representation
· Included Gold representation
· Included Emergency Preparedness Resilience and Response (EPRR) Team
· Included key representatives from Digital Health Care Wales (DHCW)
· Included key representatives from British telecom (BT)
· 11:30 – Health Board Silver meeting (chaired by Matt John - Director of Digital)
· Included all Service Delivery Group (SDG) Silvers
· Included Emergency Preparedness Resilience and Response (EPRR) Team
· Included key system owners
· Included Chief Operating Office (COO) representation
· Included Gold representation
· Included key representatives from Digital Health Care Wales (DHCW)
· Included key representatives from British telecom (BT)
· 14:00 - Health Board Silver meeting (chaired by Matt John - Director of Digital)
· Included all Service Delivery Group (SDG) Silvers
· Included Emergency Preparedness Resilience and Response (EPRR) Team
· Included key system owners
· Included Chief Operating Office (COO) representation
· Included Gold representation
· Included key representatives from Digital Health Care Wales (DHCW)
· Included key representatives from British telecom (BT)
· 16:00 - Health Board Silver meeting (used internal safety huddle meeting)
· Included all Service Delivery Group (SDG) Silvers
· Included Emergency Preparedness Resilience and Response (EPRR) Team
· Included normal safety huddle meeting representatives
· Included Chief Operating Office (COO) representation
· Included Gold representation
· 20:00 - Health Board Silver meeting (used internal safety huddle meeting)
· Included all Service Delivery Group (SDG) Silvers
· Included normal safety huddle meeting representatives
· Included Gold on call representation
1.3 Digital health Care Wales (DHCW), British Telecom (BT) & Health Board (HB) Silver Meetings
· 11:00 - Silver meeting (chaired by Matt John - Director of Digital)
· Included Morriston SDG Silver
· Included Emergency Preparedness Resilience and Response (EPRR) Team
· Included key representatives from Digital Health Care Wales (DHCW)
· Included key representatives from British telecom (BT)
· 12:00 - Silver meeting (chaired by Matt John - Director of Digital)
· Included Morriston SDG Silver
· Included Emergency Preparedness Resilience and Response (EPRR) Team
· Included key representatives from Digital Health Care Wales (DHCW)
· Included key representatives from British telecom (BT)
· 13:30 - Silver meeting (chaired by Matt John - Director of Digital)
· Included Morriston SDG Silver
· Included Emergency Preparedness Resilience and Response (EPRR) Team
· Included key representatives from Digital Health Care Wales (DHCW)
· Included key representatives from British telecom (BT)
· 15:30 - Silver meeting (chaired by Matt John - Director of Digital)
· Included Morriston SDG Silver
· Included Emergency Preparedness Resilience and Response (EPRR) Team
· Included key representatives from Digital Health Care Wales (DHCW)
· Included key representatives from British telecom (BT)
· 17:00 - Silver meeting (chaired by Matt John - Director of Digital)
· Included Morriston SDG Silver
· Included Emergency Preparedness Resilience and Response (EPRR) Team
· Included key representatives from Digital Health Care Wales (DHCW)
· Included key representatives from British telecom (BT)

2. Business Continuity Incident: Loss of British Telecom Services Debrief
Following the response to any disruptive incident, there should always be an opportunity to look back and debrief the response, perusing what went well and also identifying the challenges in order to highlight lessons that could be learned, noting further risk mitigation, vulnerability reduction and resilience building to support this. The requirement to remain prepared, to plan, exercise, capture lessons and good practice remains extant. We must plan fiercely together, to be prepared and put in place the mitigations and prevent escalation of harm during these incidents. 
A debrief was held on the 10th May. This was attended by HB representatives that were involved in the response to the BCI. Following this debrief any highlighted areas of good practice, challenges and learning will be reflected and will shape the HB response to any future BCI’s.
It is deemed extremely important that lessons are identified and measures put in place to evidence that learning has taken place. The lessons themes that are identified will be included on the EPRR lessons identified spreadsheet.

2.1 Debrief Aim and Objectives 

      Aim
To provide staff with an opportunity to reflect on the operational preparedness, response and recovery following the Health Boards response to the BCI: Loss of BT Services, Impact on Health Board Digital Systems.
     Objectives

1. To discuss and examine areas of good practice and to identify the key lessons during both the response and recovery phases of the Loss of British Telecom Services BC Incident by:
· Identifying the key learning and forwarding observations or recommendations for change to support, preparedness, response and recovery to BC incidents in the future, (Main focus)
· To collate the discussions as observations, conclusions and recommendations to improve/Feedback:
· General Business Continuity Management of the preparedness, response and recovery phases for any escalating or declared BC incident in the future.
· Forward recommendations to improve business continuity management processes
· Improve Health Board resilience.

2.2. Methodology/Format
The debrief approach is based on allowing participants to capture their personal experiences from a positive perspective as well as allowing for challenges to be identified. 
The debrief was facilitated and chaired by the EPRR Manager and supported by the Assistant Director of Digital services.

The Debriefs format involved an agenda with a specific debrief section which included, looking back on what went well, what were the challenges and looking forward to consider any key learning points for the Health Board to consider to:

· Adapt
· Adopt
· Abandon
· Amplify

2.3 Debrief Agenda (Appendices 1)
A debrief agenda had been created to structure the meeting, which included looking forward in order to prepare the Health Board for any future BCI’s.

2.4 Debrief Themes (Appendix 2)
Some themes were pre-identified to aid the debrief discussions and facilitate the report write up and these are included as part of the summary of the learning. It was emphasised that the themes were not exhaustive and the participants could raise anything pertinent to help inform the debrief process.
· Health Board Command, Control and Coordination, (C3), Service Group C3 structures and associated battle rhythm
· Response
· Communications, engagement and information flows: Internally and Externally
· Interdependencies
· Risks
· Escalation process
· Service impact
· Business continuity arrangements
· Recovery:
· Operational
· Financial
The purpose of this report therefore, is to identify:

1. The most significant incident learning points derived from the identified good practice as well as the challenges in terms of preparedness, response and recovery to BCI response.
2. Recommendations and consequent actions required for future improvements.





3. Participants Feedback

Feedback was requested from those involved in the BCI response, Gold & Silver Commanders, Senior Corporate members and other key Service stakeholders during the debrief process. 

4. Observations and Recommendations

The consolidation included in this report is intended as a brief reflection of the risks and key actions required at the time and as noted in the debriefs scribe notes, (Appendix 3; debrief scribe notes). 

Recommendations are included but based on generic recommendations and these will be actions taken forward as appropriate within the Chief Operating Office, Workforce Organisational Development and EPRR, in order to further inform business continuity preparedness for dealing with BCI response and overall business continuity management and hence Health Board resilience.

5. Acknowledgements

It is imperative to note that the Health Board, together with some multi-agency partners (Digital Health care Wales, British telecom) involved in the response was excellent, attributed to all the personnel concerned for their actions. The responses included a number of disciplines working together, at strategic, tactical and operational levels to deliver successful outcomes. Staff quickly thought through the key risks/issues, undertaking the most appropriate actions at that time, as well as identifying the planning that remained; this was invaluable. This is particularly pertinent during a time when operational business has been extremely challenged.


6. Appendices

1. Interim Debrief Agenda BCI: Loss of BT Services 
2. Debrief Themes
3. Debrief scribe notes
4. Debrief presentation




Observations and Recommendations
All comments have been collated, from the debrief meeting notes. These have been summarised and themed according to the most appropriate classifications and are not attributed to one person. Included in the following themes are both the key challenges and also the positive aspects of the preparedness, response and recovery. 

	Themes
	Comments
	Recommendation Number

	Preparedness, Contingencies and Actions Prior to BCI declaration

	1. Business Continuity Procedures




2. EPRR support


3. Outpatient Departments 


4. HEPMA BCI Documents


5. Digital resilience 




	1. The response to the incident ran smoothly and was dealt with in a controlled manor. Business Continuity Procedures (BCP) were utilised throughout the Health Board (HB) both prior and following the BCI declaration.


2. The Head of EPRR and EPRR Manager were at Morriston Hospital when the issues occurred and were able to provide support.

3. Outpatient departments always print off the following day’s clinic lists the day before, this meant there was less disruption as paper copies of the day’s lists were available.

4. Unable to contact using the normal general number. Need to review documents and clarify a specific contact number instead.

5. Each Hospital (Site) is connected to Digital Health Care Wales (DHCW) and the Internet. The way the HB resilience is setup is that if any traffic is lost across any site, the traffic reroutes automatically to a different one (4 layers of resilience). Therefore 3 of the 4 sites could be lost and still run seamlessly. However in this incident all resilience was lost.



	







10,


6,


5,

	Escalation processes; internal, general and specialty/regional/national

	1. British Telecom (BT)






2. Radiology Support



3. Command and Control Structures



4. Business Continuity Procedures
	1. It was confirmed very early on that the issues reported were due to BT services and they were already working to find and repair the fault / issue.
External Network Traffic was impacted across all main Hospital Sites. 



2. Additional Radiologist support was identified early, in the event that high volumes of reporting where required.

3. A Critical Incident was declared prior to the BCI declaration and the H/ICC were established early on in the incident.



4. Business Continuity Procedures were utilsed early on in the incident (prior to the BCI declaration).

	


















	Declaration Processes

	1. Command and Control Structures 
	1. Command and Control Structures were established quickly throughout the HB to deal with the incident.

All Hospital / Incident Co-ordination Centre’s (H/ICC) were established.

Bronze teams fed regular information and updates from across all services back into Silver Command which increased situational awareness throughout the incident.
	

	Common Language

	1. JESIP Interoperability Principles

	1. JESIP Principles were utilised and adhered to which ensured common language was used throughout the incident.
	

	Command, Control and Coordination

	1. JESIP Interoperability Principles



2. Battle Rhythm 
	1. JESIP Principles and the Joint Decision Model (JDM) were utilised and adhered to, which maintained excellent Situational Awareness throughout the incident.

2. Early on in the incident, the battle rhythm was not fully aligned and there was not enough time between meetings to achieve the required outcomes. This did improve throughout the day.

The Digital National/ Internal meetings were scheduled at the same time.
	



11,

	Response: Internal/Regional/National

	1. Teamwork 


2. Bank staff rosters


3. Command & Control
	1. Good teamwork was evident across the HB and throughout all service delivery groups (SDG).

2. Access to health Rosters were an issue and this needs to be reviewed as to the process of requesting and allocating Bank staff moving forward.

3. Command & Control structures worked well throughout the incident.

	

7,

	Communications: W&I, Engagement & Information Flows: Internally & Externally

	1. Teleconference facilities
 

2. Public messaging




3. Internal communications






4. IT support desk



5. Internal / External 
	1. The lack of a pre-arranged Teleconference number made it more difficult to initially arrange our internal meetings.

2. There was a lack of public messaging to alert the public of possible Clinic disruption. Aneurin Bevan and Cwm Taff Morgannwg Health Boards shared messages via Social Media platforms.


3. This incident highlighted that should they have been required, there were not enough Radios available within the Morriston Coordination Centre. Portering Services had to collect additional radios from Morriston Estates department. However, the radios were not all fully charged.


4. When Staff were logging calls. Service Point had an automated message to say staff were all on training.

5. Digital Bronze Teams were on Site feeding back to Silver and DHCW.

Local Communications remained working as staff were able to use Virgin services.

National Calls Held throughout day with Silver Leads.

	1,


2,




3,





4,

	Risks and Harm Reduction processes

	1. Command & Control

2. Staff expectations





3. WPAS system
	1. Digital Bronze Teams were on Sites feeding back into Silver Command.

2. Managers managed staff expectations well throughout the incident.


MH/LD Service: Staff kindly volunteered to stay on to update systems (CAHMS Crisis referrals).

3. No function to merge patient numbers via WPAS post BCI Incident. (Speak with WPAS Product Specialist).


	


12,






8,

	Mutual Aid/Stakeholder involvement

	1. External 
	1. All key stakeholders were involved and engaged in the response to the incident. These included: 
· Welsh Government
· BT
· DHCW
· Virgin
	

	Current Business Continuity Arrangements: Service, Service group and Strategic Levels

	1. Business Continuity Management / Procedures
	1. The incident has highlighted that across all SDG, services accessed and utilised their BCP as soon as issues were occurring and systems were being lost.
 
2. Digital Services need to look into solutions on how to aid with future Digital reliance (Having Diverse lenders for Digital Systems, not reliant on one lender). Virgin, Sky etc.

Then test procedures to gain assurance. 

Arrange a task and finish group to allow mitigation

	



5, 

	Recovery

	1. Recovery from incident
	1. Update Digital Systems / platforms with preemptive Information regarding what do in the event of loss of IT systems. 

2. The health board is heavily reliant on TEAMS usage. Digital to look into finding some alternative solutions. 


3. Playing Catch Up – Assigning Staff to upload data / patient information back onto systems was very labor intensive and proved challenging to assign staff to do this whilst also continuing with normal business. MH/LD had an urgent backlog of CAHMS referrals and had to pay overtime to staff to ensure they were completed.

4. Any planned system downtimes were pushed back to allow for appropriate recovery time. 


5. Due to the difference in experienced issues reported across health board sites and backlog of digital data that required uploading back onto systems, it was hard to establish an approximate recovery period. 

6. Digital prioritised the whole Health Board issues before their own. Whilst this was obviously important they should also focus on their internal issues as noted in their business continuity procedures to ensure that they can still function appropriately.

	9,


5,











Key Learning Points
The following are specific key learning points derived from the above summary, where further detail is contained.
 
	Item
	Comments
	Recommendation Number

	

	
1. Command, Control and Coordination
	Utilising the Health Board standardised C3 approach to emergency response, including the JESIP Programme and Joint Decision Making Model allows for full oversight of risks, safe management and reduces harm. This includes operation of Incident/Hospital Coordination Centres for tactical and operational oversight.
 
	11,

	
2. Preparedness
	A continued focus on preparedness has ensured that the Health Board (HB) responded well and maintained its critical services throughout the incident.

	12,

	
3. Teamwork
	A positive and collaborative approach allowed for safe working. Staff across the HB adjusted to working without some of the required Digital services.
	

	
4. Business Continuity Management (BCM) 
	Business Continuity Procedures (BCP) were utilised throughout the HB both prior and during the BCI.
This has highlighted the importance of the HB having good BCM processes in place.

	

	
5. Risks and Harm Reduction processes
	Look into non Digital contingencies to reduce risk on future incidents.
	5,

	
6. Reliance on Digital services
	Look into non Digital contingencies to further enhance HB resilience.
 
	5, 

	
7. Recovery management
	Recovery management processes need to be seen as an integral part of the response.
	12,

	




Observations/Recommendations/Actions

	No.
	Theme
	Recommendations
	Actions/Lead
	Timescales

	1.
	Communication 
	Identify a Teleconference number for use in any future loss of IT systems. 
Explore alternative platforms that could be used instead of Microsoft Teams for communications.

	
Digital services
	31 August 2023

	2.
	
	Ensure appropriate & timely warning and informing information is cascaded to the public. 

	
DICE
	31 August 2023

	3.
	
	Review the required numbers and locations of radios on Morriston site.
This will also be part of the ongoing HB wide work with all SDG having radios and the ability to communicate between sites.

	



Morriston SDG
	31 August 2023

	4.
	
	When Staff were trying to log calls. Service Point had message to say staff were all on training.
	Digital services
	31 August 2023

	5. 
	Business Continuity Management


	Arrange a task and finish group to look at SBUHB reliance on Digital services.
Following any changes, test BCP to gain assurance. 


	Digital services / EPRR / All SDG’s
	30 September 2023

	6.
	
	HEPMA BCI Documents:
Require review. Including contact numbers.
	
Medicines Management




	
31 August 2023

	7.
	
	Review process of requesting and allocating Bank staff in the event of loss of digital services.

	Nurse Bank
Pete Matthews
	31 August 2023

	8.
	
	Explore WPAS functionality to see if it can merge patient numbers from other systems. 


	
Deb Usher 
(Digital) & SDG
	31 August 2023

	9.
	
	Update SharePoint / Digital Systems / platforms with pre-emptive Information regarding what do in the event of loss of IT systems. 
This will be pre-emptive for in readiness. 

	Digital services
	31 August 2023

	10.
	
	Where appropriate (departmental / services), print off any clinic / patient information the day before.

	All SDG
	31 August 2023

	11.
	Command, Control and Coordination (C3)
	Ensure Battle rhythm is aligned with national meetings.
This is included in both the SBUHB and Local resilience Forum (LRF) Multi Agency Gold / Silver Commander training. All Gold / Silver Commanders to ensure they complete the appropriate command level training.

	SBUHB Gold / Silver Commanders
	31 August 2023

	12.
	Risk / recovery
	Agree a pre-determined process for updating CAHMS Crisis referrals with patient information and include in BCP.
	MH/LD
	31 August 2023



Conclusion
Overall the Health Board response to this incident went very well and all critical services were maintained during a very challenging period. Moving forward, this is an excellent opportunity for all SDG / Service areas to review their Business Continuity Procedures and make any required amendments.
This Report will be used to extract the key learning and inform further preparedness requirements and assurance processes. The key learning points will be referenced to further improve preparedness. The development and agreement of actions will be taken forward and monitored by the Chief Operating Office, Digital Services and EPRR.

















Appendices


	No.
	Title
	Document

	1. 
	Debrief Agenda:
Loss of BT Services
	


	2. 
	Debrief Themes

	Included in Appendices 4 (debrief presentation)


	3. 
	Debrief Scribe notes
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	4. 
	Debrief Presentation
	








image1.jpeg
Bwrdd lechyd Prifysgol
Bae Abertawe

Swansea Bay University
Health Board




image2.jpeg




image3.jpeg




image4.jpeg




image5.emf
2023.04.25 BCI  Debrief Agenda.docx


2023.04.25 BCI Debrief Agenda.docx
Health Board Debrief: Declared Business Continuity Incident: 25.04.23

09:00 –11:00 Hrs.

 Loss of British Telecom Services: Impact on Health Board Digital Systems

Agenda 

TEAMS



		Title of Item



		Time

		Lead



		1

		

Apologies/Welcome/Introductions



		

09:00









		KJ / DJ



		2

		

Debrief Aim and Objectives



		

		



		3

		

Debrief Methodology/Rules



		

		



		

4

		

Incident Overview



		

09:20

		

Digital Services



		5

		

Debrief:



· Looking Back: 45 minutes

· Looking Forward: 30 minutes



		

09:30

		

All



		6

		

Review and Conclusions 

		

10:45

		

KJ / DJ



		7

		

Close

		

11:00

		

KJ / DJ
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2023.05.10 Debrief Update Scribe Notes. JS.docx


Health Board Debrief: Declared Business Continuity Incident: 25.04.23

09:00 –11:00 Hrs.

 Loss of British Telecom Services: Impact on Health Board Digital Systems

Agenda 

TEAMS



		LOOKING BACK

		From your experience, what did you find were the most challenging aspects of the response?



		Preparedness, contingencies and actions prior to BCI declaration



		

· Complete loss of Connectivity

· Loss of Access to Digital Health Care Wales 

· Review HEPMA BCI Documents – Contact Number rather than using general number. 

· Service Lead clarity – what was established. 



		Escalation processes; internal, general and specialty/regional/national



		

· Please see below.





		Declaration Processes



		

· 08:30am – BCI was declared and Health Board wide Silver meeting was established.





		Common Language



		· External Network Traffic was impacted across all main Hospital Sites. 

· BT Operator – Protocol Fail over

· Communication wasn’t aligned. 



		Command, Control and Coordination



		

· Access to health Rosters were an issue and this needs to be reviewed as to the process of requesting and allocating Bank staff moving forward.

· Agree and identify a tele conference number for loss of IT systems. 





		Response: Internal/Regional/National



		· Declared BCI Incident. 

· Set Up Command and control Structures. 



		Communications: W&I, Engagement & Information Flows: Internally & Externally



		· Not able to access ticker tape i.e. LIMS downtime etc. 

· Varying degrees of Internet Access. 

· Public messaging could have taken place to alert the Public of Possible Clinic disruption. Aneurin Bevan and CTM shared messages via Social Media.

· Not enough Radios available within the Coordination Centre. 

· The Digital National/ Internal meetings were scheduled at the same time. 

· When Staff were logging calls. Service Point had message to say staff were on training. 

· Clearer Battle Rhythm 



		Intelligence Conveyancing



		· Bronze Staff relaying messages on the ground. 

· Managing Expectation’s. 



		Risks and Harm Reduction processes



		· (SBUHB) BCI Policies and Procedures 

· Business Continuity Processes

· No function to merge patient numbers via WPAS post BCI Incident. (Speak with WPAS Product Specialist). 



		Mutual Aid/Stakeholder involvement



		· Welsh Government

· BT

· Digital Health Care Wales

· Virgin



		Current Business Continuity Arrangements: Service, Service group and Strategic Levels



		· All worked very well. (Teamwork)

· Bronze Leads communicated swiftly. 



		Recovery



		· Update Digital Systems with Information loss of IT. 

· Heavily reliant on TEAMS usage. Look to find alt solutions. 

· Playing Catch Up – Assign Staff to upload data. 

· Planned system downtimes were pushed forward. 

· Establish approximate recovery period. 

· Digital focussed on the whole Health Board. Should focus on themselves too. 
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Karen Jones RGN, BSC (Nursing), Dip HEP

Head of Emergency Preparedness Resilience and Response



Session 02

		LOOKING FORWARD

		From your experience, what did you find were the most positive aspects of the response? From your experience what were some of the most significant points that you have learnt and how can these be utilised to make future improvements?



		Preparedness, contingencies and actions prior to BCI declaration



		· Declare Business Continuity Incident swiftly and without issue.

· Response to BCI was smooth and ran in an controlled way

· EPRR Site leads on hand (@Morriston) to watch responses.

· Contingency Processes were tested. 

· Landlines on Site to communicate amongst staff. 

· Printing Clinical Lists prior to Outpatient Appointments



		Escalation processes; internal, general and specialty/regional/national



		· BT – Confirmed it was their Issue. (Nationally/Regionally). Reduced time in confirming fault. 

· Command & Control Structures were set up speedily and effectively. 

· Radiology - Out of hours reporting

· Contingency plan in the event of further systems failure in place with Duty SPR to report. 

·  Additional cover from further Radiologists available if high volumes of reporting are required.





		Declaration Processes



		· Bronze Teams on Site fed all updates to service dept. quickly and in a timely manner. 





		Common Language



		· Command and Control Structures. 

· Apply JESIP Principles. 



		Command, Control and Coordination



		· Test Procedures – Has identified/highlighted areas of improvement. 

· Additional Staff secured overnight and BC plans worked well. 

· BT – Confirmed it was their Issue. (Nationally/Regionally). Reduced time in confirming fault locally.

· Printing Clinical Lists prior to Outpatient Appointments. 

· Good timing of Debrief. – Enough time for reflection. 



		Response: Internal/Regional/National



		· Four layers of Resilience – Digital. (G.W.)

· National Call/Huddle – Shared vital information and Updates. 



		Communications: W&I, Engagement & Information Flows: Internally & Externally



		· Maintained communication with BT all day. (Multiple tele communications)

· National Calls Held throughout day with Silver Leads. 

· Digital Team: Collated data to show precise time/area of loss of BT usage for Debrief. (Graph – GA). 

· Local Communications remained working for staff to use Virgin 

· Bronze Teams were on Site feeding back from Linking with DHCW

· BT confirmed it was their issue to deal with. 



		Intelligence Conveyancing



		· Good Feedback from Digital Services on Command and Control Structures. 



		Command, Control and Coordination



		· Maintained excellent Situational Awareness

· JESIP Principles were adhered to. 

· Impact on Sites – Teamwork was evident. 



		Risks and Harm Reduction processes



		· Bronze Teams on Site fed to services quickly and in a timely manner. 

· Managed Expectations of Staff. 

· MH/LD Service: Staff kindly volunteered to stay on to update systems. (CAHMS Crisis referrals). 

· Finding solutions on how to aid with Digital reliance  

· Having Diverse Lenders for Digital Systems. (Not reliant on one lender). Virgin, Sky etc. 

· Test procedures. Arrange Task and finish Group to allow mitigation. 



		Mutual Aid/Stakeholder involvement



		· Welsh Government

· BT

· Digital Health Care Wales



		Current Business Continuity Arrangements: Service, Service group and Strategic Levels



		· See Service Group Updates. 





		Recovery



		· Mop Up sessions to record hard copies to digital systems.

· MH/LD. CAHMS referrals updated to systems by staff (overtime)

· Post BCI Debrief. 

· Lessons Learnt/Identified. 
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TEAMS



 



 



LOOKING BACK



 



From your experience, what did you find 
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the most challenging aspects of the response?



 



Preparedness, contingencies and actions prior to BCI declaration
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Complete loss of Connectivity



 



Ø



 



Loss of Access to Digital Health Care Wales 
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Review HEPMA BCI Documents
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Common Language
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External Network Traffic was impacted across all main Hospital Sites. 



 



Ø



 



BT Operator 
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Communication wasn’t aligned. 



 



Command, Control and Coordination



 



 






  Karen Jones  RGN, BSC (Nursing), Dip HEP   Head of Emergency  Preparedness Resilience and Response       Health Board Debrief: Declared Business Continuity Incident:  25.04.23   09:00  – 11:00 Hrs.     Loss of British Telecom Services: Impact on Health Board Digital  Systems   Agenda    TEAMS    


LOOKING BACK  From your experience, what did you find  were   the most challenging aspects of the response?  


Preparedness, contingencies and actions prior to BCI declaration  


     Complete loss of Connectivity      Loss of Access to Digital Health Care Wales       Review HEPMA BCI Documents   –   Contact Number rather than using general  number.       Service Lead clarity  –   what was established.   


Escalation processes; internal, general and specialty/regional/national  


     Please see below.    


Declaration Processes  


     08:30am  –   BCI was declared and Health  Board wi de Silver meeting was  established.    


Common Language  


   External Network Traffic was impacted across all main Hospital Sites.       BT Operator  –   Protocol Fail over      Communication wasn’t aligned.   


Command, Control and Coordination  
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Business Continuity Incident: Loss of British Telecom Services: Impact on Health Board Digital Systems: 25.04.23



Tuesday 10th May 2023

09.00 - 11.00 hrs

TEAMS











Debrief Programme

Welcome and Introductions 

Debrief Aim and Objectives                             

Debrief Methodology/Rules 

Incident Overview – 5 mins

Debrief:- 09.20 hrs

Looking Back – 45 mins

Looking Forward – 30 mins

Review and Conclusions

11.00 hrs: Close 



 

 







Debrief Aim



To provide staff with an opportunity to reflect on the preparedness, response and recovery following the declared Business Continuity Incident: 

Loss of British Telecom Services: Impact on Health Board Digital Systems on the 25.04.23



 

 





Debrief Objectives





To discuss and examine areas of good practice and to identify the key lessons during both the response and recovery phases of the Loss of British Telecom Services BC Incident by:



Identifying the key learning and forwarding observations or recommendations for change to support, preparedness, response and recovery to BC incidents in the future, (Main focus)

To collate the discussions as observations, conclusions and recommendations to improve/Feedback:

General Business Continuity Management of the preparedness, response and recovery phases for any escalating or declared BC incident in the future.

Forward recommendations to improve business continuity management processes

Improve Health Board resilience.











Debrief Methodology



The debrief approach is based on allowing participants to capture their personal experiences from a positive perspective as well as allowing for challenges to be identified.



To ensure the debrief is carried out in a way that is conducive to promoting respective organisational learning, to maximise the opportunity to retain some of the key improvements and to enhance further Business Continuity management, the debrief will be held in accordance to the Health Board Values please;

Participate in the debrief openly and honestly

Pursue your personal, the group and the organisational understanding and learning that can be derived from the debrief

Be consistent with your professional responsibilities

Respect the rights of individuals

The purpose of the debrief is not to attribute blame and is not a test of individual’s response 







Speak to roles, responsibilities  and tools, 

5



Incident Overview











		Timeline		Intervention		Action

		08:30		Loss of External Network Access across all sites		 

		08:35		 First Report from Users		Digital Operations Investigates and collates the issues

		09:05		Digital Silver Established (Meet throughout day)
- includes key system owners such as Path and Radiology
- includes key SDG leads
- includes Emergency Preparedness Resilience and Response team		- Digital Bronzes set up on each site
- Agreed requirement to establish HB wide Silver

		10:00		DHCW/BT/HB Silver Meeting Established (Meet throughout day)
- confirmed that there was an issue with the PSBA infrastructure and that it was related to an issue being experienced by other HBs since the 20th April. BT aware of problem and already investigating and testing resolutions. Hoping that the problem should resolve itself in 20mins as Network routes re-established.		- SBU Digital representative identified to attend and feedback to HB.
- feedback to HB Silver

		 		 		 

		10:10		HB Silver convened by Matt John. The meeting included senior representation from all SDGs, Digital services and key system owners. Due to service issues with Teams caused by the incident telephone dial in service provided. Assessments provided from each site showed that systems were impacted across Morriston SDG, MH&LD SDG, NPT SDG, PCT SDG and MH and LD SDG. Singleton SDG had less of an impact. Where sites were experiencing issues with systems Business continuity measures had been put in place and were broadly working as planned		- establishment of site Silvers confirmed
- updates from each site received
- issues with business continuity measures reliant on Digital to be reported to in site Digital teams

		10:30		Morriston - Return of some national systems at Morriston but intermittent and not internet access. Sing/NPT still no access. (Reported through Digital Silver)		- Initial fix applied by BT







		Timeline		Intervention		Action

		11:00		DHCW/BTHB silver meeting held
- BT confirmed a fix had been identified and was being put into place		- feedback to national team that fix has not significantly improved services to SBU sites

		11:30		HB Silver - Representation from all SDG Silvers, Senior Digital services and key system owners and COO little improvement in access to system reported by SDGs. Business continuity measures in place continue. PCT confirm cancelation of virtual clinic. Patient services on all sites continue
Singleton starting to report issues with the access to national services		- reports from all site Silvers received
- Digital to look at routing traffic for Singleton through Morriston to improve the situation in Singleton

		12:00		DHCW/BT/HB silver meeting held
BT confirm workaround now in place. Most HBs are operating normally except SBUHB, CTMHB (PoW only) and ABUHB.		- national request for a formal update from BT

		12:15		POW - some national system access returns, but intermittent and no internet
		 

		13:00		BT Engineer meeting starts between BT and SBU 		 

		13:00		NPT – some national system access returns, but intermittent and no internet 		 

		13:30		Singleton -  traffic sent via Morriston, realising some improvement a Singleton but no internet		 

		13:30		DHCW/BT/HB silver meeting held

No update		 







		Timeline		Intervention		Action

		14:00		HB Silver - Representation from all SDG Silvers, Senior Digital services and key system owners and COO little improvement in access to system reported by SDGs. Business continuity measures in place continue but services strained.  No timeline on BT fix available. Agreed to declare a BC incident		- COO to initiate BC declaration 
- Next update to be provided to 16:00 safety huddle

		15:30		Singleton - traffic attempt to put back by BT Engineers as working example – causes more issues a Singleton		 

		15:30		DHCW/BT/HB silver meeting held

BT confirmed that ABUHB had also had major problems, and they had separate level 3 BT team working on their problem, and they have believe that they resolved the issue and were now helping with our issues.		 

		16:00		HB Silver / Safety Huddle

Services confirm that access to national digital solutions and internet persist. Agreed update required to 20:00 Safety Huddle		- Digital to arrange cover for 20:00 safety huddle and enhance on call arrangements
- agreed that if BT identify a fix it should be applied even if out of hours at risk that current level of services deteriorate

		17:00		DHCW/BT/HB silver meeting held

BT confirm a fix has been applied, SBU Digital report that there are signs of improvement in access to internet		- Digital to confirm with site Bronzes and service leads that services are back on line

		17:30		Digital Silver
- Bronzes and sites confirm services have returned		- update to be provided to Gold on call, COO and DoD

		20:00		HB wide Silver/ Safety Huddle
- SDG silvers confirm all digital services continue to be operational and business continuity plans have been ceased.
- Agreement to stand down BC incident		- COO to declare end of BCI

		20:30		HB stands down HB Wide Silver
HB stands down BCI
Digital Silver and Bronze stands down		 







GE attended IMB on Tuesday 2nd of May. Initial findings were given (See Below). The time shown we believe is dated the 240423, which was when ABU started having problems. Also it was noted that WAST had been having intermittent problems since early April.






BT were due to provide initial incident investigation by Friday 5th of May ( nothing received yet)













SDU Responses

		Impacted Systems (Digital Systems/Services)

		WPAS
Lims
Teams
Signal
HEPMA - Initially

		WLIMS, WCP, Roche Dialogue (used to raise cases with supplier)

		WPAS
Microsoft programmes- email/teams
ADASTRA

		intermittent access to TEAMS, WPAS, WNCP, Hepma, WNCR, TOMS

		all web based systems were affected, TEAMs via on site devices including our control and command room screens, WEDS, WPAS, WCP, Signal on Wards



		Did your Service/Department enter Business Continuity?

		Yes

		Yes

		Yes

		Yes

		Yes



		Was there an impact on patient care provided by your service/department from this incident?

		Yes

		No

		Yes

		No

		No







		If so, please briefly describe the Business Continuity measures deployed.

		A  Silver cell was set up in the coordination centre to manage the escalation process and comms to all staff. Whilst at this point Business Continuity Incident (BCI) was not called, Morriston undertook all actions as if it was a BCI.
The Site was already under extreme pressure and operating at high level of escalation 4 (20) – with high volumes of patients waiting speciality review and bed allocation.  
Business Continuity Incident (BCI) was officially declared by IT at 11:52 due to all systems being affected across Swansea Bay Health Board and across Wales – which was caused by a national British Telecom’s failure - no time frame of resolution at this point.
In order to support the hospital the following actions were undertaken:-
- Silver Cell meetings were undertaken every 2 hours to ensure regular updates and actions were undertaken.
- Operational meetings continued to ensure “Business as usual “.
- Update and situation overview given to WAST, Service groups and all senior nurses and managers within Morriston.
- All ward areas reviewed for safety and BCI plans instigated to revert to “pen and paper “.
- Pharmacy implemented HEPMA BCI with a backup computer to ensure Medication and TTO could be given safely.
- Radiology BCI instigated to ensure all images could be reviewed.
- Pathology LIMS back up implemented.
- All areas supported by senior nursing, Medical and Senior Managers.
- Facilities ensured Radios ready in case of Phone outage , and also process put in place to support staff and relatives in the canteen as “Cash only “.


		We did not enter full business continuity as access to WLIMS/WCP was intermittent across the HB. When needed we used the lab middleware to manually enter blood requests and either printed or phoned results. We also used laptops and connected via VPN to get the through the work minimising the impact on the lab.

		Local administrative processes adopted in SPOA/111 press 2.
Cancellation of 2 ECT patients due to uncertainty in systems being available


		Site walkabout to all critical departments to assess impact of digital shutdown.  Silver C&C updated. Reminder issued to wards on how to access stand alone default printers for WNCR with printed instructions.  OPD clinical lists printed, if system down outcomes to be printed retrospectively.  Clinical areas advised to ring Path for any urgent bloods.  Business as usual in cardiorespiratory, radiology, theatres, endoscopy, audiology.  No urgent or critical issues highlighted.

		Communication was done via mobiles where Teams was working work devices and personal.  Service areas went back to paper systems where necessary, clinic bookings are always printed at the end of the day for the next day so these were available in most clinics for patients who were due to be seen







		 If any business continuity measures did not work as expected please provide details below.

		The only issue we experienced on site initially from 8.20am we were unable to contact Digital services to report the issues.  Karen Jones, EPRR lead was on site who managed to contact Digital Services Manager

		

		

		only issue was contact across sites collectively as TEAMS was intermittent.  mobiles deployed stakeholders advised to attend meetings in person in C&C centres for information sharing.

		none



		If so, please describe the impact.

		We had no way of knowing what patients were in ED or any wards.  We needed to revert to using Major Incident Packs within ED, in ward areas we operated with pen & paper.  Pharmacy initially reported a delay in patient  TTO's to be discharged, however it was noted that the BCI computer for HEPMA was working and ED were advised to use paper FP10's for discharge meds.  All wards and departments reverted to their BCI Plans.

		Impact unknown, clinicians would need to answer this. We did receive several calls from A&E as they were unable to access to WCP during the day.

		As above

		

		







Debrief  

Looking Back – 45 minutes

From your experience; what were the most positive & challenging aspects of both the Incident response and recovery phases?

Themes:

Command, control and coordination

Response

Communications, engagement and information flows: Internally and Externally

Interdependencies

Risks

Escalation Processes

Service Impact

Business Continuity Arrangements

Recovery











Debrief 

Looking Forward – 30 minutes

 

During the look back discussions, what are the most significant learning points to inform future improvements?

Themes:

Command, control and coordination

Response

Communications, engagement and information flows: Internally and Externally

Interdependencies

Risks

Escalation Processes

Service Impact

Business Continuity Arrangements

Recovery







What Next?



Collation of key points to inform:

General Business Continuity Management of the response and recovery phases for any declared BC incident in the future

Health Board resilience















Summary
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Root Cause: BT had one of their 100gig links in CPOPO1 had gone down.
Work was carried out and once power had been restored, it caused a BGP flap on their end around
2:30pm, due to this we had lost default route.

BT REF: inc413476
Main route cause currently is a bug in the Cisco [0S used by the 4 Rbute Reflectors in Cardiff, Newport,

S B
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External Network Traffic Impact at Main Hospitals
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