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1. [bookmark: _Toc135660318]INTRODUCTION 
 
Swansea Bay University Health Board (SBUHB) is committed to fulfilling its legal
obligations when responding to a Subject Access Request (SAR) under data protection legislation for living individuals, and the Access to Health Records Act for deceased individuals’ personal information.


2. [bookmark: _Toc135660319]POLICY STATEMENT / LINKS TO LEGISLATION

This Policy has been developed to support compliance with legislative requirements and in accordance with the UK General Data Protection Regulation (UK-GDPR) (2016), the Data Protection Act (DPA) (2018) and the Access to Health Records Act (1990).  

[bookmark: _Toc135660320]3.	DEFINITIONS

	Data Protection Legislation:
	UK General Data Protection Regulation (UK-GDPR) (2016) and/or the Data Protection Act (DPA) (2018)

	Personal Data:
	Any information identifying and/or relating to a living individual. Examples of key identifiable personal data include (but are not limited to) name, address, full postcode, date of birth, NHS number, Hospital Number, National Insurance number, health data, images, recordings, IP addresses, email addresses etc.  This information may be found in a number of different sources such as health records, emails, business mobile phone texts, Microsoft Teams, messaging apps, etc.  This includes all personal data held on a Health Board device or software

	Staff:
	All those working within the Health Board, whether paid or unpaid, or as a contractor, e.g. substantive and temporary staff, volunteers, students, contractors etc.

	Subject Access Request: 
	A request to access personal data of a living individual.  It does not include requests from police, courts, coroner or similar requests

	Access to Health Records Request
	A request to access health records relating to a deceased individual





[bookmark: _Toc135660321]4. 	SCOPE

This policy applies to all staff employed by or contracted to SBUHB, volunteers and students, and includes experts who SBUHB might call upon in consultation.

This policy covers requests to access identifiable data of a living or deceased individual by data subjects or their representatives.  However, it does not include requests from police, courts, coroner or other similar requests.


[bookmark: _Toc135660322]5.	AIMS/OBJECTIVES

The purpose of this Policy and any associated procedures is to ensure that staff are able to meet SBUHB’s legal obligations when processing requests received from applicants. The Policy and any associated procedures aim to:

· Ensure that SBUHB complies with the requirements of legislation governing the rights of the data subject or their representative to access their personal data;

· Ensure that an open and transparent culture is promoted and actively developed, whilst maintaining privacy and confidentiality of individuals; 

· Ensure that any requests for disclosure of health information for deceased individuals is managed via Health Board processes;

· Outline the management and accountability arrangements for legislative compliance with requests to access an individual’s data within SBUHB;

· Ensure that all requests for an individual’s data are responded to within the legal timeframe, irrespective of where they have come into the organisation, and whether in writing or verbally;

· Provide a consistent and legally compliant approach to the management of individuals’ data requests across SBUHB;

· Ensure that in cases where information is covered by an exception or exemption, consideration is given to its release and advice sought from the Information Governance (IG) Team if required;

· Ensure that appropriate training is provided to relevant staff;

· Provide guidance for staff on how to deal with an individual’s data request under each piece of legislation;

· Ensure a relevant health care professional has assessed the potential release of an individual’s data in accordance with legislation, and has sought the advice of the IG Team if required;

· Ensure adequate and legally compliant redaction has taken place before release;

· Ensure complaints regarding information requests are dealt with in line with SBUHB procedures; and

· Ensure that any application of fees for the processing of requests are considered in accordance with current legislation.


[bookmark: _Toc135660323]6.		ROLES AND RESPONSIBILITIES

6.1	Chief Executive
The Chief Executive has overall responsibility for data protection and confidentiality within SBUHB.  As accountable officer, they are responsible for the management of the organisation and for ensuring appropriate mechanisms are in place to support safe and secure handling of confidential and individuals’ data.

6.2 	Senior Information Risk Owner (SIRO) 
The Director of Digital is also the identified Senior Information Risk Owner (SIRO) and will take ownership of information risk. The SIRO is a key factor in successfully raising the profile of information risks and embedding information risk management into the Health Board’s culture.

6.3 	Caldicott Guardian
The Caldicott Guardian and their Deputy has specific responsibilities in relation to patients’ data.

6.4 	Data Protection Officer 
The Data Protection Officer has delegated responsibilities from the Chief Executive, specifically in regards to Health Board compliance with data protection legislation and the rights of data subjects.

6.5	Access to Health Records Team 
The Access to Health Records Team will aim to process all relevant requests for patient information within legal timeframes, and are responsible for their coordination and release accordingly.  The Team submit a SAR compliance report to IGG on a quarterly basis.  The Access to Health Records Team will forward any requests outside of their remit or responsibility for processing to the relevant department.

6.6	Workforce & OD 
Workforce & OD will aim to process to all relevant requests for staff records within legal timeframes, and are responsible for their coordination and release accordingly.  They submit a SAR compliance report to IGG on a quarterly basis.

6.7	Nominated Information Assess Owners / Administrators (IAOs/IAAs)
The Health Board’s Information Asset Register has nominated IAOs / IAAs.  It is their responsibility to support the Access to Health Records Team, W&OD SAR Lead or other relevant departments who process their own requests, in locating data relating to living or deceased individuals following a request to access that data by the data subject or their legal representative.

6.8	All Staff 
All Health Board staff, including temporary, agency, contractors, students, volunteers and anyone else providing a service on behalf of the Health Board, as well as Health Board employees working from a non-Health Board site, are responsible for the appropriateness of accessing an individual’s data available to them, i.e. staff must not access information that is not relevant to their role. Staff should seek advice from the IG Team if they are unsure on this point. 

Staff also have a responsibility to adhere to information governance policies, procedures and standards.  

Staff have a responsibility to ensure a request for an individual’s data is dealt with by the appropriate team (see section 12 if support required) within the legal timeframes, irrespective of whether that request is written or verbal. 

Staff are responsible for ensuring that all written communication/records are professional and accurate as all records will be disclosed on request where there is a legal basis to do so. This includes, but is not limited to, all contents of health records, e-mails, teams chat, messaging apps, mobile phone texts, etc.

[bookmark: _Toc135660324]7.	RECOGNISING AND RESPONDING TO A SAR

UK-GDPR has a number of listed Individuals’ Rights.  One of these is a Right of Access, detailed within Article 15.  A SAR is a request to access personal data of a living individual.  It does not include requests from police, courts, coroner or similar requests, which will likely rely on an alternative legal basis.  It does not include requests for corporate, anonymised or statistical data these may be disclosed under the Freedom of Information Act where applicable.  It may include pseudonymised data.  The request may be verbal or in writing, including via social media.  The requestor has a legal right to receive any information the Health Board holds on the individual, irrespective of where/how that data is held, unless an identified legal exemption applies.  Any information on that individual received from another organisation but filed in a Health Board repository is also considered for release as it now forms part of the SBU record.
If the recipient is in any doubt as to whether they have received a SAR, then please see Section 13 of this Policy and seek immediate advice as the legal timescale for response may start the day the request is received by the organisation.

There are some departments that either are responsible for a broad range of patient SARs such as the Access to Health Records team, a broad range of staff SARs such as Workforce and OD, or are responsible for SARs in their own areas such as, but not limited to, EMRTS, WFI, Counter Fraud, Occupational Health, Patient Feedback Team and Strategic Planning.  These departments must have a formal Standard Operating Procedure (SOP) that ensures their legal compliance, and advice should be sought from the IG Team if required (see section 13).

For the Health Board to remain compliant with UK-GDPR, all staff must be aware of the following: 

· There is a timeframe of one month to respond to the requestor, which can occasionally be extended to a 3 month maximum for certain complex cases as long as the requestor is kept informed throughout.  It is therefore imperative that any member of staff receiving a SAR, whether verbally or in writing, passes it on to the appropriate team immediately for processing.

· It is essential that all information collated for potential release is carefully and thoroughly checked to avoid any potential data breaches or inappropriate disclosure. Where appropriate and justifiable, relevant information must be redacted prior to release. The review must include:

· Personal data relates to, or has been provided by a third party who could be identified from that information, unless that individual consents to the access, or it is reasonable to give access to the information without that consent;
· Consideration of other legal exemptions that may apply to the data in question. These may include:
· Crime, law and public protection
· Regulation, parliament and the judiciary
· Journalism, research and archiving
· Health, social work, education and child abuse
· Finance, management and negotiations
· References and exams
· National security and defense

· Specific exemptions may apply for health data and the following additional checks, and redaction, where appropriate, must be undertaken by a Health Professional and any subsequent release approved:

· If disclosure would be likely to cause serious harm to the physical or mental health or condition of the patient (if a patient SAR), staff member (if a staff SAR) or of any other individual (known as the serious harm test for health data);
· If the applicant is not the patient, access must not be given to any part of a record, which in a Health Professional’s opinion would result in information being released that the patient would not have consented to be disclosed or has expressly indicated should not be disclosed. This also includes information relating to any examination or investigation, to which the patient only consented to in the expectation that the information would not be disclosed;
· Where a child is under 13, data should not be released to a person with parental responsibility if: 
· the information has been provided by the child in the expectation that it would not be disclosed to the person making the request; 
· obtained as a result of any examination or investigation to which the child consented in the expectation that the information would not be disclosed; 
· Which the child has expressly indicated should not be disclosed;
· Similar permissions apply to a person incapable of managing their own affairs and a request has been made by a person appointed to manage those affairs.

Advice may be sought on any of the bullet points above by contacting the most relevant team noted in section 13.

[bookmark: _Toc135660325]8.	IMPLEMENTATION

This Policy will be published in line with the corporate Policy on Policies and awareness is raised via communication channels such as the Intranet, IG SharePoint pages, email cascade, Policy Acceptance function and IG training.

[bookmark: _Toc135660326]9. 	POLICY COMPLIANCE

Monitoring of this policy will be the responsibility of the Information
Governance Group (IGG). The Policy and supporting procedures will be 
disseminated throughout the organisation.  Escalation of issues will be through Workforce and Digital Committee to the Board.

[bookmark: _Toc135660327]10.	EQUALITY IMPACT ASSESSMENT STATEMENT

This policy has been subject to an equality impact assessment and no impact has been identified.	


[bookmark: _Toc135660328]11. 	REFERENCES

The legislation and guidance supporting this policy include but are not limited to:

· Data Protection Act 2018 
· UK General Data Protection Regulation (UK-GDPR) 2016
· Access to Health Records Act 1990
· Common Law Duty of Confidentiality
· Caldicott Report 
· Caldicott Principles into Practice (C-PIP) Foundation Manual for Caldicott 
	Guardians
· Confidentiality: Code of Practice for Health & Social Care in Wales

[bookmark: _Toc135660329]12.	DOCUMENTS TO BE READ ALONGSIDE THIS POLICY

· Information Governance Framework
· Information Governance Policy
· Information Governance Procedures
· Information Security Policy
· Procedure for responding to requests for an individual’s data (in development)
· Freedom of Information Act Policy
· Health Records Policy
· Health Records Retention and Destruction Policy
· Health Records Storage and Security Policy
· Access to Health Records Policy

[bookmark: _Toc135660330]13.	SUPPORT/GETTING HELP

For advice regarding patient SARs, please contact accesstorecords@wales.nhs.uk 

For advice regarding staff SARs, please contact sbu.hrhub@wales.nhs.uk 

For information governance / data protection legislation advice, please contact sbu.confidentialityissues@wales.nhs.uk 

For advice regarding non-personal data release requests, please contact FOIA.Requests@wales.nhs.uk 


[bookmark: _Toc135660331]14.	RESOURCES

14.1	The IG Team should have sufficient resource in order to advise staff on compliance with legislative requirements.

[bookmark: _GoBack]14.2	Both the Health Records Department and also the Workforce Department should have sufficient resource in place in order to be able to respond to requests for an individual’s data in compliance with legislative requirements.
 
14.2	Divisions should ensure that their appointed staff have sufficient time and resource in order to execute their responsibilities in complying with requests for an individual’s data and the exercising of individual’s rights in relation to their data.

[bookmark: _Toc135660332]15. 	TRAINING

15.1	All staff within SBUHB are mandated to undertake Information Governance training and the information necessary to ensure compliance is covered within it. This training must be renewed every two years. 

15.2	Additional training is provided by the IG Team for those staff nominated as Information Governance Champions for their Service Group/Corporate Department.

[bookmark: _Toc135660333]16. 	AUDIT

16.1	Every attempt is made to ensure that new policies and procedures, as well as revised policies and procedures, are disseminated widely throughout SBUHB. However, all staff must also take responsibility for familiarising themselves with the above on a regular basis. All documents and guidance will be available on the SBUHB intranet site and disseminated via bulletins etc. 

16.2	Compliance with this policy and any issues arising will be subject to periodic review. Any recommendations will normally be implemented after review by the IGG.

16.3	Regular audits to review compliance with the mandated information governance training will be carried out to ensure compliance with this procedure.

16.4	Periodic audits will also be carried out by the Health Board’s internal audit team and/or the IG Team.


[bookmark: _Toc135660334]17. 	REVIEW

This policy adheres to legislative and statutory requirements and will be reviewed at least every 3 years or sooner if there is a change to legislation.
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