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	Agenda Item
	2.5

	Freedom of Information Status
	Open
	Reporting Committee	
	Information Governance Group (IGG)

	Author
	Claire Parsons, Head of Information Governance/Deputy Data Protection Officer  

	Chaired by
	Matt John, Director of Digital, SIRO

	Lead Executive Director (s)
	Matt John, Director of Digital, SIRO

	Date of last meeting
	22 June 2023


	Summary of key matters considered by the committee and any related decisions made: 

	Changes to reporting structures – Members were informed that proposed changes to the reporting structure for IGG had been formally approved by Management Board and Workforce and Digital Committee, making this the last meeting of IGG in its current format. The terms of reference for the new Information Governance & Cyber Security Assurance Group (IGCAG) and Information Governance Learning & Operational Group (IGLOG) - which will replace the previous Information Governance Partnership Group (IGPG) - are currently in development. 

Cybersecurity – On the 31st May, a vulnerability was discovered in MOVEit, which is the approved system used in NHS Wales and known as the Secure File Sharing Portal. The vulnerability meant the possibility of escalated privileges and potential unauthorised access to NHS Wales networks. DHCW were notified of the threat 1st June 2023 and the system was immediately taken down for patching the critical vulnerability. Rigorous testing was carried out to ensure there was no breach or risk to the system, before bringing the service back online. Additional security actions and monitoring was implemented to strengthen the system against any future attack. The Cyber Security Team updated on a number of threats and vulnerabilities currently being monitored to maximise cyber security within the Health Board. Key risks identified within the NIS Cyber Assessment Framework are being managed and monitored within DATIX. The system used to test SBU staff’s ability to recognise a malicious email is highlighting a continued improvement. Any member of staff that inadvertently clicks on a suspicious link in the email are then targeted for additional cyber security training.  

Mandatory Training Compliance – The new joint training package for Information Governance, Cyber Security and Records Management went live in May as part of the Core Skills Framework. The new training is being implemented on a rolling basis as staff competencies expire for the previous IG package. All three modules must be completed in full before competency is awarded. Training compliance has increased from 81% to 85% (details available in Appendix A) since the last meeting, a step closer to the target of 95% compliance. All Directorates/SDG leads were asked to continue to support staff in prioritising completion of training.

Data Protection Impact Assessments (DPIAs) – Following last year’s successful DPIA pilot and the on-going adoption of the process for a three tiered system, DPIAs continue to be managed using a risk assessment approach with only the highest risk tiers being subject to full IG scrutiny. 
The remainder receive IG scrutiny only on the most high-risk areas of information sharing. March figures saw the usual increase in DPIAs received due to end of financial year funding and new projects requiring a DPIA.  

Blood Enquiry – Lifting of the Embargo on the Destruction of Records – The Health Records report updated that the embargo in place since 2018 for the ongoing retention of all records has now been formally lifted. Destruction of records can now re-commence in line with the revised Records Management Code of Practice. The only exception relates to records that have previously been provided to the Inquiry, these must continue to be retained on an indefinite basis or until further advice/guidance on the retention of these records is received from the Inquiry.

IG Strategic Work Plan 2023-25 – Planned actions and timescales for 2023/24 were reviewed, updated and re-prioritised based on the key priorities for the coming year. The updated plan was presented and agreed by IGG.

IG Toolkit – The Welsh IG Toolkit assessment was submitted in advance of the deadline of 30th June. Priority areas identified within the Toolkit requiring further action have been added to the Strategic Work Plan for this year. A copy of the Toolkit scoring breakdown report was provided for information and can be found at Appendix B.

Subject Access Request (SAR) Policy – The new organisational-wide SAR Policy was presented to the group. The policy aimed to address the gaps identified during the IG internal audit and meet the action noted on the Health Board Risk Register. Subject to comments (none of which were received) the policy was agreed for submission to Workforce and Digital Committee for formal approval. 

Members of the Workforce and Digital Committee are requested to:

· APPROVE the Subject Access Policy, attached at Appendix C, for use within the Health Board.



	
Key risks and issues/matters of concern of which the board needs to be made aware:

	Freedom of Information Act Request Compliance – The Health Board received 176 FOIA requests during Qtr4 2022/23.  The Health Board answered 80.68% of these requests on time (within the 20 working days).  This is a decrease in performance when compared to the same period in 2021/22, which was 83.45% Overall compliance remains below the Information Commissioner’s Office (ICO) target of 90% and the team continue to make improvements to improve response rates.

Organisational IG Issues/Risks – The risk of non-compliance with subject access requests (SAR) remains on the Health Board Risk Register with measures being progressed to mitigate the risk as far as possible. Approval for a dedicated Information Governance Manager responsible for providing SAR IG advice has been approved to support the organisational SAR work going forward. 

IG Audit – An IG audit was undertaken on 16th May in response to an ICO-notified breach within the Wales Fertility Institute. The audit produced an Amber score with a follow-up required within 6 months.

IG Breaches – The revised IG Incident and Near Miss Procedure was presented and approved. Four breaches were reported to the ICO since the last IGG, all of which have been closed with no further action required beyond lessons learnt. During the reporting period 
1st December 2022 – 31st May 2023, 575 IG related incidents and near misses were notified via DATIX and followed up by the IG Team in line with the agreed procedure. A further 661 incidents were notified via DATIX, following review by the team these were determined to not be IG related.

IGG Lead Updates – Following Internal Audit’s recommendation, reports deemed required but not received are to be highlighted within this report: No report was received from W&OD


	Delegated action by the committee:

	No delegated action was taken by the committee at this meeting.

	Main sources of information received:

	· IG Update Report
· IG Key Performance Indicators
· Cybersecurity Report
· FOIA Report
· Health Records Report

	Highlights from sub-groups reporting into this committee:

	No sub-group reports to note

	Matters referred to other committees 

	No matters were referred to other committees at this meeting. 

	Date of next meeting
	Date of IGCAG to be confirmed




Appendix A
The table below shows Mandatory IG Training compliance by SDG/Corporate Department:

	    Area
	Number of staff in area @ 01.06.2023
	Compliance % as it stands on 01.06.2023
	Movement from last IGG Reported Compliance % 

	Corporate Departments
	

	Board Secretary 
	79
	86
	+3

	Chief Operating Officer
	946
	77
	+10

	Clinical Medical School
	19
	74
	-16

	Clinical Research Unit
	44
	98
	+7

	DICE
	18
	100
	+13

	Digital Services
	342
	93
	-2

	Dir of Strategy  
	176
	93
	+8

	Dir of Transformation
	29
	76
	0

	EMRTS
	78
	87
	-4

	Finance & Estates
	244
	88
	+2

	Medical Dir
	27
	100
	0

	Nurse Dir
	67
	85
	-3

	Workforce & OD
	177
	88
	+3

	SDGs
	

	Mental Health & LD
	1652
	88
	+3

	Morriston
	3991
	79
	+4

	NPTS
	3058
	86
	+4

	Primary Care & CS
	2191
	90
	-1

	TOTAL
	

	Overall Health Board
	13140
	85
	+4 
















Appendix B
IG Toolkit 2023 Submission

Section 1 – Accountability
	Area of Concern
	Minimum Expectations
	Expectations Exceeded

	Leadership & Oversight
	100%
	85%

	Policies & Procedures
	100%
	100%

	Training & Awareness
	93%
	n/a

	Individuals Rights
	100%
	50%

	Transparency
	90%
	n/a

	Records of Processing & Lawful Basis
	55%
	n/a

	Contracts & Information Sharing
	100%
	33%

	Risks & DPIAs
	78%
	n/a

	Records Management & Security
	100%
	54%

	Breach Response & Monitoring
	100%
	100%



Section 2 – Freedom of Information (FOI) and Environmental Information (EIR)
	Area of Concern
	Minimum Expectations
	Expectations Exceeded

	FOI & EIR
	100%
	100%



	Area of Concern
	Minimum Expectations
	Expectations Exceeded

	Information Security Measures
	91%
	n/a


Section 3 – Information Security Measures

	Area of Concern
	Minimum Expectations
	Expectations Exceeded

	Business Continuity
	100%
	100%


Section 4 – Business Continuity

Notes
· Scores relate to the percentage of questions in each section that we can positively evidence compliance with. 
· Any section that does not score 100% for “Minimum Expectations” results in the “Expectations Exceeded” questions for that section remaining closed (noted in the table as n/a).  
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