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Meeting Date 28th March 2019 Agenda Item 4.3 
Report Title Emergency Preparedness Resilience and Response (EPRR), Annual 

Audit and Update on Brexit preparedness 
Report Author Karen Jones, Head of EPRR; Joanne Abbott-Davies, Asst Director of 

Strategy & Partnerships 
Report Sponsor Siân Harrop-Griffiths, Director of Strategy 
Presented by Siân Harrop-Griffiths, Director of Strategy 
Freedom of 
Information  

Open 

Purpose of the 
Report 

This report provides the Health Board with an annual update of the Health 
Board’s activity regarding Emergency Preparedness, Resilience and 
Response, (EPRR). It also contains the Health Emergency Planning 
Annual Audit for 2018 and an update on Brexit Preparedness. 

Key Issues 
 
 
 

Delivery of a robust Emergency Preparedness, Resilience and Response 
work programme will ensure: 

• A fully engaged workforce in resilience matters; 
• With the adoption of new major incident clinical guidelines that 

effective patient outcomes are achieved when patients are treated 
as part of an emergency incident; 

• Effective governance and continued multi-agency partnership 
working in civil protection duties; 

• Delivery of safe patient care by securing a risk and business impact 
assessment with appropriate mitigation measures as the foundation; 

• EPRR is evaluated against the National Resilience Standards 1 - 12 
in order to meet expectations and leading practice in order to build 
on and complement the statutory duties under the Civil 
Contingencies Act 2004 and other relevant legislation; 

• The aim of the delivery of EPRR is to complement both the 
Organisational Strategy and Clinical Services Plan. 

Specific Action 
Required  

Information Discussion Assurance Approval 
  √  

Recommendations 
 

Members are asked to: 
• APPROVE the Emergency Response Plans as listed. These are 

available via the major incident central drive on iBabs. 
• NOTE the progression of EPRR and the challenges/risks and 

actions to mitigate the risks that remain; 
• NOTE the progress with Brexit preparedness within the Board; 
• NOTE the Welsh Government Health Emergency Planning Annual 

Audit for 2018. 
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EMERGENCY PREPAREDNESS RESILIENCE AND RESPONSE, (EPRR) 

 
1. INTRODUCTION 

This report provides the Board with an annual update regarding Emergency 
Preparedness, Resilience and Response, (EPRR) in accordance with; 

o The civil protection duties under the auspices of the Civil Contingencies Act 
(CCA), 2004; 

o The terms of reference of the EPRR Strategy Group 
o The recommendations by Internal Audit Report, 2018/2019 - Business 

Continuity and Disaster Recovery. 

 
The report specifically focuses on the EPRR achievements and challenges and the 
plans to address them during 2019, whilst highlighting specific issues that remain 
outstanding. In addition, the following are included and intrinsically linked; 
 

o A chart listing the ABMU Emergency Response Plans approved by the EPRR 
Strategy Group for formal approval by the Board as Appendix 1.  Full 
documents are available on iBABs. 

o Table showing key achievements and planned work programme for EPRR as 
Appendix 2. 

o The Health Emergency Planning Annual Audit for 2018 as Appendix 3 
o The ABMU Brexit Preparedness Assurance Documents are available on 

iBABs. 
 
 
2. BACKGROUND 

Health Board EPRR is undertaken through the principles of integrated emergency 
management, (anticipation, assessment, prevention, preparation, response and 
recovery), as an all-inclusive, cyclical approach to preventing and managing 
emergencies. This work is underpinned by a rigorous risk assessment, which steers 
the EPRR work and consequent training and exercising programme. 
 
The EPRR Strategy Group focusses its work plan accordingly, to ensure the Board is 
meeting its civil protection responsibilities as a Category 1 Responder, as defined in 
the Civil Contingencies Act 2004. Furthermore, the work plan and associated 
assurance monitoring also encompasses the scrutiny of associated reports, 
recommendations and guidance following incidents, exercises and events to ensure 
that lessons are learnt where appropriate. 
 

3. ASSESSMENT 

The attached EPRR Audit (Appendix 3) and the table showing progress against the 
EPRR work programme and planned actions (Appendix 2) demonstrate that good 
progress is being made in all required areas. 

The completed Annual Audit was submitted to Welsh Government by 31st January 
2019 as required.  A formal assessment report of the position of ABMU Health Board 
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compared with other Health Boards across Wales has not yet been received but will 
be circulated to Board members once available. 

There are a number of key challenges for ABMU Health Board in addressing the EPRR 
agenda, as outlined below: 

• During an emergency, the Health Board will need to provide an appropriate 
response to minimise the impact and mitigate the risks. The Health Board has 
been successful in this, as evidenced by the response to business continuity 
incidents over the past year and the Brexit preparedness planning that is 
currently underway. In addition, the HB response to the data centre failures 
during 2018 was seen as evidence of good practice and was included within 
national reports.  

• Availability of personnel and financial resources to ensure delivery of the EPRR 
Strategy and in particular to allow the Health Board to remain in a state of 
readiness as well as having the resilience to respond to an emergency, 
particularly where this is protracted.  This will be a particular issue in responding 
to the national and regional battle rhythm requirements in readiness for Brexit 
and to ensure appropriate command, control and coordination arrangements 
are maintained. 

• It is recognised that following the appointment of a number of new Executive 
Directors, not all have undertaken Wales Gold (a Strategic Command and 
Control course).  To support Executive Directors in their on call requirements 
the Head of EPRR has undertaken a Strategic awareness session with each 
and compiled a specific major incident on call folder with a range of relevant 
information for them. Plans are in place to ensure all Executive Directors 
receive appropriate training, either through the full Wales Gold course or an 
abridged version, which is being discussed within NHS Wales currently. 

• The Bridgend Boundary change is occurring simultaneously with Brexit and 
both are challenging in terms of planning for preparedness and some of the 
unknown consequences that may occur.  Discussions have been underway 
with Cwm Taf UHB to ensure a smooth transition of EPRR arrangements.  The 
existence of a separate Princess of Wales Hospital Major Incident Plan has 
been helpful in this regard.   
 

4. GOVERNANCE AND RISK 

There is an increasing drive to ensure that Health Board services are resilient in 
dealing with a much wider range of threats and hazards that now exist in the current 
national threat level climate. This is posing some challenges in ensuring that the 
Health Board can provide full assurance in delivering its civil protection duties, 
focussing on proactive processes instead of reactionary processes in responding to 
some emergencies that could possibly be avoided. 

The appointment of the EPRR Manager to support the Head of EPRR has increased 
resilience in this area which will aid the process of meeting some of these challenges 
and in particular in embedding a robust training and exercising strategy.  To further 
mitigate the capacity and ongoing resilience issues, there has been a considerable 
effort to ensure there is appropriate representation from across the Health Board 
including Corporate Departments, support service departments and Service Delivery 
Units at the EPRR Strategy Group meetings. Assurance has been sought with regard 
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to the respective feedback and reporting mechanisms by the EPRR leads, within these 
departments and their linkages with other HB forums, in particular Winter Planning, 
Infection Prevention and Control and Health and Safety. 
 
 
5. FINANCIAL IMPLICATIONS 
 
There are no financial implications associated with this report. Actions are risk 
assessed and prioritised within available resources. Depending on the outcome of 
Brexit negotiations, ongoing business continuity planning and preparedness may lead 
to financial pressures which will be considered as appropriate. 
 
However, availability of resources is limiting the advancement of the EPRR Strategy 
in some areas in order to meet the 12 National Resilience Standards and the civil 
protection duties to ensure the Health Board remains in a state of readiness.  EPRR 
has no established budget and is funded on an ad hoc basis through Strategy as 
issues and risks are escalated. 
 

6. RECOMMENDATIONS 
 
Members are asked to: 

• APPROVE the Emergency Response Plans as listed. These are available via 
the major incident central drive on iBabs. 

• NOTE the progression of EPRR and the challenges/risks and actions to 
mitigate the risks that remain; 

• NOTE the progress with Brexit preparedness within the Board; 
• NOTE the Welsh Government Health Emergency Planning Annual Audit for 

2018.  
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Governance and Assurance 
 
Link to 
corporate 
objectives 
(please ) 

Promoting and 
enabling 
healthier 

communities 

Delivering 
excellent 
patient 

outcomes, 
experience 
and access 

Demonstrating 
value and 

sustainability 

Securing a fully 
engaged skilled 

workforce 

Embedding 
effective 

governance and 
partnerships 

 √ √ √ √ 
Link to Health 
and Care 
Standards 
(please )  

Staying 
Healthy 

Safe 
Care 

Effective  
Care 

Dignified 
Care 

Timely 
Care 

Individual 
Care 

Staff and 
Resources 

 √ √    √ 

Quality, Safety and Patient Experience 
EPRR management falls under the domain of an integrated emergency planning 
management process and is underpinned by risk assessment. Its purpose is to ensure 
that the Health Board is fully able to anticipate, assess, prevent, prepare, respond and 
recover from an emergency, where services can be delivered effectively during an 
emergency to ensure quality, safe, effective and equitable care is continued to be 
provided to all patients during the emergency response and including the non-major 
incident patients that continue to require care. 
 
Financial Implications 
Depending on the outcome of Brexit negotiations, ongoing business continuity 
planning and preparedness may lead to financial pressures. In addition, as there is no 
established budget for EPRR, availability of resources is limited for the purpose of 
maintaining continued resilience and is funded on an ad hoc basis through Strategy 
as issues and risks are escalated. 
Legal Implications (including equality and diversity assessment) 
The Health Board is a Category 1 Responder under the Civil Contingencies Act 2004 
and consequently is required to meet its civil protection duties which include risk 
assessment, emergency planning, business continuity arrangement, cooperation and 
collaboration, sharing information and warning and informing arrangements. 
Staffing Implications 
There ae no direct staffing implications associated with this report. Retaining 
resilience requires a multi Service Delivery Unit approach and within each Unit, there 
are assigned EPRR Leads who require support to deliver the EPRR agenda. 
Long Term Implications (including the impact of the Well-being of Future 
Generations (Wales) Act 2015) 
The actions outlined in the report support the five ways of working outlined in the Act.  
ABMU Health Board are working with all partners to identify improved ways of 
ensuring resilience and securing the continued deliverability of services. 
Report History Brexit Board Report, 31st January 2019 

EPRR Board Report, 20th March 2018 
Appendices 1. List of ABMU Emergency Response Plans 

2. Key Achievements and planned work programme for 
EPRR 

3. Health Emergency Planning Audit 2018 
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Appendix 1 

Corporate/Service Business Continuity/Emergency Response Plans: - Review/Approval Schedule January 2019 

 

ABMUHB Major Incident Procedures: 

o ABMUHB Overarching Major Incident Procedure; (Strategic Response) 
o ABMUHB Morriston Hospital Major Incident Procedure; (Tactical and Operational Response) 
o ABMUHB Princess of Wales Hospital Major Incident Procedure; (Tactical and Operational Response) 
o ABMUHB Singleton Hospital Major Incident Procedure, (Supporting Hospital) 
o ABMUHB Neath Port Talbot Hospital Major Incident Procedure, (Supporting Hospital) 
o ABMUHB Burns Major Incident Procedure 

Please note: - The Health Board Major Incident Procedures are reviewed annually or sooner if amendments are required 
as a result of an incident or following an exercise. (Mental Health and Learning Disabilities and Primary and Community 
Care major incident response is embedded within the plans). 

The following emergency response plans are in addition to the Major Incident Procedures and may be invoked as 
additions to support the major incident response or as a separate and specific response to an incident that is not a 
declared major incident: 
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Business Continuity Plan, 
(BCP) 

Review Owner/Approval Action and Approval date Mitigation: 
ABM Risk Register Number 

Business Continuity 
Management Strategic 
Framework 

Risk Group Approved September 2017 
Review date: September 2019 

Corporate Risk Register  

Service Delivery Unit (SDU) 
Business Continuity Plans 

EPRR Leads: SDU’s/EPRR 
Strategy Group 

All SDU Overarching Tactical Business 
Continuity Plans in place and All Cross 
Cutting Service BC Plans, (with the 
exception of Workforce) are in place. 
SDU Service specific BC Plan 
development in place for: 

• Neath Port Talbot 
• Singleton 
• Primary and Community Care 
• In progress: 

o Morriston 
o MH&LD 
o Princess of Wales 
o Workforce and 

Organisational 
Development 

Monitored via EPRR Strategy Group 

Corporate Risk Register  
EPRR Risk Register 

Overarching Business 
Continuity/Significant 
Incident Procedure 
 
 
 

Head of EPRR/EPPR 
Strategy Group 

Approved September 2018; review 
September 2020 

Corporate Risk Register 
EPRR Risk Register 

Emergency Response 
Plans 

   

Contaminated Casualties 
Procedure 

Leads of 
SDU’s/EPRR/EPRR 
Strategy Group 

Approved 09.2017; Review September 
2019 

EPRR Risk Register 
numbers:1, 2,3,4,5,12 
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Business Continuity Plan, 
(BCP) 

Review Owner/Approval Action and Approval date Mitigation: 
ABM Risk Register Number 

Countermeasures 
Framework 

Leads of SDU’s/Medicines 
Management/EPRR 
Strategy Group 

Approved March 2017; review 2020 EPRR Risk Register 
numbers:1, 2,3,4,5,12 

Pandemic Framework and 
Tactical Plan 

Leads of PH/Infection 
Prevention and 
Control/EPRR/EPRR 
Strategy Group 

Approved March 2017; Review post 
testing; April 2019 

Corporate Risk Register  
EPRR Risk Register number: 
4 

Mass Fatalities Procedure Pathology/EPRR Strategy 
Group 

Approved December 2017; Review 
December 2019 

Corporate Risk Register 
EPRR Risk Register 
numbers:1, 2,4,5,7 

Mass Casualty Procedure Morriston/POW/EPRREPRR 
Strategy Group 

V2 Mass Casualty Arrangements for 
NHS Wales launched; July 2018.  Mass 
casualty arrangements included within 
major incident procedures and launched 
August 2018. 

1,2,4,5,7 

Security Procedures    
Bomb Threat/Suspect 
Package 

Security Group/Quality and 
Safety 

Most recent draft disseminated: May 
2017 

EPRR Risk Register 
numbers:1,2,3,8 

Lockdown Procedure Security Group/Quality and 
Safety 

Most recent draft disseminated: May 
2017 

EPRR Risk Register 
numbers:1,2,3,8 

Firearms Procedure Security Group/Quality and 
Safety 

Most recent draft disseminated: May 
2017 

EPRR Risk Register 
numbers:1,2,3 

Business Continuity    
Civil Disturbance Emergency Departments; 

POW/Morriston/EPRR 
Strategy Group 

Approved EPRR Group July 2016; 
reviewed annually 

EPRR Risk Register 
number:13 

Protocol for Managing 
Patients of Public Interest 

Emergency Department 
Morriston/Morriston SDU 

Approved EPRR Group July 2016, 
reviewed annually 

Corporate Risk Register  

Fuel Business Continuity 
Plan 

Support Services/EPRR 
Strategy Group 

Sign off March 2018; review 2020 Corporate Risk Register   
EPRR Risk Register 
numbers:8,10 

Alternative Premises for 
Critical Care Areas 

SDU’s/EPRR Strategy 
Group 

Incorporated as part of Service BC’s not 
as a separate procedure 

Corporate Risk Register  
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Business Continuity Plan, 
(BCP) 

Review Owner/Approval Action and Approval date Mitigation: 
ABM Risk Register Number 
EPRR Risk Register 
numbers:1, 2,3,5,8 

Very Very Important 
Procedure, (VVIP); Princess 
of Wales/Morriston 

Morriston/POW SDU/EPRR 
Strategy Group 

Restricted documents, plans have been 
updated and ratified by Police Firearms 
Unit.  Revised Plans have been 
forwarded to the Emergency 
Departments and are included on Major 
incident Central drive. Reviewed 
annually. 

Corporate Risk Register - 

Severe Weather to include 
Heatwave Procedure, 
Severe cold/snow and 
flooding 

EPRR Strategy Group Reviewed and approved January 2019 Corporate Risk Register  
EPRR Risk Register number: 
7 

Whole/Partial Hospital 
Evacuation Plans 

SDU’s/EPRR/EPRR 
Strategy Group 

Draft plan in place for Singleton, 
anticipated testing date: May/June 2019. 
The template will be used for the other 
acute hospital sites following testing at 
Singleton. 

Corporate Risk Register  
EPRR Risk Register number: 
2,5,7, 14 

Cyber Strategy IM&T Framework to be developed on an all 
Wales basis, awaiting update 

Corporate Risk Register   
EPRR Risk Register 
numbers:1,5,8 

Critical Care Escalation for 
large unplanned increases 
in demand 

Critical Care Service 
Delivery Group/EPRR 
Strategy Group 

To review local plans against recent 
guidance and to link to SDU BC’s; 
Steering Group established 

Corporate Risk Register  
EPRR Risk Register: 1, 2,4,5 

Raise in National Threat 
Level; HB Response 

EPRR Strategy Group Approved September 2018 EPRR Risk Register 
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Appendix 2 

Table showing Key Achievements & Planned Work Programme for EPRR 

Key Achievements Outstanding Work Programme 
Emergency Response Plans  
Health Board Major Incident Plans; ratified by 
EPRR Strategy Group and re-launched; May 
2018, following wide consultation and scrutiny. 

These plans will be reviewed during 
May 2019, as part of the annual 
review process. However, Princess of 
Wales, POW) Major Incident Plan is 
currently being reviewed in readiness 
for the boundary transition change on 
the 1st April 2019. Similarly, all 
emergency response plans will have 
the inclusion of an addendum, in the 
interim, if the response is deemed to 
be affected by the Bridgend Boundary 
transition. 
 
All Emergency response plans are 
located on the Health Board, (HB) 
Intranet and dedicated major incident 
drive. 

Appendix 1, includes all the Emergency 
Response Plans formally approved by EPRR 
Strategy Group. 

The following emergency response 
plans are either currently under review 
or are now required, and form part of 
the EPRR work programme for 2019 
• Whole/Partial Hospital Evacuation 

Plans 
• Cyber Strategy; national policy 
• Critical Care Escalation for large 

unplanned increases in Demand; 
review following guidance release. 

 
Training  
In meeting the standard civil protection duties in 
terms of training, where a live exercise has to be 
undertaken 3 yearly, a table top exercise yearly 
and communication exercises 6 monthly, 
concentration of training has included; 
• Wales Gold Command 
• Silver Command 
• Loggist 
• Some individual service specific training 

needs 
• Emergency Department response including; 

o Medical Emergency Response 
Incident Team, (MERIT) 

o Chemical, Biological, Radiological 
and Nuclear, (CBRN) 

o Lockdown  
• Maximising multi- agency training 

opportunities at Strategic, Tactical and 

Training is a fundamental element to 
the success of EPRR in terms of 
awareness and consequently 
embedding EPRR within the 
organisation. Appropriate training will 
allow for the required strategy, tactics 
and tasks for a timely response to any 
emergency that threatens the health 
of the community, disrupts services or 
results in a number of casualties. 
 
It is recognised that further training is 
required as follows; 
• Medical Staff 
• Security response 
• Training and exercising for each 

plan 
• Specialty specific walk/talk 

through and discussion exercises 
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Key Achievements Outstanding Work Programme 
Operational levels, some examples noted 
below; 

• Paediatrics major incident table top exercise 
• Exercise Relatives Care; August 2018 
• Neath Port Talbot Business Continuity 

Exercise; August 2018 
• COMAH Exercises, 2018 
• Health Prepared Wales; Conference; 

November 2018 
• Wales Prepared Conference; 13th February 

2018 
• Wales Connect, March 2018 
• Talons Reach East, March 2018 
• Stay Safe/Argus Health, Counter Terrorism 

training specific for Emergency 
Department/Burns Staff 

• National Burns Exercise; Exercise Phoenix 
to test NHS England, Mass Casualties, 
(Burns Annex), October 2018 

• Exercise Biopod, to test the Health Board 
Distribution of Counter Measures; October 
2018 

• Exercise Brexit Challenge; 05.02.19 
• Exercise Phoenix 2, Burns exercise; 

04.02.19 
• Strategic awareness sessions for Executive 

Team members 
 

The minimum standard of civil protection duties 
in relation to training and exercising have been 
met; a live exercise every 3 years, table top 
exercise yearly and 6 monthly communication 
exercises. 

of their response to a major 
incident 

 
To address the above issues and 
following appointment of an EPRR 
Manager, a Training and Exercising 
Strategy and programme will be 
developed and invoked for April 2019. 
 

Risk  
• Risk register development to include 

Corporate and EPRR specific risks. 
• Risk management via Datix system. 
• Mitigation measures mapped against risks. 
• EPRR risks mapped against national and 

local risks. 
 

A cyclical risk management review 
approach is in place for the Corporate 
and EPRR Risks noted on the 
respective risk registers. 

Business Continuity Management  
In terms of Business Continuity management 
the following are now in place; 
• Business Continuity Framework  
• Overarching Business Continuity/Significant 

Incident Procedure  
• Overarching Tactical Business Continuity 

Plans 
• Service Business Continuity Plans 

Aligned to Brexit preparedness, there 
has been a continuous drive for the 
review and completion of Business 
Continuity Plans. The following are 
due by 31.03.19: 

o Mental Health and Learning 
Disabilities Tactical Plan and 
some service plans 

o Some service specific plans 
remain outstanding; 



Health Board – Thursday, 28th March 2019                                                                                       
12 
 

Key Achievements Outstanding Work Programme 
 Workforce & Organisational 

Development 
 Morriston Service Delivery 

Unit 
 POW Service Delivery Unit 

 
Emergency Planning  
Emergency planning is a continuous cycle of 
assessment, planning and response in order 
that the Health Board is meeting its’ civil 
protection duties; the success of the planning to 
date is reflected in the annual audit, (Appendix 
3) 

This summary includes a summary of 
the key actions that are being 
undertaken under the auspices of 
emergency planning. Key challenges 
include; 

o Full launch of the Critical 
Rapid Communications 
System, which has been 
challenging to build the system 
largely as a result of the 
various formats of service 
rotas. It is anticipated that this 
will be operational from April 
2019. 

o Work is continuing with regard 
to response to a mass fatalities 
incident; medium size incident 
where the Wales Police 
Disaster Victim Identification 
Team have specified that all 
fatalities from the scene of an 
incident should undergo 
forensic pathology within one 
mortuary.  This has led to the 
next step of respective 
Executive Lead discussions, 
where a date has not yet been 
confirmed as the South Wales 
Local Resilience Forum are 
currently trying to arrange this 
in accordance to diaries. 

o Work is continuing with the 
Welsh Ambulance Service with 
regard to notifications of 
serious incidents that the HB 
should be aware of, but do not 
fall under the categories of 
major incident stand by or 
declared. This work is being 
progressed via the NHS Wales 
Pre Hospital Group. Currently 
there are a number of 
incidences where it would 
have been worthy of HB 
notification and this has not 
occurred. 
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Key Achievements Outstanding Work Programme 
Mass Casualty Planning  
• All Wales NHS Mass Casualty 

Arrangements, version 2, July 2018; further 
minor amendments currently being 
reviewed. 

• Health Board mass casualty arrangements 
included within the major incident plans and 
the principles of the NHS Wales 
arrangements have been included within the 
Health Board Major Incident Plans. 

• 1st hour capacity modelling has been 
completed by Health Boards. 

• Included within the arrangements 
is a Memorandum of 
Understanding (MOU) specifically 
to allow staff to work across HBs 
in the event of a mass casualty 
incident.  However, this requires 
further work at all Wales 
Workforce Director level. In 
addition, detailed work is required 
to understand and establish 
processes to invoke at a local 
level. This work is currently being 
progressed.  

Brexit Preparedness  
ABMU is fully engaged in the EPRR planning for 
Brexit and the ABMU Preparedness document 
can be accessed by iBAB. 

The progress to date and the 
challenges that remain were 
reflected in the Brexit Board 
Report, 31st January 2019. 
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